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1. The Risk Menu 

Risk elements subject to evaluation during institution assessment 

 

Environment Corporate governance Market presence Business processes and capital 

 
Sectors 

 Demand 

 Asset markets 

 Service provider market 

 Product and sales competition 

 Retail customers 

 Institutional customers 

 Legal and regulatory environment 
 

 
Ownership 

 Structure of ownership 

 Governance and control 

 Ownersô relations 

 
Products 

 The products and services of the institution 

 
Financial and operational risks* 

 Credit risk 

 Market risk 

 Operational risk 

 Liquidity risk 

 Insurance risk 
 
Strategy 

 Institutional strategy 

 Reputation 

 Market position 

 
Internal governance 

 Corporate structure, organisation 

 Structure of management system, management 
and supervision functions 

 Publicity and transparency 

 
Customers 

 Marketing, customer acquisition 

 Customer information 

 Complaint management 

 
Capital and earnings 

 Capital adequacy 

 Reserves 

 Earnings 
 

 
Internal control system 

 Risk management system 

 Compliance 

 Internal audit 

 
Fraud management 

 Detection of frauds committed against 
customers 

 Detection of money laundering 

 Insider trading, market influencing, 
violation of company acquisition rules, 
detection of unlicensed activities 
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*Risk segments to be assessed individually within the elements of 
Financial and operational risks 
 
 

Financial and operational risks 
 
Credit risk 

 Credit risk + Dilution risk; 

 Counterparty risk; 

 Residual risk; 

 Concentration risk; 

 Securitisation risk; 

 Settlement risk; 

 Country risk; 

 Reinsurance (passive). 
 
Market risk 

 Interest rate risk in the non-trading book; 

 Interest rate risk in the trading book; 

 Stock price risk; 

 Foreign currency exchange rate risk; 

 Commodity price risk; 

 Real estate price risk. 
 
Operational risk 

 Internal fraud; 

 External fraud; 

 Employment practices and workplace safety; 

 Clients, products and business practices; 

 Damages to physical assets; 

 Business disruption and system failures; 

 Execution, delivery and process management. 

 
Liquidity risk 

 Funding/ liability side (maturity, drawings, structural); 

 Marketability. 
 
Insurance risk 

 Underwriting/ life; 

 Underwriting/ non-life; 

 Risk of insurance reserves. 
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Institution Assessment Guidelines ï Assessment 
Criteria and Classification Levels 

 

 

Institution assessment takes the exposures associated with the institution and sorted by the risk 
categories of Environment, Corporate governance, Market presence, and Business processes and 
Capital, then assigns the related risk groups and elements into classes and generates synthesized 
classification value to describe the level or risk represented by the institution. 

We perform the assessment along criteria that are significant for activities, areas and risks relevant to 
the institution and harmonise with its characteristic features. The importance of the individual criteria in 
the assessment is up to the supervisor to decide. 

Assessment results first appear at the level of risk elements (occasionally per risk segment within the 
elements) after the selection of classification levels. 

The classifications of risk elements are aggregated at risk group level then risk group classifications at 
risk category level and the classifications of the latter are aggregated at institution level. 

There are four classification levels. Due to aggregation, actually ten classifications are possible, not 
four (Each of the four input classifications are extended with ñ+ò and ñïñ [better and worse] markings. 
When an output becomes the input value of another calculation it loses its ñ+ò and ñïñ suffix, i.e. input 
values consist of four elements even when outputs are used). The use of ten possible outputs is aimed 
at supporting more risk sensitive supervising. 

The following classification levels are used for the risk groups of Exercising of ownership, Strategy, 
Internal governance, Internal control system, Customers and Fraud management: strong, adequate, 
weak or inadequate. 

For the risks groups of Environment, Products, Capital and Earnings, the input classification levels are: 
low, moderate, significant or high. 

We assess and classify the risk elements and segments within the Financial and operational risk 
group along business processes, classifying inherent risks and controls separately. Inherent risks may 
have an input classification of low, moderate, significant or high category while controls may be 
classified into the classes of strong, adequate, weak or inadequate. Synthesized classification levels 
(net risk) for the elementary and summary levels of Financial and operational risks can be low, 
moderate, significant and high (and the refined variants thereof). 

The same way, the aggregate classification which indicates the risk level represented by the institution 
may be low, moderate, significant and high (and the sophisticated variants thereof). 

Below we detail the risks groups, their elements and the criteria to be applied upon assessment and 
we also provide samples for the typical features of classification levels. 
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Environment 

Sectors 

 

 

Elements 

 Demand; 

 Asset markets; 

 Service market; 

 Product and sales competition; 

 Retail customers; 

 Institutional customers; 

 Legal and regulatory environment  

 

The characteristics and changes of the macroeconomic environment are addressed in conjunction 
with related risks elements. 

 

Definitions and assessment criteria 

 

Demand 

Macroeconomic and sector-specific factors that determine market size and business expansion of 
sectors. 

 

Potential risk assessment criteria: 

 Significant changes of new entrants or exiting businesses in the sector; 

 Changes in profitability indicators and margins. 

 

 

Asset markets 

Risks from price, return and volatility fluctuations of financial and non-financial assets. 

 

Potential risk assessment criteria: 

 Risks from changes on certain financial and investment asset markets. 

 

 

Service provider market 

Factors that determine concentration, competition and the bargaining position of service providers and 
customers. 
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Potential risk assessment criteria: 

 Market concentration, monopoly risk; 

 Bargaining position of service providers and consumers; 

 Presence of substitute products and services; 

 New Customer acquisition methods (advertisements, newsletters, flyers, Internet, etc.); 

 Methods of selling additional products to existing customers; 

 Distribution channels used (branch office network, Internet, etc.); 

 Commissioning of agents: extent and methods, the nature of relationships; 

 International trends and deviations from them. 

 

 

Product and sales competition 

Key factors that determine competition in products and services, applied technologies and sales. 

 

Potential risk assessment criteria: 

 Composition of the product mix specific to the sector: the distribution of old and new, innovative 
products; 

 Complexity of main products in the sector, focusing on how complicated, comprehensible and 
transparent are the product scheme and the underlying risks, how does it fit the financial 
knowledge of the target customer segment and how acceptable is it to them; 

 Returns and profitability of products; 

 Liquidity of products, exit and conversion possibilities; 

 Sensitivity of products to changes in legal and tax environment. 

 

 

Retail customers 

Risks associated with the typical, non-professional consumers in the sector. 

 

Potential risk assessment criteria: 

 General standard of financial education, the level of knowledge which affects the 
comprehension of products and services marketed to the customers and the risks ofthese 
services (mis-selling); 

 Typical social-demographic characteristics of consumers (life status, vulnerability, financial 
position, etc.); 

 Characteristics of consumers which are likely to reflect an inclination to committing financial 
crimes or may lead to Reputation risk. 

 

 

Institutional customers 

Risks from the characteristic features of professional consumers and commercial partners in the 
sector. 
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Potential risk assessment criteria: 

 Features of non-commercial relationships (ownership, other stakeholders and other professional 
relationships); 

 Risks from information asymmetry; 

 Risks from the asymmetry of access to sales channels. 

 

 

Legal and regulatory environment 

 

Risks from the regulatory and the economic policy roles of states (domestic and international). 

 

Potential risk assessment criteria: 

 Changes of government policies which impact the sector, the impact of these changes on risk 
elements. 
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Corporate governance 

Exercising of ownership 

 

 

When assessing the owners, we seek to find out about the legal and practical ways followed by 
owners in fulfilling their commitments, the risks from ownership structure, ownerôs relations, 
governance and control. 

 

Elements 

 Ownership structure (transparency, stability); 

 Governance and control; 

 Ownerôs relations (risk-taking, risk / income transfer, owner support). 

 

Assessment Criteria 

 Transparency and stability of ownership structure; 

 Is the main, controlling owner professional or financial investor? 

 How typical is the revoking of decision-making competences from the management bodies? 

 Role taken by the owner in governing and controlling the institution; 

 Composition, professional and ethical standard of the Supervisory Board; 

 Characteristics of risk-taking in relation to owners and, if the institution is part of an international 
financial group, in relation to owners and other members of the group; 

 Characteristics of risk and income transfer in relation to the owner; 

 Internal rules for the conflict of interest and control of compliance with it in respect of owners / 
management bodies / institution management. 

 

Classification Levels 

 

Strong 

 The owners are fully known to the HFSA. In the case of companies floated on the stock 
exchange, the HFSA has up-to date information on all owners with an equity stake over 5%; 

 The structure of ownership is not complicated and quite transparent; 

 The structure of ownership is stable and has not changed significantly in the past 5 years; 

 The main, managing owner is a professional investor who has an interest in the long-term, 
successful operation of the institution. The main, managing owner(s) is (are) supervised 
institution(s) and enjoy low-risk classification by internationally recognised rating agencies. 
There are no identified poor performer companies in the international group who have a 
relationship with the domestic institution/group and could pose an infection threat to them; 

 The withdrawal of decision-making competencies from management bodies is not typical at all. 
The institution operates autonomously. The management of the international group member or 
domestic group is fully independent at their own level of decision-making (operational direction), 
hands-on management is non-existent; 

 The owner takes a highly active role in the governance and controlling of the institution (which 
does not mean that the owner controls the executive management). The owner provides strong 
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professional and strategic guidance and exercises tight control via the respective management 
body (Supervisory Board, audit committee). In the case of a crisis, the owner will surely help 
(capital reconstruction); 

 The composition of the Supervisory Board complies with the requirements of the Act on Credit 
Institutions (ACI) and represents high professional and ethical standards. The Supervisory 
Board meets regularly and, as reflected by the minutes of their sessions, they actively exercise 
control over management; 

 Risk-taking in relation to the owners or other members of the international group (sister 
companies) if the institution is the member of an international financial group remains 
insignificant in the institutionôs activities (solvency capital remains below 5%); 

 No risk or income transfer with the owner is observed. 

 

Adequate 

 The owners are known to the HFSA. In the case of companies floated on the stock exchange, 
the HFSA has adequate information on all owners with an equity stake over 5%; 

 The structure of ownership is not complicated and is largely transparent; 

 The structure of ownership is fairly stable and has not changed significantly in the past 3 years; 

 The main, managing owner is a professional investor who has an interest in the long-term, 
successful operation of the institution. The main, managing owner(s) is (are) supervised 
institution(s) and enjoy moderate-risk classification by internationally recognised rating 
agencies. There are no poor performer companies in the international group who have a 
relationship with the domestic institution/group and could pose an infection threat to them; 

 The withdrawal of decision-making competencies from management bodies is usually not 
typical. The institution operates fairly autonomously. The management of the international group 
member or domestic group is relatively independent at their own level of decision-making 
(operational direction), hands-on management is not typical; 

 The owner takes a fairly active role in the governance and controlling of the institution (which 
does not mean that the owner controls the executive management). The owner provides regular 
and realistic professional and strategic guidance and exercises high-quality control via the 
respective management body (Supervisory Board, audit committee). In the case of a crisis, the 
owner is likely to help (capital reconstruction); 

 The composition of the Supervisory Board complies with the requirements of the ACI and 
represents satisfactory professional and ethical standards; 

 The Supervisory Board meets relatively regularly and, as reflected by the minutes of their 
sessions, they exercise adequate control over management; 

 Risk-taking in relation to the owners or other members of the international group (sister 
companies) if the institution is the member of an international financial group is moderate in the 
institutionôs activities (solvency capital remains below 10%), 

 Risk and income transfer with the owner is not significant. 

 

Weak 

 The owners are not fully known to the HFSA. In the case of companies floated on the stock 
exchange, the HFSA does not have up-to-date information on all owners with an equity stake 
over 5%; 

 The structure of ownership is complicated and not very transparent, there are several owners 
and multiple levels of ownership; 

 The structure of ownership has changed several times in the past 5 years; 
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 There are financial investors or private persons among managing owners who do not 
necessarily have an interest in the long-term, successful operation of the institution. There are 
supervised institutions or private persons among the main owners. The owners are either not 
rated or have been rated as high-risk institutions by internationally recognised rating agencies. 
There are poor performer companies in the international group who have a relationship with the 
domestic institution/group and could pose an infection threat to them; 

 Decision-making competencies are frequently withdrawn from management bodies. The 
institution operates with little autonomy. The management of the international group member or 
domestic group is not quite independent at their own level of decision-making (operational 
direction), hands-on management is detectable; 

 The owner does not take an active role in the governance and controlling of the institution. The 
owner provides little and inconsistent strategic guidance and exercises weak control via the 
respective management body (Supervisory Board, audit committee). In the case of a crisis, the 
ownerôs willingness to help (capital reconstruction) is questionable; 

 The composition of the Supervisory Board complies with the requirements of the ACI and 
represents low professional and ethical standards.  

 The Supervisory Board does not meet regularly and only holds sessions at the minimum annual 
frequency required by law. The minutes of their sessions are short and superficial and fail to 
prove that they exercise adequate control over management; 

 Risk-taking in relation to the owners or other members of the international group (sister 
companies) if the institution is the member of an international financial group is significant in the 
institutionôs activities (yet solvency capital remains below 20%); 

 There is significant risk and revenue transfer with the owner. 

 

Inadequate 

 The owners are not fully known to the HFSA. In the case of companies floated on the stock 
exchange, the HFSA does not have up-to-date information on all owners with an equity stake 
over 5%. The use of nominees to disguise actual owners is typical; 

 Ownership structure is absolutely complicated and not transparent with many owners and 
multiple levels of ownership; 

 Ownership structure is unstable and has changed significantly several times during the past 5 
years; 

 The main, controlling owners are not strategic investors but financial investors or private 
persons who have a negative reputation with the HFSA. They may have ties to suspicious 
organisations or transactions. The main owners are not supervised institutions and they are 
either not rated or have been classified as high-risk institutions by renowned international 
classification firms. There are poor performer companies in the international group who have a 
relationship with the domestic institution/group and could pose an infection threat to them; 

 The withdrawal of decision-making competences from management bodies is a general 
phenomenon. The institution does not operate autonomously. The management of the 
international group member or domestic group is not independent at all at their own level of 
decision-making (operational direction), hands-on management is apparent; 

 The owner takes an inactive role in the governance and managing of the institution. The owner 
does not provide professional and strategic guidance and exercises weak control via the 
respective management body (Supervisory Board, audit committee). In the case of a crisis, the 
ownerôs willingness to help (capital reconstruction) is highly questionable.  

 The composition of the Supervisory Board does not comply with the requirements of the ACI 
and represents objectionable professional and ethical standards.  

 The Supervisory Board does not meet regularly, ñtelephone conferenceò sessions are typical. 
The related minutes are meaningless and show that there is no active control over 
management; 
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 Risk-taking in relation to the owners or other members of the international group (sister 
companies) if the institution is the member of an international financial group is very significant 
in the institutionôs activities (solvency capital is above 20%); 

 There is significant risk and income transfer with the owner. 
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Corporate governance 

Strategy 

 

 

Elements 

Institutional strategy 

Strategic risk relates to capital adequacy or profitability and derives from changes in the business 
environment, inappropriate business decisions or the inadequate execution of adequate decisions, or 
from the negligence of changes in business environment. This way, the institutionôs strategy is a 
combination of several strategies, from which we highlight business and risk strategies here. 

 

Reputation risk 

Reputation risk relates to capital adequacy or profitability and derives from an unfavourable opinion on 
the financial institution in the eyes of consumers, business partners, shareholders, investors or 
authorities. This negative opinion is manifested in a less-than-desirable external image of the 
institution. 

 

Risk of market position 

This indicator shows whether the market share of the institution calculated on the basis of key financial 
indicators and products (total assets, fee revenues, the volume of loans provided, deposits held, 
managed assets, etc.) poses a strategic risk or not. (Market share deviates from the target level in 
strategy there is a sudden change in it which indicates a strategic risk, etcé) 

 

 

Assessment Criteria 

 

Institutional strategy 

 Availability of long-term strategic plans, quality of elaboration; 

 Risk awareness of the institutionôs management (risk strategy, main risk factors, types and the 
maximum extent of tolerable risks); 

 Availability of a strategy development system; 

 Flexibility of strategy creation; 

 Validity of the strategy. 

 

Reputation risk 

 Market reputation of the institution/group of institutions; 

 Reputation of enterprises belonging to the institutionôs sphere of interest; 

 Reputation of outsourced companies working for the institution/group of institutions; 

 Has the reputation of the institution/group of institutions been harmed by inappropriate product 
sales? 

 Was the reputation of the institution/group of institutions harmed by technical errors that 
impacted a wide range of customers and stemmed from technology changes or the use of 
inappropriate technological security systems (account statements, ATM use, e-banking)? 



- 13 - 

 

 Changes in technology; 

 Is technology protected by adequate security systems? 

 To what extent is the institution/group of institutions exposed to lawsuits and legal conflicts? 

 

Risk of market position 

 This indicator shows whether the market share of the institution calculated on the basis of key 
financial indicators and products (total assets, fee revenues, the volume of loans provided, 
deposits held, managed assets, etc.) poses a strategic risk or not. (Market share deviates from 
the target level in the strategy there is a sudden change in it which indicates a strategic risk, 
etcé). 

 

 

Classification Levels 

 

Strong 

Institutional strategy 

 The institution has a carefully elaborated long-term strategy which sets out clear plans on target 
customers and planned activities, sets targets concerning market share on specific markets, 
preferred products and the planned directions and main tools of development; 

 The risk awareness of the institutionôs management is as high as possible. The institution has 
an adequate, well-elaborated risk strategy that meets expectations. Key risk factors and the 
types and maximum limit of tolerable risks (risk appetite) have been identified; 

 The institution has an excellent strategy development system which entails the creation and 
regular review of the strategy and the risk strategy, its linking to business plans i.e. its fit in day-
to-day work. The methodology of back-testing is elaborated; 

 Strategy creation is flexible and responds promptly to challenges posed by the changing 
environment; 

 The strategy can be considered valid based on expected macroeconomic circumstances and 
conditions in the sector and the position and financial management of the institution. 

 

Reputation risk 

 The market reputation of the institution/group of institutions is outstanding. Negative news rarely 
appear in the media about the institution (and about its main competitors that pursue similar 
activities); 

 The reputation of enterprises in the institutionôs sphere of interest (owner, foreign group, 
subsidiaries or any other company with the same name, e.g. a fund of some sort) is excellent 
and free of negative market news; 

 The reputation of the institution/group of institutions has never been harmed due to 
inappropriate product sales; 

 The reputation of the institution/group of institutions has never been harmed by technical errors 
that impacted a wide range of customers and stemmed from technology changes or the use of 
inappropriate technological security systems. (Account statements, ATM use, e-banking). 
Changes in technology are not frequent. Technology is protected by appropriate security 
systems; 

 The institution/group of institutions is rarely exposed to lawsuits and legal conflicts; 
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Risk of market position 

 The market share of the institution calculated on the basis of key financial indicators and 
products (total assets, fee revenues, loans provided, deposits held, managed assets, etc.) does 
not change significantly, remains stable in the long run and becomes stronger as envisaged in 
the strategy. Market share changes in accordance with the strategy. 

 

Adequate 

Institutional strategy 

 The institution has a long-term strategy which sets out plans on target customers and planned 
activities, sets targets concerning market share on specific markets, preferred products and the 
planned directions and main tools of development; 

 The risk awareness of the institutionôs management is adequate. The institution has a risk 
strategy. Key risk factors and the types and maximum limit of tolerable risks (risk appetite) have 
been identified. Still, the level is below Strong; 

 The institution has an adequate strategy development system which entails the creation and 
regular review of the strategy and the risk strategy, its linking to business plans i.e. its fit in day-
to-day work. The methodology of back-testing is elaborated; 

 Strategy creation is adequately flexible and responds to challenges posed by the changing 
environment; 

 The strategy can be considered valid based on expected macroeconomic circumstances, 
conditions in the sector and the position and financial management of the institution. 

 

Risk of market position 

 The market share of the institution calculated on the basis of key financial indicators and 
products (total assets, fee revenues, loans provided, deposits held, managed assets, etc.) does 
not change significantly and moves in accordance with the strategy. 

 

Reputation risk 

 The market reputation of the institution/group of institutions is adequate. Negative news in the 
media about the institution (and its main competitors that pursue similar activities) is rare; 

 The reputation of enterprises in the institutionôs sphere of interest (owner, foreign group, 
subsidiaries or any other company with the same name, e.g. a fund of some sort) is adequate 
and not influenced significantly by negative market news; 

 The reputation of the institution/group of institutions has not been harmed significantly due to 
inappropriate product sales; 

 The reputation of the institution/group of institutions has not been harmed perceivably by 
technical errors that impacted a wide range of customers and stemmed from technology 
changes or the use of inappropriate technological security systems. (Account statements, ATM 
use, e-banking). Changes in technology are not frequent. Technology is protected by 
appropriate security systems; 

 The institution/group of institutions is moderately exposed to lawsuits and legal conflicts. 

 

Weak 

Institutional strategy 

 The institution has a poor long-term strategy which either does not or only incompletely sets out 
clear plans on target customers and planned activities, targeted market share on specific 
markets, preferred products and the planned directions and main tools of development; 
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 The risk awareness of the institutionôs management is low. The institution either does not have a 
risk strategy or the strategy is incomplete. Key risk factors and the types and maximum limit of 
tolerable risks (risk appetite) are not identified; 

 The institutionôs strategy development system is not regulated. It incompletely presents or does 
not present at all the process of risk strategy development, regular review and linking to the risk 
strategy, its linking to business plans i.e. its fit in day-to-day work. The methodology of back-
testing is not properly elaborated; 

 Strategy creation is not flexible and responds late to challenges posed by the changing 
environment; 

 The strategy cannot be considered sufficiently valid based on expected macroeconomic 
circumstances, conditions in the sector and the position and financial management of the 
institution. 

 

Reputation risk 

 The market reputation of the institution/group of institutions is damaged. Negative news appears 
in the media about the institution and its main competitors that pursue similar activities; 

 The reputation of enterprises in the institutionôs sphere of interest (owner, foreign group, 
subsidiaries or any other company with the same name, e.g. a fund of some sort) is damaged 
and not free of negative market news; 

 The reputation of the institution/group of institutions has been harmed perceivably due to 
inappropriate product sales; 

 The reputation of the institution/group of institutions has been harmed perceivably by technical 
errors that impacted a wide range of customers and stemmed from technology changes or the 
use of inappropriate technological security systems. (Account statements, ATM use, e-banking). 
Changes in technology are frequent. Technology is not protected by appropriate security 
systems; 

 The institution/group of institutions is regularly exposed to lawsuits and legal conflicts. 

 

Risk of market position 

 The market share of the institution calculated on the basis of key financial indicators and 
products (total assets, fee revenues, the volume of loans provided, deposits held, managed 
assets, etc.) is decreasing and does not harmonise with the strategy. 

 

Inadequate 

Institutional strategy 

 The institution has a negligently elaborated long-term strategy which sets out plans on target 
customers and planned activities, does not set targets concerning market share on specific 
markets, preferred products and the planned directions and main tools of development; 

 The institutionôs management is  not risk-aware. The institution does not have a risk strategy. 
Key risk factors and the types and maximum limit of tolerable risks (risk appetite) are not 
identified; 

 The institution does not have a regulated strategy development system which entails the 
creation and regular review of the strategy and the risk strategy, its linking to business plans i.e. 
its deployment to day-to-day work. The methodology of back-testing is not elaborated; 

 Setting out strategy is not flexible and does respond or responds late to challenges posed by 
changing environment; 

 The strategy cannot be considered valid at all based on expected macroeconomic 
circumstances, conditions in the sector and the position and financial management of the 
institution. 
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Reputation risk 

 The market reputation of the institution/group of institutions is bad. Negative news frequently 
appears in the media about the institution and its main competitors that pursue similar activities; 

 The reputation of enterprises in the institutionôs sphere of interest (owner, foreign group, 
subsidiaries or any other company with the same name, e.g. a fund of some sort) is bad, 
negative market news is frequent; 

 The reputation of the institution/group of institutions has been damaged significantly due to 
inappropriate product sales; 

 The reputation of the institution/group of institutions has been harmed significantly by technical 
errors that impacted a wide range of customers and stemmed from technology changes or the 
use of inappropriate technological security systems. (Account statements, ATM use, e-banking). 
Changes in technology are frequent. Technology is not protected by appropriate security 
systems; 

 The institution/group of institutions is frequently exposed to lawsuits and legal conflicts. 

 

Risk of market position 

 The market share of the institution calculated on the basis of key financial indicators and 
products (total assets, fee revenues, the volume of loans provided, deposits held, managed 
assets, etc.) is decreasing significantly which raises concerns. It moves against the directions 
set in the strategy. 
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Corporate governance 

Internal governance 

 

 

Institutions provide for sound internal governance by elaborating and operating an adequate 
organisational structure, organisation, management bodies and by exercising management and 
supervisory functions. Sound internal governance is interpreted as a part of sound corporate 
governance. The scope of the latter is less broad than that of the former as it does not cover the 
ownerôs relations and other partners of the institution. 

 

Elements 

 Corporate structure, organisation 

ü Group structure; 

ü Organisation structure (at institution level); 

ü Responsibilities and mandates, decision-making mechanisms; 

ü MIS, controlling, internal information. 

 Structure of management bodies, management and supervision functions 

ü Planning, risk tolerance (risk appetite, business plan); 

ü Structure and operation of management bodies; 

ü Corporate culture (ethical and professional standards, working atmosphere, social 
responsibility, etc.). 

 Publication and transparency 

ü Public information (required by law), external communication; 

ü Relations to the HFSA, auditor, etc. 

  

 

Assessment Criteria 

 

Corporate structure, organisation 

 Extent of transparency and functionality of the group structure; 

 Transparency: How clear and logical is the structure? To what extent do fictious, not operating 
companies, indirect ownership structures,, cross-ownership, holdings of various kind etc. distort 
transparency? 

 Functionality: Does it fit the activities carried out by the group? Are there overlapping or parallel 
activities? 

 Transparency and functionality of the organisational structure (at institution level). Level of 
segregation, level of separation between business functions, back-office and risk management; 

 How clear, accurately specified and transparent are the structure of responsibilities and 
mandates? Are they protected against conflicts of interests and conflicts of responsibilities 
within the organisation, is the independence of control functions provided for? 

 Efficiency of the decision-making system ï are the set levels suitable for making efficient 
business/risk decisions, does delegation work? 
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 Efficiency of the MIS, controlling, internal information system, their effectiveness in properly 
informing management and supporting management decisions (reporting, reporting structure, 
the contents and frequency of ICAAP reporting, the identification of reporting levels, has it been 
integrated into the institutionôs information system). Extent of independence from business 
areas and accounting; 

 Completeness and quality of regulations. Suitability of regulations for supporting business 
processes. 

 

Structure of corporate governance structure, management and supervisory functions 

 Quality and level of elaboration reflected by the institutionôs planning processes; 

 The relatedness of the planning process to strategy, risk awareness of management; 

 Implementation of the strategy across the organisation, level of enforcement during the planning 
process; 

 Risk tolerance of management (risk appetite), execution of adequate risk/output analyses; 

 Level of information and involvement of management in respect of risks actually taken by the 
institution; 

 Readiness of management to enact the necessary controls and to make available the required 
resources for risk management; 

 Quality of management resulting from the structure and operation of management bodies; 

 Adequacy of the competence of management bodies for the governance of the institution; 

 In terms of professional experience and background, is the structure of management bodies 
balanced and optimal regarding the magnitude and complexity of activities? 

 To what extent does the relation between corporate governance bodies and that between 
corporate governance bodies and management enable the proper operation of supervising and 
control functions? 

 Did management bodies adequately set up permanent committees; does their operation support 
the governance system? 

 Active participation of management bodies in the governance of the institution:  regularity of 
sessions, quality of documents (minutes) etc.; 

 Quality of corporate culture embodied by management bodies (ethical, professional standards, 
working atmosphere, etc. social responsibility), management style of executives. 

 

Publication and transparency 

 Quality and quantity of published information (compliance with legal requirements), level of 
acceptability reflected by external communication; 

 Quality of relations with the HFSA, auditors (other bodies). 

 

 

Classification Levels 

 

Strong 

Corporate structure, organization 

 Group structure is rather simple and fully transparent, functionalities are complete; 
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 Transparency: Completely simple, clear and logical; fictious, not operating enterprises, indirect 
ownership structures , cross-ownership, holdings of various kinds etc. do not hinder transparency 
at all; 

 Functionality: Completely harmonises with the activities carried out by the group, does not include 
overlapping and parallel activities at all; 

 The organisational structure (at institution level) is fully transparent and functional. There is a high 
level of segregation and business area, back-office and risk management are completely 
separated; 

 The structure of responsibilities and mandates is clear, accurate, clearly defined, and transparent 
and is completely free of conflicts of interest and responsibilities within the organisation; 

 The design of the decision making system leads to a high efficiency of decisions. The set levels are 
fully suitable for efficient decision-making, delegation works excellently; 

 The MIS, controlling and the internal information system are outstandingly efficient and suitable for 
providing comprehensive information and decision support to management (reporting structure). It 
is completely independent of business areas and accounting; 

 Regulations are comprehensive, represent high standards and are excellent for supporting 
business processes. 

 

Structure of corporate governance structure, management and supervisory functions 

 The planning processes of the institution are elaborated in detail and are regulated; 

 Planning process is linked to the strategy. The risk awareness of management is high and is 
reflected by the institutionôs strategy and risk strategy; 

 The implementation of strategy across the organization and enforcement in the planning 
process are comprehensive; 

 The risk tolerance of management (risk tolerance) is adequately prudent which is indicated by 
proper risk/output calculations; 

 The level of information and the involvement of management regarding risks actually taken by 
the institution are high; 

 The ability of management to enforce necessary controls and to provide for required risk 
management resources is high; 

 The structure and operation of management bodies leads to efficient operations; 

 The competence of management bodies for governing the institutions is high; 

 The structure of management bodies is strong which results a well balanced, highly qualified, 
appreciated and experienced management. It is balanced regarding professional experience 
and background and is optimal in respect of the size and complexity of functions; 

 The relations between corporate governance bodies and that between corporate governance 
bodies and management fully enable the proper operation of supervisory and control functions; 

 Management bodies established permanent committees in accordance with the complexity and 
size of the institution. The operation of these committees provides adequate support to the 
governance system; 

 Management bodies actively participate in the governance of the institution: they meet regularly 
and documents of high standard (minutes, etc.) are prepared; 

 The quality of corporate culture embodied by management (ethical, professional standards, 
working atmosphere, etc. social responsibility) is high; associates and middle management are 
satisfied with the management style of executives. 
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Publication and transparency 

 The quality and quantity of published information are excellent and well above the level required 
by law. External communication reflects a high degree of acceptability; 

 Relations to the HFSA, the auditor, etc. are of high quality and constitute an efficient and fair 
professional relationship that is based on mutual appreciation and respect. 

 

Adequate 

Corporate structure, organisation 

 Group structure is not very complicated. It is highly transparent and functionalities are strong; 

 Transparency: Not too complicated and logical; fictious, not operating enterprises, indirect 
ownership structures , cross-ownership, holdings of various kinds etc. usually do not distort 
transparency; 

 Functionality: Highly harmonises with the activities carried out by the group, does not include 
overlapping and parallel activities; 

 The organisational structure (at institution level) is highly transparent and functional. There is a 
high level of segregation and business area, back-office and risk management are completely 
separated from an organisational standpoint; 

 The structure of power is clear, accurate, unambiguously defined, transparent and is free of 
conflicts of interest and responsibilities within the organisation; 

 Setting out of the decision-making system leads to adequately efficient decisions. The set levels 
are suitable for efficient decision-making, delegation works well; 

 The MIS, controlling and the internal information system are adequately efficient and suitable for 
informing management and supporting their decisions (reporting structure). It is completely 
independent of business areas and accounting; 

 Regulations are comprehensive, represent an adequate standard and are suitable for 
supporting business processes. 

 

Structure of corporate governance structure, management and supervisory functions 

 The planning processes of the institution are elaborated in detail and are regulated; 

 Planning process is linked to strategy. The risk awareness of management is strong and is 
excellently reflected by the institutionôs strategy and risk strategy; 

 The implementation of strategy across the organization and enforcement in the planning 
process is efficient; 

 The risk tolerance of management (risk appetite) is adequately prudent which is indicated by 
proper risk/output calculations; 

 The level of information and the involvement of management regarding the risks actually taken 
by the institution are adequate; 

 The ability of management to enforce the necessary controls and to provide for the required risk 
management resources is adequate; 

 The structure and operation of management bodies leads to adequately efficient operations; 

 The competence of management bodies is adequate for governing the institution; 

 The structure of management bodies is adequate which results a properly balanced, qualified, 
appreciated and experienced management. It is balanced regarding professional experience 
and background and is optimal in respect of the size and complexity of functions; 

 The relations between corporate governance bodies and that between corporate governance 
bodies and management enable the proper operation of supervisory and control functions; 
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 Management bodies established permanent committees in accordance with the complexity and 
size of the institution. The operation of these committees provides adequate support to the 
governance system; 

 Management bodies properly participate in the governance of the institution: they meet regularly 
and documents (minutes, etc.) of acceptable quality are prepared; 

 The quality of corporate culture embodied by management (ethical, professional standards, 
working atmosphere, etc. social responsibility) is adequate; associates and middle management 
are satisfied with the management style of executives. 

 

Publication and transparency 

 The quality and quantity of published information is adequate and slightly above the level 
required by law. External communication reflects a proper degree of acceptability; 

 Relations to the HFSA, the auditor, etc. are of adequate quality and constitute an efficient and 
fair professional relationship that is based on mutual appreciation and respect. 

 

Weak 

Corporate structure, organisation 

 Group structure is complicated and not very transparent, functionalities are questionable; 

 Transparency: Complicated and not very logical; fictious, not operating enterprises, indirect 
ownership structures , cross-ownership, holdings of various kinds etc. may hinder transparency; 

 Functionality: Not very suitable for the activities carried out by the group and includes 
overlapping and parallel activities; 

 The organisational structure (at institution level) is not very transparent and functional. 
Segregation is incomplete and the separation of business area, back-office and risk 
management are inadequate; 

 The structure of responsibilities is not very clear, accurate, clearly defined or transparent. It may 
include conflicts of interest and responsibilities within the organisation; 

 The design of the decision-making system leads to inadequately efficient decisions. The set 
levels are not very suitable for efficient decision-making, delegation does not work well; 

 The efficiency of MIS, controlling and the internal information system are inadequate and are 
not very suitable for informing management and supporting their decisions (reporting structure). 
It is not completely independent of business areas and accounting; 

 Regulations are not comprehensive, not very adequate and are less suitable for supporting 
business processes. 

 

Structure of corporate governance structure, management and supervisory functions 

 The planning processes of the institution are not elaborated and regulated in detail; 

 Planning processes are not linked to strategy consistently. The risk awareness of management 
is not high and it is not reflected much by the institutionôs strategy and risk strategy; 

 The implementation of strategy across the organization and enforcement in the planning 
process is not efficient; 

 The risk tolerance of management (risk appetite) is not very prudent and the preparation of 
underlying risk/output analyses is not typical; 

 The level of information and the involvement of management regarding the risks actually taken 
by the institution are inadequate; 
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 The ability of management to enforce the necessary controls and to provide for the required risk 
management resources is inadequate; 

 The structure and operation of management bodies result low efficiency management; 

 The competence of management bodies is scarcely adequate for governing the institution; 

 The structure of management bodies is not so adequate which results an improperly balanced, 
not qualified and appreciated enough and has inadequate experience. It is improperly balanced 
regarding professional experience and background and is not operating well in respect of the 
size and complexity of functions;; 

 The relations between corporate governance bodies and that between corporate governance 
bodies and management do not enable properly the operation of supervisory and control 
functions; 

 The permanent committees established by management bodies are not much aligned to the 
complexity and size of the institution. The operation of committees provides little support to the 
governance system; 

 Management bodies do not participate with sufficient activity in the governance of the institution: 
they do not meet regularly and low quality documents (minutes, etc.) are prepared; 

 The quality of corporate culture embodied by management (ethical, professional standards, 
working atmosphere, etc. social responsibility) is doubtful. Senior and middle management 
follow questionable ethical standards when handling employees, customers and partners. 
Associates and middle management are dissatisfied with the management style of executives. 

 

Publication and transparency 

 The quality and quantity of published information are inadequate and focus exclusively on the 
level required by law. Achieving the highest possible degree of transparency is not the goal. 
External communication reflects a limited degree of acceptability; 

 Relations to the HFSA, the auditor, etc. are of questionable quality and constitute a low-
efficiency, poorly operating professional relationship. 

 

Inadequate 

Corporate structure, organisation 

 Group structure is complicated and not transparent, functionalities are questionable; 

 Transparency: Complicated and not logical; fictious, not operating enterprises, indirect 
ownership structures , cross-ownership, holdings of various kinds etc. may significantly hinder 
transparency; 

 Functionality: Not very suitable for the activities carried out by the group, overlapping and 
parallel activities are typical; 

 The organisational structure (at institution level) is not transparent, its functionality is 
questionable. Segregation is incomplete and business areas, the back-office and risk 
management have not been separated; 

 The structure of responsibilities is not clear, not accurate, not properly defined or transparent. It 
includes conflicts of interest and responsibilities within the organisation; 

 The design of the decision-making system leads to inefficiency in decision-making. The set 
levels are not suitable for efficient business decisions and delegation does not work sufficiently; 

 The efficiency of the MIS, controlling and the internal information system are inadequate and is 
not suitable for informing management and supporting their decisions (reporting structure). It is 
not independent of business areas and accounting; 

 Regulations are rather incomplete and represent poor quality. They are not suitable for 
supporting business processes. 
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Structure of corporate governance structure, management and supervisory functions 

 The planning processes of the institution are not elaborated and regulated; 

 The planning process is not linked consistently to strategy. The risk awareness of management 
is highly questionable and not reflected by the institutionôs strategy and risk strategy; 

 The implementation of strategy across the organization and enforcement in the planning 
process is inefficient; 

 The risk tolerance of management (risk appetite) cannot be considered prudent; the preparation 
of supporting risk/output calculations is not typical; 

 The level of information and the involvement of management regarding the risks actually taken 
by the institution are highly questionable; 

 The ability of management to enforce the necessary controls and to provide for the required risk 
management resources is highly questionable; 

 The structure and operation of management bodies leads to inefficient operations; 

 The competence of management bodies and its suitability for governing the institution are highly 
questionable; 

 The structure of management bodies is inappropriate, it is not balanced properly based on 
professional experience, not adequately qualified and leads to management that is not 
sufficiently appreciated and experienced. It is highly questionable regarding professional 
experiences and background and does not function well with a view to the complexity and 
extent of performed activities; 

 The relations between corporate governance bodies and that between corporate governance 
bodies and management rather poorly enable the proper operation of supervisory and control 
functions; 

 The permanent committees established by the management bodies do not suit the complexity 
and size of the institution. The operation of these committees provides little support to the 
governance system; 

 Management bodies do not participate properly in the governance of the institution:  they do not 
meet regularly. They hold 1-3 sessions per year but voting by e-mail, telephone, etc. is frequent. 
The quality of the related documents (minutes, etc.) is unacceptable; 

 The quality of corporate culture embodied by management (ethical, professional standards, 
working atmosphere, etc. social responsibility) is highly questionable. Senior and middle 
management handle associates, customers and partners along highly questionable ethical 
standards. Associates and middle management are dissatisfied with the management style of 
executives. 

 

Publication and transparency 

 The quality and quantity of published information are inadequate and fails to reach the level 
required by law. External communication reflects a highly questionable degree of acceptability; 

 Relations to the HFSA, the auditor, etc. are of highly questionable quality and constitute an 
inefficient, poorly functioning professional relationship. 

 

Remark: 

ICAAP: Institutions and groups are expected to operate with a sufficiently transparent organisational 
structure that provides a proper basis for the efficient and safe governance of the institution or group 
(IG 1). 
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Corporate governance 

Internal control system 

 

 

The internal control system provides for efficient and comprehensive internal controls that cover all the 
activities and organisational units of the institution while being independent of them. 

 

Elements 

Risk management system 

The purpose of risk control is to ensure that the institution identifies and measures risks properly, 
selects and applies the right model and method and reports to management regularly so that emerging 
risks do not harm going-concern. 

Institutions and groups must establish and operate systems which ensure the separated handling of 
specific relevant risk types, the comprehensive assessment of the institutionôs or groupôs overall risk 
position (both before and after decision-making) and the keeping of risks at required level. 

 

Compliance 

The purpose of the compliance function is to identify and manage compliance risks in the institutionôs 
operation. 

Compliance risk entails potential legal or supervisory sanctions triggered by the infringement of legal 
provisions and other requirements applicable to institutions (including recommendations, guidelines, 
methodology guidelines issued by the HFSA, the regulations of self-regulating organisations /Central 
Clearing House and Depository, Stock Exchange, Association of Hungarian Insurance Companies/, 
EU requirements and rules /e.g. financial control measures, actions to combat terrorism and money 
laundering etc., market terms and rules of ethics /hereinafter: compliance rules/, a significant financial 
loss or deterioration of goodwill. 

The compliance function is a tool for management for detecting and assessing potential 
departures from laws (e.g. the handling of secret information, protection of business secrets, 
bank secrets and data, etc.), regulations, standards and internal guidelines so that 
infringements are reported to the leader of the organization in charge when necessary or to 
senior management. 

 

The compliance unit must identify the compliance risks of new products, transaction types and 
procedures according to actual and future regulations. Another important role of this unit is to establish 
a compliance culture at the institution, to educate employees regarding existing and changing laws 
and thereby help mitigate the compliance risk of the institution. 

 

Internal audit (IA) 

Internal audit is a management tool for the independent review of the institutionôs risk management 
approach (/ICAAP) in order to ensure the adequate level of internal controls. It is responsible for the 
ongoing assessment of the adequacy of existing principles and procedures. 

One basic requirement regarding the development and operation of the internal control system is that 
it has to cover all activities and organisational units of the institution. In the case of financial groups, a 
group-level internal governance system must be established and operated. 

Internal audit must also review the operation of the two other control functions (risk control and 
compliance) on a regular basis. Concerning the internal capital requirement approach, this function 
must review the application thereof and check the built-in controls of the system. They must report all 
discrepancies to management. In this respect, by way of ensuring confidentiality, employees must also 
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be enabled to report potential irregularities to the appropriate level (internal audit, compliance). In the 
follow-up process, they must review the fulfilment of decisions made in response to deficiencies. 

The purpose, scope, responsibilities, tasks, elements, organisation of the internal control system, the 
professional requirements for the management of internal audit, the rules of internal audit procedures, 
the availability of required IT and technical conditions must be regulated by the organisation in internal 
rules approved by the institutionôs management (charter, rules of internal audit). 

 

 

Assessment Criteria 

 

General 

 The degree of independence of internal control functions (risk control, compliance, and internal 
audit) from each other and the supervised and audited activities. (At small institutions, at least 
the documented avoidance of real or potential conflicts of interests between different functions); 

 Proper regulation of internal control functions, level of elaboration and quality of policies and 
procedures. 

 

Risk management system 

 Adequacy of the risk management structure, in particular that of the risk assessment, monitoring 
and reporting system; 

 Availability of guarantees for the full-scope disclosure of the institutionôs existing and expected 
risks (with a view to risk scenarios as well); 

 Quality of systems developed for weighting / quantifying of identified risks; 

 The design of the framework for the operation of risk management systems (internal regulations 
which contain built-in controls, ALM, BCM, institution protection systems /IT, physical, human/); 

 Provision for the ongoing review and update of established risk management rules/procedures; 

 Monitoring of risks (in line with the approved limits), operation of an event register; 

 Regular reporting of assessment and monitoring results to management / managing bodies in 
order to improve the efficiency of risk management and to support the management decisions 
on the required measures. 

 

Compliance 

 Identification and management of compliance risks (IG16); 

 Methodology and system for the identification and evaluation of potential discrepancies; 

 Provision of information flow to management; 

 Provision for legal and regulatory compliance upon the development of new products, 
transaction types and procedures. 

 

Internal audit 

 

 Quality of the planning system (is it risk-based and process-oriented?) 

 Complexity of internal audit (does it cover all activities and organisational units of the institution, 
including outsourced activities and risk control and compliance  functions; group-level internal 
audit system in the case of groups) 
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 Efficiency of internal audit operations 

 Implementation of planned audits 

 Adequacy of follow-up system 

 Applicability of proposals, implementation ratio of recommendations 

 Relationship between management and internal audit (extent of management support to internal 
audit, accountability of individual areas for implementing internal audit proposals) 

 

 

Classification Levels 

 

Strong 

 Internal control functions are fully independent of each other and of activities and business lines 
which they supervise and audit; 

 The operation of internal control functions is supported by high quality regulations, the policies 
and procedures approved by management are elaborated and regulated at high standards. 

 

Risk management system 

 Existing and expected institutional risks are fully revealed and assessed, the system is 
maintained; 

 The frameworks and procedures of risk management systems are established, regulated and 
maintained; 

 Risk monitoring (in line with approved limits) and the operation of the event registry is 
continuous; 

 Assessment and monitoring results are reported regularly to management / managing bodies. 

 

Compliance 

 Even for new products and procedures, compliance risks are identified regularly and fully. The 
way of managing them is integrated into relevant regulations; 

 Differences are collected, assessed and eliminated in a specific system 

 Both managing bodies and the risk management (risk control) unit receive regular information 
on differences; 

 

Internal audit 

 The planning system is risk-based and process-oriented and covers all activities and 
organisational units of the institution (including risk control and compliance activities) 

 Internal audit works in a planned manner, follow-up procedures are also comprehensive 

 Audit reports always include proposals when necessary (which are utilised by management and 
holds units responsible for implementing them) 

 

Adequate 

 Internal control functions are fully independent of each other and of activities and business lines 
which they supervise and audit; 
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 The operation of internal control functions is regulated and supported by policies and 
procedures approved by management. 

 

Risk management system 

 Existing and expected institutional risks are fully revealed and assessed. Assessment is 
repeated regularly; 

 The frameworks and procedures of risk management systems are established, regulated and 
maintained; 

 Risk monitoring (in line with approved limits) is provided for; 

 Assessment and monitoring results are reported regularly to management / managing bodies. 

 

Compliance 

 Even for new products and procedures, compliance risks are identified and the way of 
managing them is integrated into relevant regulations; 

 Differences are collected, assessed and eliminated in a specific system; 

 Both managing bodies and the risk management (risk control) unit receive regular information 
on differences. 

 

Internal audit 

 The planning system is risk based and process oriented and covers all activities and 
organisational units of the institution (including risk control and compliance activities); 

 Internal audit works in a planned manner, follow-up procedures are also comprehensive; 

 Audit reports always include proposals when necessary (which are utilised by management). 

 

Weak 

 The independent operation of internal control functions from activities and business lines which 
they supervise and audit is not provided for fully; 

 The operation of internal control functions is only partially supported by regulations. 

 

Risk management system 

 There are no mechanisms in place for systematic revealing and assessing existing and 
expected institutional risks; 

 The regulations and update of risk management are incomplete; 

 Risk monitoring is practically not provided for; 

 Events are only reported occasionally to management / managing bodies. 

 

Compliance 

 Compliance risks are identified and incorporated into regulations incidentally only; 

 Differences are not collected systematically. They are only eliminated in extreme cases and in 
an ad-hoc manner. 

 Management and the risk management (risk control) unit do not get information regularly on 
known differences. 
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Internal audit 

 The planning system is not risk-based and not process-oriented and does not cover all activities 
and organisational units of the institution; 

 The work of internal audit is often unplanned, follow-up procedures are not comprehensive; 

 Audit reports do not always include proposals and are limited to listing discrepancies. 

 

Inadequate 

 The independent operation of internal control functions from activities and business lines which 
they supervise and audit is not provided for; 

 The operation of internal control functions is regulated in an ad-hoc manner or not at all. 

 

Risk management system 

 Existing institutional risks are revealed and assessed incidentally; 

 The regulation and update of risk management procedures are fundamentally incomplete; 

 Risk monitoring is not provided for; 

 Events are only reported occasionally to management / managing bodies. 

 

Compliance 

 The identification of compliance risks and their integration into regulations is either incidental or 
not happening at all; 

 Differences are not collected. Detected issues are only resolved in extreme cases and in an ad-
hoc manner; 

 Both management and the risk management (risk control) unit fail to receive information on 
known deviations or receive information on special request only. 

 

Internal audit 

 There is no systematic planning procedure; 

 The activities of the institution are only audited upon ad-hoc orders from management; 

 The follow-up of the fixing of errors is not comprehensive; 

 Audit reports do not always include proposals and are limited to listing discrepancies. 
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Market presence 

Products 

 

 

In the products category, we assess the institutionôs presence on market by its products and services. 
We evaluate the risks from the institutionôs products and services for customers and this way the 
institutionôs impact on market. 

 

Elements 

 Risk of the institutionôs products and services for customers. 

 

 

Assessment Criteria 

 Applicability / profitability; 

 Flexibility / exit and conversion options; 

 Complexity / comprehensibility, transparency; 

 Sensitivity / significance of legal and tax environment. 

 

 

Classification Levels 

 

Product risk from the consumerôs standpoint: 

Low 

 The main, typical products of the institution satisfy customer needs at high standards. These 
products have highly predictable profitability / expense level for customers; 

 The main, typical products of the institution can be converted flexibly, i.e. customers are not 
forced into constructions that are unfavourable for them in the long run or may become 
unfavourable in the meantime. Instead, the customers are allowed to exit if circumstances 
become unfavourable and they can choose more favourable conditions; 

 The main, typical products of the institution are easily comprehensible for customers. The 
institution is not characterised by intense product innovation which generates increasingly 
complex products with a level of complexity that exceeds the general knowledge and 
comprehension of customers; 

 The institutionôs product development function is active and flexible, i.e. they continuously 
improve products and respond quickly to changes in customer needs or in the market or 
regulatory environment. The institution has an extensive product mix suitable to fulfil a wide 
range of customer needs; 

 The main, typical products of the institution are not sensitive to changes in the legal and tax 
environment (as confirmed by feedback from customers). 

 

Moderate 

 The main, typical products of the institution adequately satisfy customer needs. These products 
are calculable and offer a satisfactory profitability / expense level for customers; 
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 In most cases, the main, typical products of the institution can be converted flexibly, i.e. 
customers are not forced into construction that are unfavourable for them in the long run or may 
become unfavourable in the meantime. Instead, the customers are allowed to exit if 
circumstances become unfavourable and they can choose more favourable conditions; 

 The main, typical products of the institution are comprehensible and transparent for customers. 
The institution is not characterised by intense product innovation which generates increasingly 
complex products; 

 The complexity of products is in line with the general knowledge of customers; 

 The institutionôs product development function is active and flexible, i.e. they continuously 
improve products and respond relatively quickly to changes in customer needs or in the market 
or regulatory environment. The institution has a product mix that is suitable to fulfil a wide range 
of customer needs; 

 The main, typical products of the institution are not very sensitive to changes in the legal and tax 
environment (as confirmed by feedback from customers). 

 

Significant 

 The main, typical products of the institution do not completely meet customer needs. Their 
profitability and costs are disadvantageous for customers and are significantly higher or lower 
than market levels; 

 The main, typical products of the institution cannot be converted flexibly, i.e. customers cannot 
exit constructions that are unfavourable or have become disadvantageous for them in the 
meantime; 

 The main, typical products of the institution are not sufficiently comprehensible and transparent 
for customers. The institution is characterised by intense product innovation which generates 
increasingly complex products whose complexity exceeds the overall knowledge and 
comprehension of customers; 

 The institutionôs product development function is weak and cannot offer a product mix that 
meets customer and market needs. It is inflexible, continuous product development is not 
typical. It responds slowly to changes in customer needs or in the market or regulatory 
environment; 

 The main, typical products of the institution are sensitive to changes in the legal and tax 
environment (as confirmed by feedback from customers). 

 

High 

 The main, typical products of the institution do not meet customer needs at all. Their profitability 
and costs are disadvantageous for customers and are significantly lower and higher than the 
respective market figures; 

 The main, typical products of the institution cannot be converted flexibly, i.e. customers cannot 
exit constructions that are unfavourable or have become disadvantageous for them in the 
meantime; 

 The main, typical products of the institution are not comprehensible and transparent for 
customers. The institution is characterised by product innovation which generates products 
whose complexity exceeds the overall knowledge and comprehension of customers; 

 The institutionôs product development function is poor and cannot offer a product mix that meets 
customer and market needs. It is inflexible, continuous product development is non-existent. It 
does not respond to changes in customer needs or in the market or regulatory environment; 

 The main, typical products of the institution are sensitive to changes in the legal and tax 
environment (as confirmed by feedback from customers). 
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Market presence 

Customers 

 

In the Customers category, we assess the institutionôs presence to customers. We examine the 
suitability of the institutionôs behaviour with customers and the quality of customer care for mitigating 
the risks which clients are exposed to and thereby decrease the institutionôs risks associated with 
potential conflicts with customers. 

 

 

Elements 

 Marketing, customer acquisition; 

 Customer information (Complete credit cost index or APR, SDIR, risk disclosure); 

 Handling of complaints. 

 

 

Assessment Criteria 

 Cleanness, fairness and clarity of methods applied for customer acquisition: 

ü Contents of advertisements and flyers; 

ü Customer acquisition methods of agents; 

ü Avoidance of mis-selling ï inappropriate products are not sold to customers. 

 Completeness, reliability and fairness of information provided to customers before and during 
contracting with them, compliance of this information with legal requirements; 

 Completeness of risk disclosure in the information provided to customers, the presence of 
misleading information; 

 Adequacy of customer complaint management mechanisms: 

ü Dedicated organisation; 

ü Regulated process; 

ü Centralized complaint management system (regardless of the complaintôs point of entry, it 
ends up in the central database of the branch office/CEO); 

ü The complaint management system is adequately supported with IT tools; 

ü The complaint management system is suitable for running data queries along multiple 
criteria and query results are then used as a basis for generating regular statistics and 
summary reports to management; 

ü Issues identified based on summary reports are used as feedback to business processes 
(changes to procedures, product rules, etc.). 

 Are customer complaints handled thoroughly and in a sufficient manner? 

 The quantity and nature of customer complaints do not indicate significant customer service 
problems. 

 

 

 

 



32 

 

Classification Levels 

 

Strong 

 The methods applied for customer acquisition do not contain misleading or ambiguous 
elements. They are not intended to mislead customers and apparently strive for communicating 
clear, fair, unambiguous and realistic messages: 

ü Style and content of advertisements, information content of flyers ( no marked with *, 
small print, published information is fair); 

ü The customer acquisition methods of agents are customer-oriented and clearly focus on 
the interests of the customer. (E.g. insurance agent sells the product that is best for the 
customer and not the one which would generate the highest commission for him.); 

ü Mis-selling (selling of inappropriate product) is completely impossible, the sale of products 
that suit the needs and the level of knowledge of customers both in terms of contents and 
complexity is a requirement set out in regulations and is typical at the institution. 

 The informing of customers before and during contract signing is of high quality, strives for 
completeness, it is reliable, fair and fully complies with applicable legal provisions; 

 The information provided to customers includes comprehensive risk disclosure and is free of 
misleading information. During the conclusion of contract, special attention is paid to making the 
customer aware of product risks, both verbally and in writing; 

 Customer complaint management mechanisms are established and represent high standards: 

ü Complaints are handled by a dedicated organisation with appropriate resources; 

ü The process is highly regulated; 

ü A centralized complaint management system is in operation (regardless of the 
complaintôs point of entry at the institution, it ends up in the central database of the 
branch office/CEO); 

ü The complaint management process is properly supported with IT tools; 

ü The complaint management system is suitable for running data queries along multiple 
criteria and query results are then used as a basis for generating regular statistics and 
summary reports to management 

ü Issues identified based on summary reports are actively used as feedback to business 
processes (changes to procedures, product rules, etc.) 

 Customer complaints are handled thoroughly and in a sufficient manner 

 The quantity and nature of customer complaints do not indicate significant customer service 
problems. 

 

Adequate 

 The methods applied for customer acquisition do not contain misleading or ambiguous 
elements. They are not intended to mislead customers and apparently strive for communicating 
clear, fair, unambiguous and realistic messages: 

ü Style and content of advertisements, information content of flyers (no marked with *, small 

print, published information is fair); 

ü The customer acquisition methods of agents are customer-oriented and clearly focus on 
the interests of the customer. (E.g. insurance agent sells the product that is best for the 
customer and not the one which would generate the highest commission for him.); 

ü Mis-selling (selling of inappropriate product) is not typical, the sale of products that suit 
the needs and level of knowledge of customers both in terms of contents and complexity 
is a requirement set out in regulations and is typical at the institution. 
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 Customers are duly informed before and during contract signing. Informing strives for 
completeness; it is reliable, fair and complies with applicable legal provisions; 

 The information provided to customers includes risk disclosure and is free of misleading 
information. During the conclusion of contract, special attention is paid to making the customer 
aware, at least verbally, of product risk; 

 Customer complaint management mechanisms are duly established: 

ü Complaints are handled by a dedicated organisation; 

ü The process is adequately regulated; 

ü A centralized complaint management system is in place (regardless of the complaintôs 
point of entry at the institution, it ends up in the central database of the branch 
office/CEO); 

ü The complaint management process is supported with IT tools; 

ü The complaint management system is suitable for running data queries along multiple 
criteria and query results are then used as a basis for generating regular statistics and 
summary reports to management; 

ü Issues identified in the summary reports are used as feedback to business processes 
(changes to procedures, product rules, etc.). 

 Customer complaints are usually handled in a sufficient manner; 

 The quantity and nature of customer complaints do not indicate significant customer service 
problems. 

 

Weak 

 The methods applied for customer acquisition may contain misleading or ambiguous elements. 
It may be assumed that they are intended to mislead customers. They do not strive for 
communicating clear, fair, unambiguous and realistic messages: 

ü Style and content of advertisements, information content of flyers (marked with *, small 

print, footnotes occur, the information content cannot be qualified as completely fair.); 

ü The customer acquisition methods of agents are not clearly customer-oriented and there 
are detectable cases when the interests of the customer are not observed. (E.g. 
insurance agent sells the product which generates the highest commission for him as 
opposed to what would be best for the customer.); 

ü Mis-selling (selling of inappropriate product) occurs, sold products do not clearly suit the 
needs and level of knowledge of customers, either in terms of contents or complexity. 

 There are serious discrepancies with the informing of customers before and during contract 
signing. The information is not intended to be complete, its reliability is questionable, and it 
includes misleading elements and does not comply fully with applicable laws; 

 The information provided to customers does not include risk disclosure. During contracting, no 
attention is paid to informing the customer either verbally or in writing on  product risk; 

 Customer complaint management mechanisms are not established properly: 

ü No dedicated organisational unit or responsible, competent person; 

ü Regulations are incomplete; 

ü Complaint management is not centralized (complaints entering the institution at different 
points are not collected); 

ü The complaint management process is not supported with IT tools; 

ü No regular statistics or summary reports are prepared for management; 

ü Issues are not used actively as feedback to the process. 



34 

 

 Customer complaints are handled late and the answers are imperfect; 

 The quantity and nature of customer complaints refer to significant customer service problems. 

 

 

Inadequate 

 The methods applied for customer acquisition often contain misleading or ambiguous elements. 
It is assumed that they are intended to mislead customers. They do not strive for communicating 
clear, fair, unambiguous and realistic messages: 

ü Style and content of advertisements, information content of flyers are misleading (marked 

with *, small print, footnotes occur, the information content cannot be considered as fair); 

ü The customer acquisition methods of agents are not customer-oriented and there are 
detectable cases when the interests of the customer are not observed. (E.g. insurance 
agent sells the product which generates the highest commission for him as opposed to 
what would be best for the customer.); 

ü Mis-selling (selling of inappropriate product) is frequent; the selling of products that do not 
clearly suit the needs and level of knowledge of customers, either in terms of contents or 
complexity is typical. 

 There are serious discrepancies with the informing of customers before and during contract 
signing. The information is incomplete, its reliability is questionable, and it includes misleading 
elements and does not fulfil applicable legal requirements; 

 The information provided to customers does not include risk disclosure. During the conclusion of 
contract, no attention is paid to informing the customer either verbally or in writing on product 
risks ; 

 Customer complaint management mechanisms are not established properly: 

ü No dedicated organisational unit or responsible, competent person; 

ü Regulations are missing or incomplete; 

ü Complaint management is non-existent or not centralized (complaints entering the 
institution at different points are not collected); 

ü The complaint management process is not supported with IT tools; 

ü No regular statistics or summary reports are prepared for management; 

ü Issues are not used as feedback to the process. 

 Customer complaints are handled late or not at all, or without due care and with inadequate 
contents; 

 The quantity and nature of customer complaints refer to significant customer service problems. 
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XXXV  

Market presence 

Fraud management 

 

 

Market Presence is limited to damages to customers or the breaches of market ethics: the system of 
preventing, revealing risky events that may damage the contractual receivables of customers or pose 
a physical threat to them, or breaches the ethical and legal requirements for business operations. 

 

Elements 

 Detection of frauds committed against customers: 

(Cash or current deposits /payments of customers, physical security). 

 Detection of money laundering: 

(Cash / account turnover, investments of customers, partners, own staff); 

 Detection of insider trading, market influencing, the breaches of corporate acquisition rules, 
unlicensed activities: 

(E.g. deals, securities transactions etc. concluded with the use of leaked/irregularly used 
internal information). 

 

Assessment Criteria 

 Adequacy of risk identification, assessment and monitoring: 

Operational risky events involved or potentially occurring with a view to products, work 
processes/procedures and the special features of institutions; 

Internal and external fraud, customer service or business practice, marketing and product 
policy event groups/ theft, embezzlement (physical or IT/hacking), robbery, money 
laundering, insider trading. 

 Adequacy of strategic decisions (focus and extent of protection and filtering), regulations (built-
in process controls) and immediate action plans: 

Generally applied risk management procedures with a view to products, work 
processes/procedures and special features of institutions; 

Control steps in the procedures concerned set out in internal rules (e.g. the handling and 
documenting of cash payments and payments to and from accounts, four eyes principle 
during customer acceptance/KYC and treasury transactions, the integration of 
preliminary/interim/subsequent control steps, the division of tasks/responsibilities, the 
establishment of reporting system, the assignment of appropriate IT support to these). 

 Proportionality and adequacy of protective solutions (IT, physical, human) with a view to the 
product structure and applied procedures (from a customer protection standpoint): 

Fundamental protective procedures with a view to products, work processes/procedures 
and the special features of institutions; 

IT protection against hacking, unauthorized access (information, money in account), 
technical protection and guard service at customer contact points, the screening of 
candidates for sensitive positions. 

 Adequacy of the operation of built-in process controls, the efficiency of event monitoring and 
compliance activities: 

Reporting of steps and procedures which conflict with regulations, independent 
monitoring ï event register, compliance/legal measures, whistleblower system. 



36 

 

Classification Levels 

 

Strong 

 External and internal frauds specific to the products, the work processes of the institution (which 
constitute operational risks), risky event groups related to customers, business practices, 
marketing and product policy are regularly identified and assessed based on scenario analyses 
and external experiences, independent event monitoring is in place, the related risk 
management procedures and their update are based on strategic decisions; 

 Built-in process controls (IT or human), detective procedures and protective solutions aimed at 
preventing external and internal fraud are regulated, established for all critical elements, 
operational, controlled and management reporting on them is regular. 

 

Adequate 

 External and internal frauds specific to the products, the work processes of the institution (which 
constitute operational risks), risky event groups related to customers, business practices, 
marketing and product policy are identified and assessed. The related risk management 
procedures and their update are based on strategic decisions and they are implemented with a 
view to actually occurred risky events; 

 Built-in process controls (IT or human), detective procedures and protective solutions aimed at 
preventing external and internal fraud are regulated, established, operational and controlled. 

 

Weak 

 External and internal frauds specific to the products, the work processes of the institution (which 
constitute operational risks), risky event groups related to customers, business practices, 
marketing and product policy are identified and assessed occasionally. The related risk 
management procedures and their update are incomplete; 

 Built-in process controls (IT or human), detective procedures and protective solutions aimed at 
preventing external and internal fraud are incompletely regulated and established, the 
supervision of their operation is inconsistent. 

 

Inadequate 

 External and internal frauds specific to the products, the work processes of the institution (which 
constitute operational risks), risky event groups related to customers, business practices, 
marketing and product policy are identified and assessed incidentally only, significant elements 
of the related risk management procedures and their update are inadequate; 

 The regulation and implemented version of built-in process controls (IT or human), detective 
procedures and protective solutions aimed at preventing external and internal fraud fail to meet 
requirements or critical elements are not working in it while supervision is fundamentally 
incomplete. 
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Business Processes and Capital 

Financial and Operational Risks 

 

 

Credit Risk 

 

Credit risk is a general concept, which means the partial repayment of a bank credit in its narrow 
interpretation as default, however it means the risk of a contractual counterpartyôs default (or a partial 
default according to contractual terms), not, or not fully paying its payables that are due to the 
institution (as recorded on or off the institutionôs balance sheet) in general. Credit risk exposure is 
interpreted to equally include the customer specific risks of a customer defaulting on its repayments 
due to individual reasons, as well as concentration risks (in addition to concentration risks affecting the 
group of customers due to some common reasons this also includes exceedingly large risks taken for 
individual customers, so called large risks) and country risk. 

 

 

Elements: 

 Credit (+ dilution) risk; 

 Counterparty risk; 

 Residual risk (from the management of credit risk); 

 Concentration risk; 

 Securitisation risk; 

 Settlement risk (late payment + arising from settlement systems); 

 Country risk; 

 Reinsurance (passive). 

 

 

Assessment Criteria for Inherent Risks: 

Quality of the credit portfolio; 

Concentration of large loans; 

Sectoral, regional and product concentration; 

Country risk; 

Product risk; 

Risk tolerance. 

 

 

Classification Levels of Inherent Risks: 

Low 

 The quality of the institutionôs portfolio exposed to credit risk is very good. The portfolio is 
typically rated as problem-free; the proportion of doubtful and bad loans is low. For institutions 
employing IRB, loans are characterised by low PD values. The good quality of portfolio did not 
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come about as the result of a quick sale of portfolio elements with lower quality, there are only 
ad-hoc cases of lower quality loans being taken off the books of the institution; 

 The proportion of large loans is low; the utilisation of limits for large loans, both individually 
and for the portfolio, is low; 

 The portfolio does not contain considerable risks arising from industrial, regional or product 
concentration; 

 There are no credit risks vis- -̈vis customers located in non-investment grade countries. There 
is no considerable credit risk vis- -̈vis customers located in investment-grade countries with 
lower credit ratings than that of Hungary; 

 The lending activities of the institution are characterised by a range of low-risk products, there 
is a high ratio of loans that are guaranteed by the state, guaranteed by an acknowledged 
guarantor, are mortgage-based, protected with real estate as collateral with low LTV, and 
other loans secured by highly liquid collateral of good quality; 

 The risk tolerance of the institution against credit risks relevant to its portfolio is high. 

 

Moderate 

 The quality of the institutionôs portfolio exposed to credit risk is good. The portfolio is typically 
rated as problem-free; the proportion of doubtful and bad loans is moderate. For institutions 
employing IRB, loans are characterised by relatively low PD values. The good quality of the 
portfolio did not come about as the result of a quick sale of portfolio elements with lower 
quality, there is no considerable amount of lower quality loans being taken off the books of the 
institution; 

 The proportion of large loans is low; the utilisation of limits for large loans, both individually 
and for the portfolio, is low or of medium level; 

 The portfolio contains only small amounts of risks arising from industrial, regional or product 
concentration; 

 There are no considerable credit risks vis- -̈vis customers located in non-investment grade 
countries. Neither are there large volumes of credit risk vis- -̈vis customers in investment-
grade countries with lower credit ratings than that of Hungary; 

 The lending activities of the institution are characterised by a range of low risk products to a 
determinant part, there is a relatively high ratio of loans that are guaranteed by the state, 
guaranteed by an acknowledged guarantor, are mortgage-based, protected with real estate as 
collateral with a low LTV, and other loans secured by highly liquid collateral of good quality; 

 The risk tolerance of the institution against credit risks relevant to its portfolio is reassuring. 

 

Significant 

 The quality of the institutionôs portfolio exposed to credit risk is not really good. The proportion 
of below average, doubtful and bad loans is considerable. For institutions employing IRB, 
loans are characterised by relatively high PD values. The assessment of the quality of the 
portfolio is influenced by the institution regularly selling the lower quality elements of its 
portfolio; 

 The proportion of large loans is considerable; the utilisation of limits for large loans, both 
individually and for the portfolio, is considerable; 

 There are noticeable risks in the portfolio arising from industrial, regional or product 
concentration; 

 Typically there are credit risks vis- -̈vis customers located in non-investment grade countries 
and vis- -̈vis customers located in countries with lower credit ratings than that of Hungary; 

 The lending activities of the institution are characterised by a range of high risk products to a 
non-negligible part. There is a relatively low ratio of loans that are guaranteed by the state, 
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guaranteed by an acknowledged guarantor, are mortgage-based, protected with real estate as 
collateral with a low LTV, and other loans secured by highly liquid collateral of good quality; 

 The risk tolerance of the institution against credit risks relevant to its portfolio is not reassuring. 

 

High 

 The quality of the institutionôs portfolio exposed to the credit risk is bad. The proportion of 
below the average and especially of doubtful and bad loans is high. For institutions employing 
IRB, loans are characterised by high PD values. The assessment of the quality of the portfolio 
may be influenced by the institution regularly selling high volumes of the lower quality 
elements of its portfolio; 

 The proportion of large loans is high; it can be observed that limits for large loans, both 
individually and for the portfolio, are occasionally exceeded; 

 There are high risks in the portfolio arising from industrial, regional or product concentration; 

 There is a high volume of credit risks vis- -̈vis customers located in non-investment grade 
countries and vis- -̈vis customers located in countries with lower credit ratings than that of 
Hungary; 

 The lending activities of the institution are characterised by a range of high risk products to a 
large extent. There is a low ratio of loans that are guaranteed by the state, guaranteed by an 
acknowledged guarantor, are mortgage-based, protected with real estate as collateral with a 
low LTV, and other loans secured by  highly liquid collateral of good quality; 

 The risk tolerance of the institution against credit risk relevant to its portfolio is low. 

 

 

Assessment Criteria for Risk Controls: 

 Identification of credit risks; 

 Rating of credit portfolio; 

 The nature of risk analysis methods; 

 Documentation of the risks identified; 

 Risk management for new products; 

 Risk-taking policy; 

 Sensitivity tests and stress tests; 

 Level of regulation for risk-taking and risk management; 

 Monitoring. 

 

 

The Classification Levels of Risk Controls: 

Strong 

 The institution regularly and often analyses all credit risk factors important for its activities in 
order to be able to identify those and to be able to continuously follow up their extent and 
changes; 

 The institution regularly analyses and rates its credit portfolio, in the course of which it equally 
considers the situation of the debtor as well as the sources of risk discovered; 

 The methods used for the analysis of risks are entirely adequate and are in proportion to the 
size and complexity of the institution. If the institution employs risk models, the assumptions and 
data used for those are comprehensive, up-to-date and correct. The models employed are 
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regularly enhanced with consideration to best practices established on the market. If the 
institution uses the models in the framework of the IRB for the estimation of PD, LGD and EAD, 
then those were found to be of good quality and were accepted by the HFSA in the validation 
procedure; 

 Identified risks are documented structured with adequate related prioritisation according to 
importance; 

 The introduction of new products involving credit risk is always preceded by a thorough analysis 
of credit risk; 

 The institutionôs risk-taking policy contains detailed guidance, including on the risks that can be 
taken in the course of lending (target customer groups such as by sector, geographical location, 
size or rating, customer groups and products excluded from lending or dispreferred, etc.), on the 
desired diversification, on the permissible concentrations and on the desired collateral. The risk-
taking policy and the guidance included therein can be demonstrated to be related to the risks 
that the institution has identified and considered as important; 

 The institution performs regular sensitivity tests and stress tests that fully correspond to its credit 
risk characteristics, and the results thereof are systematically incorporated into the risk-taking 
policy; 

 Processes related to the taking and management of credit risk are regulated by strict, 
unambiguous and well documented procedures. The same applies to the procedures for the 
management of problematic loans; 

 The process of credit monitoring adequately ensures the timely detection by the institution of 
changes in creditworthiness and if necessary, for those to be reflected in a timely manner in the 
deterioration of the credit rating(s) of the specific borrowers(s). 

 

Adequate 

 The institution regularly analyses all credit risk factors important for its activities in order to be 
able to identify those and to be able to follow up  their extent and changes; 

 The institution regularly analyses and rates its credit portfolio; 

 The methods used for the analysis of risks are in proportion to the size and complexity of the 
institution. If the institution employs risk models, the assumptions and data used for those are 
comprehensive, up-to-date and correct to the required extent. The models employed are 
regularly enhanced. If the institution uses the models in the framework of the IRB for the 
estimation of PD, LGD and EAD, then those were found to be of adequate quality and were 
accepted by the HFSA in the validation procedure; 

 Identified risks are adequately documented and acceptably prioritised according to importance; 

 The introduction of new products involving credit risk is always preceded by an analysis of credit 
risk with at least of an orientating nature; 

 The institutionôs risk-taking policy contains adequate guidance, including on the risks that can be 
taken in the course of lending (target customer groups such as by sector, geographical location, 
size or rating, customer groups and products excluded from lending or dispreferred, etc.), on the 
desired diversification, on the permissible concentrations and on the desired collateral. The risk-
taking policy and the guidance included therein are acceptably related to the risks that the 
institution has identified and pronounced as important; 

 The institution performs regular sensitivity tests and stress tests in accordance with its credit risk 
characteristics, and the results thereof have an impact on its risk-taking policy; 

 Processes related to the taking and management of credit risk are regulated by well 
documented procedures. The same applies to the procedures for the management of 
problematic loans; 

 The process of credit monitoring adequately ensures that there are only minor delays in the 
detection of changes in creditworthiness, and if necessary, for those to be reflected in the 
deterioration of the credit rating(s) of the specific borrowers(s). 
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Weak 

 The institution regularly analyses the credit risk factors important for its activities, but only in a 
superficial way; 

 The institution does not analyse and rate its credit portfolio with sufficient regularity; 

 The methods used for the analysis of risks are not necessarily in proportion to the size and 
complexity of the institution. If the institution employs risk models, the assumptions and data 
used for those are not comprehensive, they are sometimes outdated and not always of an 
adequate duration. The models employed are only enhanced occasionally, with expert 
estimates and built-in rules of thumb often used to cover the deficiencies of the model; 

 Identified risks are not adequately documented and risk identification is not followed by an 
adequate determination of risk priorities; 

 The credit risks of new products is analysed only ex-post; 

 The institutionôs risk-taking policy contains only little guidance on the risks that can be taken in 
the course of lending (target customer groups such as by sector, geographical location, size or 
rating, customer groups and products excluded from lending or dispreferred, etc.), on the 
desired diversification, on the permissible concentrations and on the desired collateral. The risk-
taking policy and the guidance included therein are not adequately related to the risks that the 
institution has identified and pronounced as important; 

 Processes related to the taking and management of credit risk are regulated by procedures that 
are not adequately documented. The same applies to the procedures for the management of 
problematic loans; 

 The institution does not monitor changes in credit risk with adequate frequency, and therefore 
deterioration in creditworthiness is reflected only with a significant delay in the deterioration of 
the customerôs rating. 

 

Inadequate 

 The institution does not analyse, or only occasionally analyses the credit risk factors important 
for its activities; 

 The institution does not analyse and rate its credit portfolio; 

 The methods used for the analysis of risks are not in proportion to the size and complexity of the 
institution. If the institution employs risk models, the assumptions and data used for those are 
not of good quality, are outdated and not of an adequate duration. The models employed are 
only enhanced occasionally, or not at all; 

 Identified risks are not documented and risk identification is not followed by the determination of 
risk priorities; 

 New products are introduced without an analysis of their riskiness; 

 The institutionôs risk-taking policy does not contain guidance on the risks that can be taken in 
the course of lending (target customer groups such as by sector, geographical location, size or 
rating, customer groups and products excluded from lending or dispreferred, etc.), on the 
desired diversification, on the permissible concentrations and on the desired collateral. The risk-
taking policy and the guidance included therein are not related to the risks that the institution 
has identified and pronounced as important (if any); 

 Processes related to the taking and management of credit risk and the rules for the 
management of problematic loans are not documented. 
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Business Processes and Capital 

Financial and Operational Risks 

 

 

Market Risk 

 

Financial risk due to the uncertainty of our portfolioôs future market value. 

 

 

Elements: 

 Interest Rate Risk / Interest Rate Risk in the Non-Trading Book (where applicable, Pillar II); 

 Interest Rate Risk / Interest Rate Risk in the Trading Book (position); 

 Price Risk (stocks, currencies, commodities, real estate). 

 

 

Evaluation Criteria for Inherent Risks: 

 Price Volatility: The risk due to changes in the value of the portfolio or in the prices of traded 
market instruments as a consequence of changes in market prices. 

 Market Liquidity: The risk, that the available invested assets cannot be sold with the appropriate 
speed and/or for an appropriate price; 

 Concentration and Correlation: This means a risk arising from an event or change that has an 
above average impact on the value of the portfolio, thanks to an insufficient diversification of the 
portfolio. 

 Interest Rate: The risk arising from variations in the benchmark interest rate, which can have 
unfavourable effects on items in balance sheet and on the fulfilment of payment obligations. 

 Foreign Currency: The risk arising from the lack of co-ordination between revenues and 
expenditures and between assets and liabilities denominated in various foreign currencies. 

 Liquidity: Liquidity shortages may occur as a consequence of the lack of co-ordination between 
the volumes and timing of cash inflows and outflows. 

 Inflation: The risk that a given institution may be restricted in its ability to meet its payment 
obligations, due to the (unexpected) run of inflation. 

 

 

Classification Levels for Inherent Risks 

Low 

 The portfolio comprises instruments with low volatility; 

 The performance of the portfolio follows  benchmark index closely; 

 With regard to a given investment instrument the relative position of the institution is low in 
comparison to the total (issued) market value of the investment instrument; 

 The correlation of the portfolio is low; 

 The largest element within the portfolio represents a very low proportion of the entire portfolio; 
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 There are no positions in rarely (less frequently) traded instruments; 

 There are no OTC products; 

 The institution operates in a financial and economic environment that is stable and predictable; 

 The institution has barely any positions on markets in relatively volatile countries (see 
developing countries); 

 There is only a low number of transactions related to structured financial products (such as 
derivatives); 

 The trading and investment portfolios are adequately diversified regarding to the following: 
financial products, sectors, countries and regions, counterparties and remaining time to 
maturity; 

 The institution has investment instruments which are adequately liquid and marketable; 

 The investment instruments in the portfolio are unencumbered with no restricting terms (such as 
government measures) attached; 

 The risk arising from the difference between assets and liabilities with terms within a given 
period is low; 

 The proportion of unsecured foreign currency positions in balance sheet is low; 

 Derivative products or other off-balance sheet products are not used; 

 The sensitivity to changes in the shape and the level of the yield curve is low; 

 Working capital is available in abundance and is mostly liquid; 

 Cash-flows are multiply recurring and can be forecasted; 

 There are very limited differences with regard to the timing of cash inflows and outflows; 

 It is possible to forecast the interest rate sensitivity of assets and liabilities with a great level of 
safety; 

 The proportion of capital denominated in local currency is stable; 

 Low inflation; 

 There are no repayment guarantees and options are not used; 

 Low foreign currency exposure; 

 Insurers have mature and stable portfolios, with a balance between cash inflows and outflows 
within a period of one year. 

 

Moderate: 

 The portfolio comprises instruments with limited volatility (government bonds, corporate bonds); 

 The performance of the portfolio does not follow the benchmark index closely; 

 With regard to a given investment instrument the relative position of the institution is limited in 
comparison to the total (issued) market value of the investment instrument; 

 The correlation level of the portfolio is limited; 

 The largest element within the portfolio represents a limited proportion of the entire portfolio; 

 There are a limited number of positions in rarely (less frequently) traded instruments; 

 There are a limited number of OTC products; 

 The institution operates in a financial and economic environment that is rather stable and 
predictable; 
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 The institution has limited positions on markets in relatively high volatile countries (see 
developing countries); 

 There is a growing number of transactions related to structured financial products (such as 
derivatives); 

 The trading and investment portfolios are rather well diversified with regard to the following: 
financial products, sectors, countries and regions, counterparties and remaining time to 
maturity; 

 The institution has a sufficient amount of investment instruments that are liquid and marketable; 

 The investment instruments in the portfolio contain a low number of encumbered instruments or 
instruments with restricting terms (such as government measures); 

 The risk arising from differences between assets and liabilities with terms within a given period 
is average; 

 The proportion of unsecured foreign currency positions in the balance sheet is limited; 

 There is a limited use of derivative products or other off-balance sheet products; 

 The sensitivity to changes in the shape and the level of the yield curve is high; 

 Working capital is sufficiently available and is mostly liquid; 

 Cash-flows are recurring and can be forecasted; 

 There are limited differences with regard to the timing of cash inflows and outflows; 

 It is possible to forecast the interest rate sensitivity of assets and liabilities to some extent; 

 The proportion of capital denominated in local currency shows some fluctuation, but this cannot 
be considered significant; 

 Low or medium rate of inflation; 

 There are limited repayment guarantees for short terms; 

 There is a limited use of options; 

 Limited foreign currency exposure; 

 Insurers have mature and stable portfolios, with balance between cash inflows and outflows 
within a period of one year. 

 

Significant: 

 The portfolio comprises instruments with significant volatility (stocks, real estate); 

 The performance of the portfolio follows the benchmark index only to an average extent; 

 With regard to a given investment instrument the relative position of the institution is significant 
in comparison to the total (issued) market value of the investment instrument; 

 The correlation level of the portfolio is significant; 

 The largest element within the portfolio represents a significant proportion of the entire portfolio; 

 There are significant positions in illiquid instruments; 

 There is a significant number of OTC products; 

 The institution operates in a changing environment, where financial and economic changes are 
difficult to predict; 

 The institution has significant positions on markets in countries with relatively high volatilities 
(see developing countries); 

 There are recurring transactions related to structured financial products (such as derivatives); 
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 The diversification of the investment portfolio is limited with regard to the following: financial 
products, sectors, countries and regions and remaining time to maturity; 

 The portfolio contains some investment instruments that cannot be liquidated on the short term, 
or not without a large loss in value; 

 The investment instruments in the portfolio contain a significant number of encumbered 
instruments or instruments with restricting terms (such as government measures) attached; 

 The risk arising from the differences between assets and liabilities with terms within a given 
period is significant; 

 There is recurring use of derivative products or other off-balance sheet products; 

 The sensitivity to changes in the shape and the level of the yield curve is significant; 

 The available operating capital is not sufficiently liquid; 

 Cash-flows are unbalanced and difficult to forecast; 

 There are diverse differences with regard to the timing of cash inflows and outflows; 

 It is difficult to forecast the interest rate sensitivity of assets and liabilities; 

 The capital denominated in local currency shows significant fluctuation; 

 Low or medium rate of inflation; 

 Long term repayment guarantees; 

 There are usually options attached to the products; 

 There is a recurring use of options in customer  transactions; 

 Significant foreign currency exposure; 

 There is no balance between cash inflows and outflows within a period of one year within the 
insurance portfolios. 

 

High: 

 The portfolio comprises instruments with high volatility (stocks, speculative hedge funds); 

 The performance of the portfolio does not follow the benchmark index; 

 With regard to a given investment instrument the relative position of the institution is high in 
comparison to the total (issued) market value of the investment instrument; 

 The correlation level of the portfolio is high; 

 The largest element within the portfolio represents a high proportion of the entire portfolio; 

 There are many positions in illiquid instruments; 

 There is an exceptionally high number of OTC products; 

 The institution operates in a highly changing environment, where financial and economic 
changes are difficult to predict; 

 The institution has extensive positions on markets in relatively high volatile countries (see 
developing countries); 

 There are frequent transactions related to structured financial products (such as derivatives); 

 The diversification of the investment portfolio is weak with regard to the following: financial 
products, sectors, countries and regions and remaining time to maturity; 

 The portfolio contains many investment instruments that cannot be liquidated on the short term 
without a significant loss in value; 
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 The investment instruments in the portfolio contain a high number of encumbered instruments 
or instruments with restricting terms (such as government measures); 

 The risk arising from the differences between assets and liabilities with terms within a given 
period is high; 

 The proportion of unsecured foreign exchange positions within the balance sheet is high; 

 There is frequent use of derivative products or other off-balance sheet products; 

 The sensitivity to changes in the shape and the level of the yield curve is high; 

 The liquidity of the available working capital is low; 

 Cash flows are unbalanced and difficult to forecast; 

 There are significant differences with regard to the timing of cash inflows and outflows; 

 It is impossible to forecast the interest rate sensitivity of assets and liabilities; 

 The capital denominated in local currency shows strong fluctuation; 

 High rate of inflation; 

 Long term repayment guarantees; 

 There are options attached to the products in a lot of cases; 

 Options are also frequently used in customer transactions; 

 High foreign currency exposure; 

 There is no adequate balance between cash inflows and outflows within the insurance 
portfolios. 

 

 

Evaluation Criteria for Risk Controls 

 Risk Identification: This represents partly an extent of risk already determined earlier, and partly 
the method by which the institution has earlier identified a special risk category, relying typically 
on risk assessment and analyses. 

 Risk Policy: This represents the quality of policies employed by a given institution, which 
determine how and to what extent a given risk category is to be controlled. 

 Administrative Organisation and Internal Control: This represents the extent of the risks, and 
concerning their identification method, the procedural methods and limits employed, and the 
separation of tasks and the preliminary measures taken in order to identify the risk categories, 
and subsequently to specify the best fitting risk policy. 

 Risk monitoring: This represents the continuous identification and measurement of risks, 
performed among others by means of reports and using ad-hoc or planned analyses (such as 
stress tests or shock modelling). 

 

The Classification Levels of Risk Controls 

Strong 

The Identification of Risk 

 Market risk is identified frequently and in detail from all relevant perspectives; 

 Using a thorough analysis of market risks they try to forecast innovative products, structured 
investment products and newly launched investment projects; 

 New products are continuously assessed by a specially elected and appointed committee, the 
members of which are selected from senior management, front office, risk management and 
internal audit; 
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 The assumptions and the data used in the risk models are up-to-date, complete, reliable and 
correct and encompass a long period of time; 

 The risk model for the pricing of market risk and of OTC products is developed according to best 
practice, and is also frequently updated, assessed and validated; 

 Members of management and all who are considered as relevant organisational units for market 
risk are involved in the identification of risks. An important role is given to the complete 
identification of market risk from all perspectives; 

 The identification of risk is transparently documented; 

 The identification of risk is based on systematic approach; 

 The identification of risk is ñtransplantedò into the appropriate priorities. 

 

Risk Policy 

 The policy related to the management of market risk and the related risk appetite are specified 
by senior management; 

 The policies are accessible not only on the topmost level of the given institution; 

 The policies are of high quality (such as regarding completeness and transparency); 

 The policies contain detailed information on permitted positions, on position sizes, on limits, on 
the extent of VAR limit, on the extent of desired spreads and on the benchmarks used among 
others; 

 Periodically long term (usually reliable) scenarios are prepared that attempt to investigate the 
occurrence probabilities of potential future disasters and extraordinary situations; 

 There exists a body concerned with market risk, with its responsibilities, rights and obligations 
clearly specified; 

 

Administrative Organisation and Internal Control 

 The employed risk policy is strongly integrated within the functioning of the organisation (and is 
also reflected in the practices used, in the distribution of tasks and in the preventative 
measures); 

 Adequate distribution of tasks and the application of the ñfour eyesò principle; 

 Complete separation of front office from back-office; 

 The separation of market risk management from the business functions is implemented to at 
least the level of the directors; 

 Voice recordings are continuously used in the transactions; 

 There are clearly specified limits for the transactions completed and for the positions taken; 

 The documentation of the processes is adequate and up-to-date; 

 Responsibilities, rights and obligations are clearly defined; 

 There are accurate, up-to-date and complete records of the transactions completed and of the 
(risk) positions and obligations taken; 

 There is a high standard information technology system for the management of the transactions 
and of the positions taken and when the limits being exceeded; 

 Assumptions are frequently assessed using analyses and stress tests; 

 There are adequate methods used to specify and to compare the prices of products listed on 
the stock exchange and of over-the-counter products. 
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Risk Monitoring 

 There are daily transparent reports made of the positions taken, of limits being exceeded and of 
the results; 

 World-wide monitoring of market risk positions and the related transfers with regard to every 
product; 

 Very frequent comparisons of the achieved returns to the benchmark returns as a consequence 
of the analysis of differences; 

 Management is regularly informed of the level of risk, of the quality of control and of the status 
of measures for enhancements; 

 In addition to regular reports on market risk control activities there are frequent other reports 
made of the problems encountered, of any incidents and of the expectations for the future; 

 There are frequent short-term scenario analyses and stress tests made for a comprehensive 
investigation of the occurrence probabilities of potential future crisis and extraordinary 
situations. 

 

Adequate 

The Identification of Risk 

 Market risk is identified periodically from the more important perspectives; 

 Using a thorough analysis of market risks they try to forecast the more important innovative 
products, structured investment products and newly launched investment projects; 

 New products are continuously assessed by a specially elected and appointed committee, the 
members of which are selected from senior management, front office, risk management and 
internal audit; 

 The assumptions and the data used in risk models are generally up-to-date, complete, reliable 
and correct and encompass a long period of time; 

 The risk model for the pricing of market risk and of OTC products is developed according to the 
generally accepted practice, and is also periodically updated, assessed and validated; 

 Members of management and all who are considered as relevant organisational units for market 
risk are involved to the necessary extent in the identification of risks. An important role is given 
to the fundamental identification of market risk from all perspectives; 

 The identification of risk is acceptably documented; 

 The identification of risk is generally based on systematic approach; 

 The identification of risk is ñtransplantedò into reasonable priorities. 

 

Risk Policy 

 The policies related to the management of market risk and the related risk appetite ï if those are 
not consistent with the policies accepted by senior management ï are submitted for ex-post 
approval; 

 The policies are accessible only on the topmost level of the given institution; 

 The policies are of sufficient quality (such as regarding completeness and transparency); 

 The policies contain sufficient information on the permitted positions, on position sizes, on limits, 
on the extent of the VAR limit, on the extent of the desired spreads and on the benchmarks 
used among others; 

 Periodically long term scenarios are prepared that attempt to investigate the occurrence 
probabilities of potential future crisis and extraordinary situations; 
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 There exists a body concerned with market risk, with its responsibilities, rights and obligations 
specified in broad outlines. 

 

Administrative Organisation and Internal Control 

 The employed risk policy is sufficiently integrated within the functioning of the organisation (and 
is also reflected in the practices used, in the distribution of tasks and in the preventative 
measures); 

 Adequate distribution of tasks and the application of the ñfour eyesò principle; 

 Adequate separation of front office from back-office; 

 The separation of market risk management from the business functions is implemented to at 
least the level of the directors; 

 Voice recordings are used for more important transactions (of larger volumes); 

 There are limits in existence for the transactions completed and for the positions taken; 

 The documentation of the processes is adequate and up-to-date; 

 Responsibilities, rights and obligations are generally clearly defined; 

 There are adequate records of the transactions completed and of the (risk) positions and 
obligations taken; 

 There is an information technology system of an adequate standard for the management of the 
transactions and of the positions taken and for the identification of limits being exceeded; 

 Assumptions are periodically assessed using analyses and stress tests; 

 There are reasonable methods used to specify and to compare the prices of products listed on 
the stock exchange and of over-the-counter products. 

 

Risk Monitoring 

 There are periodical transparent reports made of the positions taken, of limits being exceeded 
and of the results; 

 World-wide monitoring of market risk positions and the related transfers with regard to a majority 
of products; 

 Periodical comparisons of the achieved returns to the benchmark returns as a consequence of 
the analysis of differences; 

 Management is informed with adequate regularity of risks and of risk management; 

 In addition to regular reports on market risk control activities there are frequent other reports 
made of the problems encountered, of any incidents and of the expectations for the future; 

 There are periodical short-term scenario analyses and stress tests made to investigate the 
occurrence probabilities of potential future crisis and extraordinary situations. 

 

Weak 

The Identification of Risk 

 Market risk is identified periodically from some perspectives in a wide range; 

 With consideration to the related market risks, innovative products, structured investment 
products and newly launched investment projects are usually analysed only retroactively; 

 New products are occasionally assessed by a specially elected and appointed committee, the 
members of which are selected from senior management, front office, risk management and 
internal audit; 
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 The assumptions and the data used in the risk models are somewhat outdated, in addition they 
are sometimes incomplete, incorrect and unreliable, and encompass only shorter periods of 
time and mostly rely on internal data; 

 The risk model for the pricing of market risk and of OTC products is developed according to 
either some rule of thumb or on the basis of professional opinions, however there is a lack of an 
independent approval of the model; 

 Members of management and the relevant organisational units are not involved to an adequate 
extent in the identification of risks. A full identification of the market risk from all perspectives 
does not take place to a sufficient extent within the responsible organisational unit; 

 The documentation of risk identification is incomplete; 

 The identification of risk is not based on systematic approach to the expected extent; 

 After the identification of risk the appropriate priorities are not set out to a sufficient extent; 

 

Risk Policy 

 The policies related to the management of market risk and the related risk appetite ï if those are 
not consistent with the policies accepted by senior management ï are generally not submitted 
for ex-post approval; 

 The policies are of insufficient quality (such as regarding completeness and transparency); 

 The policies do not contain sufficient information on the permitted positions, on position sizes, 
on limits, on the extent of the VAR limit, on the extent of the desired spreads and on the 
benchmarks used; 

 Occasionally long term scenarios are prepared that attempt to investigate the occurrence 
probabilities of potential future disasters and extraordinary situations; 

 The institution may establish, on an ad-hoc basis, a working group concerned with market risk, 
with its responsibilities, rights and obligations specified only in very general terms. 

 

Administrative Organisation and Internal Control 

 The employed risk policy is not sufficiently integrated within the functioning of the organisation 
(with regard to practical implementation, the distribution of tasks and preventative measures); 

 Inadequate distribution of tasks and incomplete application of the ñfour eyesò principle; 

 The separation of front office from back-office is implemented in a very simple way; 

 The separation of market risk management from the business functions is implemented on a low 
level only; 

 Voice recordings are only occasionally used; 

 There are no clear limits always for the transactions completed and for the positions taken; 

 The documentation of the processes is inadequate and not up-to-date; 

 Responsibilities, rights and obligations are generally not clearly defined; 

 There are inadequate (incomplete) records of the transactions completed and of the (risk) 
positions and obligations taken; 

 The information technology system used for the management of the transactions and of the 
positions taken and for the identification of limits being exceeded has significant deficiencies in 
certain areas; 

 There are only limited assessments of assumptions using analyses and stress tests; 

 There are difficult-to-understand methods used to specify and to compare the prices of products 
listed on the stock exchange and of over-the-counter products. 



51 

 

 

Risk Monitoring 

 There are ad-hoc reports made of the positions taken, of limits being exceeded and of the 
results; 

 World-wide monitoring of market risk positions and the related transfers with regard to all of the 
products; 

 Occasional comparisons of the achieved returns to the benchmark returns as a consequence of 
the analysis of differences; 

 Management is informed only occasionally of the more important risks and of their 
management; 

 In addition to regular reports on market risk control activities there are only infrequent reports 
made of the problems encountered, of any incidents and of the expectations for the future; 

 There are occasional short-term scenario-analyses and stress tests made to comprehensively 
investigate the occurrence probabilities of potential future crisis and extraordinary situations. 

 

Inadequate 

The Identification of Risk 

 Market risk is identified only occasionally or not at all; 

 More important innovative products, structured investment products and newly launched 
investment projects are not analysed at all with regard to the related market risks; 

 New products are not assessed by a specially elected and appointed committee, the members 
of which are selected from senior management, front office, risk management and internal audit; 

 The assumptions and the data used in the risk models are considerably outdated, incomplete, 
incorrect and unreliable and encompass only a short period of time and rely exclusively on 
internal data; 

 The risk model for the pricing of market risk and of OTC products is either not being developed 
on the basis of the employed practices, or is not even assessed periodically; 

 Members of management and of the relevant organisational units are barely involved in the 
identification of risks. A complete identification of market risk from all perspectives takes place 
only to a minimal extent within the responsible organisational unit; 

 The identification of risk is not documented; 

 The identification of risk is not based on systematic approach; 

 After the identification of risk the appropriate priorities are not set out. 

 

Risk Policy 

 The policies related to the management of market risk and the related risk appetite ï if those are 
not consistent with the policies accepted by senior management ï are not submitted for ex-post 
approval; 

 The policies are of insufficient and difficult-to-understand quality (such as regarding 
completeness and transparency); 

 The policies are presented very briefly; 

 Total lack of long term scenarios that attempt to investigate the occurrence probabilities of 
potential future crisis and extraordinary situations; 

 The institution does not establish a working group concerned with market risk. 
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Administrative Organisation and Internal Control 

 The employed risk policy is practically not integrated within the functioning of the organisation 
(with regard to practical implementation, the distribution of tasks and preventative measures); 

 Inadequate distribution of tasks and incomplete application of the ñfour eyesò principle; 

 The separation of front office from back-office is not implemented; 

 The separation of market risk management from the business functions is implemented on a 
very low level only; 

 Voice recordings are not used; 

 There are no limits for the transactions completed and for the positions taken; 

 There is barely any documentation of the processes and the data is obsolete; 

 Responsibilities, rights and obligations are not clearly defined; 

 There are barely any records of the transactions completed and of the (risk) positions and 
obligations taken; 

 The information technology system used for the management of the transactions and of the 
positions taken and for the identification of limit transgressions has significant deficiencies; 

 Assumptions are not assessed using analyses and stress tests; 

 There are no methods to specify and to compare the prices of products listed on the stock 
exchange and of over-the-counter products. 

 

Risk Monitoring 

 Reports are very rarely made of the positions taken, of limit transgressions and of the results; 

 World-wide monitoring of market risk positions, but without the assignment of the related 
positions; 

 The achieved returns are not compared to the benchmark returns as a consequence of the 
analysis of differences; 

 Management barely considers the more important risks and their management; 

 In addition to regular reports on market risk control activities there are no other reports made of 
the problems encountered, of any incidents and of the expectations for the future; 

 There are no short-term scenario-analyses or stress tests made to comprehensively investigate 
the occurrence probabilities of potential future crises and extraordinary situations. 

 

 

Note: 

When managing the interest rate risk of the banking book, the credit institution regularly carries out 
analyses (stress tests) that present the impact of sudden and unexpected changes in the interest rate 
on the profitability of the credit institution in the short run and on its capital value on the longer term. 

It is prudential, and therefore to be considered as primary from a supervisory perspective, to measure 
the impact on the economic value. However, because profitability may impact the solvency of the 
credit institution on a longer term, the measurement of the impact on profitability is also of critical 
importance for the institutions. 
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Business Processes and Capital 

Financial and Operational Risks 

 

 

Operational Risk 

 

Operational risk is defined as the risk of losses affecting profitability and capital status, arising from 
inadequate internal processes and systems, from external events or from people not adequately 
meeting their responsibilities, or due to the violation or non observance of statutory regulations, 
contracts or procedures specified in internal regulations. 

 

 

Elements 

Types of risk events related to operational risks (risk segments in our system): 

 Internal fraud (with the involvement of at least one internal party);  

 External fraud (with the involvement of a third party only); 

 Employment practices and  workplace safety; 

 Clients, products and business practices 

 Damage to physical assets;  

 Business disruption and system failures 

 Execution, delivery and process management.  

 

When considering the impact of risk events, the legal consequences are also to be considered. 

 

Evaluation Criteria for Inherent Risks 

 

These are to be considered according to their relevance for the individual types of operational risk 
events, when assessing the inherent risks of individual activities. 

 

 The size and concentration of tangible and non-tangible exposed values (the volume of items, 
turnovers, physical assets ï numbers/values) 

In connection with the risk events of internal fraud, external fraud and damages to 
physical assets, 

 With regard to the following: 

ü The damage that can be caused by how the work process is conducted, and within this, 
using IT system, by internal fraud (such as by transfers or modifying positions), and using 
IT system, by external fraud (such as by hacking or by theft of money or information); 

ü Also the location of natural assets,  that may be affected by loss-creating internal or 
external theft and robbery or by a physical disaster; 

ü The number of positions that are critical to internal fraud that has effects on the extent of 
the possibilities for abuse. 
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 The number of customers entering the branch (the number of places dealing with money and 
exposed to physical threats) and the size of the headcount, 

  In connection with the risky events of employer practices and workplace safety, 

With regard to: 

ü The exposure of employees to improper or unethical practices in relation to labour and 
compensation procedures; 

ü The exposure of employees and customers to physical or other threats (such as robbery 
or blackmail), 

That may lead to claims for compensation for damages. 

 

 The extent of the network of customer relationships due to the nature of the activities, the 
complexity, riskiness and the statutory compliance requirements of the employed constructs and 
of the products sold, 

In connection with the risky events of Clients, products and business practices With 
regard to: 

ü Customer management procedures (proper information, confidentiality, taking care of 
problems and complaints, Know your customer, professionalism); 

ü The riskiness of sold products due to their nature (constructs and product models subject 
to complex statutory compliance requirements posing risks for the customer or for the 
institution); 

ü Business practices (lawfulness, fair competition ï authorised activities, screening for and 
taking care of money laundering transactions, screening for insider trading, ethical 
advertising); 

ü And any related risky events that lead to claims for compensation for damages or to fines 
(and to additional reputational losses). 

 

 The extent of dependency and the concentration of work processes and operation, 

 In connection with risk events of business disruption and system failures 

, 

With regard to: 

ü Various system outages (IT hardware and software, telecommunication, other technical 
systems, including energy supply); 

ü The fall-out of locations; 

ü The fall-out of human resources; and 

ü The fall-out of external suppliers; 

Also considering the concentration of dependencies, with consideration to how time-
critical the various activities are (with potential reputational damages!). 

 

 The complexity, sophistication and IT support of procedures for the conduct of critical work 
processes (that involve the handling of large values, traffic and/or confidential information, or 
that are time-critical) and the level of statutory compliance requirements, 

In connection with the risk events of execution, delivery and process management, 

With regard to: 

ü The potential loss-generating effects of steps executed incorrectly or omitted 
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(such as if critical institutional activities are concentrated in their exposure to IT systems 
that operate with errors, with data losses and without control; if the procedures for the 
conduct of work processes are not regulated and controlled; if steps performed incorrectly 
or with delays or omitted can result in significant violations of statutory regulations); 

ü The increasing potential for errors and abuses (also with potential reputational damages!) 
due to significant and frequent changes (in the organisation, procedures, system support, 
employees or legislation). 

 

In a brief summary, the above detailed assessment criteria for inherent operational risks are as 
follows: 

 The size of the exposed values (volume of items, turnovers,, physical assets ïmoney in 
account, cash, physical assets ï numbers/values); 

 The (number of customers entering the branch; 

 The size of  headcount; 

 The level of concentration of values and dependencies; 

 The extent of the network of customer relationships; 

 The complexity of products / constructs and sales procedures; 

 The level of statutory compliance requirements (in relation to product models and procedures); 

 The level of the dependencies of procedures (on support systems, employees, locations, 
service providers ï outsourcing!); 

 The time-critical nature of procedures; 

 The size and frequency of changes (in the environment, in statutory regulations, procedures, 
support systems, service providers and employees). 

 

 

Classification Levels for Inherent Risks 

Low 

 In relation to the size of tangible and non tangible values (items, turnover, assets) owned by the 
institution or within its scope of responsibility and characteristic of the given activity, or due to 
their division, internal or external fraud or external events causing physical damages cannot 
result in non recoverable damages that could be noticeable in relation to the profitability of the 
given activity or that could influence the institutionôs operating capabilities or business conduct. 

 Due to their numbers or division, the number of customers entering the branch or the range of 
headcount characteristic of the given activity at the location exposed to physical threat are not 
considerable, and  headcount and the extent of changes in employment remain at a low level, 
and thus the extent of any potential non recoverable claims for compensation for damages 
arising from risk events related to work environment will not have a noticeable effect in relation 
to the profitability of the given activity or an effect that would influence the given institutionôs 
operating capabilities or business conduct. 

 An extended network of customer relationships is not characteristic of the given activity, the 
employed constructs and the products sold are not complicated, the statutory compliance 
requirements are easy to handle, and thus damages or claims for compensation for damages 
arising from any improper business conduct cannot exert a noticeable effect on the profitability 
of the given activity or on the given institutionôs operating capabilities or business conduct. 

 The work processes characteristic of the given activity are not time-critical, due to their division 
they are not exposed to some human or technical resource, service provider or location; thus it 
is unlikely for risk events to occur, that may trigger a business disruption and thereby cause a 
damage noticeable in relation to the profitability of the given activity or with an influence on the 
institutionôs operating capabilities or business conduct. 
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 The given activity is not the only determinant activity of the institution, the work processes are 
not complicated, their adequate technical (IT) support allows only negligible scope for errors, 
there is no essential statutory compliance requirement, there are typically no frequent changes 
in the environment, in procedures and in the workforce, thus it is unlikely for risk events due to 
errors in administrative procedures to result in damages noticeable in relation to the profitability 
of the given activity or with an influence on the institutionôs operating capabilities or business 
conduct. 

 

Moderate 

 In relation to the size of the tangible and non tangible values (items, turnover, assets) owned by 
the institution or within its scope of responsibility and characteristic of the given activity, or due 
to their division, internal or external fraud or external events causing physical damages can only 
result in non recoverable damages that would not severely set back the profitability of the given 
activity or would only result in a smaller interruptions in the institutionôs operating capabilities or 
business conduct. 

 Due to their numbers or distribution, the number of customers entering the branch or the range 
of headcount characteristic of the given activity at the location exposed to physical threat are 
limited, and the headcount and the extent of the changes in employment remain at a moderate 
level, for the extent of any potential non recoverable claims for compensation for damages 
arising from risk events related to work environment to cause damages that could lead to a 
larger problem in relation to the profitability of the given activity or that could significantly 
influence the given institutionôs operating capabilities or business conduct. 

 The given activity is characterised by a limited network of customer relationships, the employed 
constructs and the products sold are typically not complicated, the statutory compliance 
requirements do not cause any particular difficulties, and thus damages or claims for 
compensation for damages arising from any improper business conduct are likely to exert only 
small worsening effect on the profitability of the given activity, or their negative effects on the 
given institutionôs operating capabilities or business conduct can be compensated within a short 
time. 

 The work processes characteristic of the given activity are not time-critical, due to their division 
they are only slightly exposed to some human or technical resource, service provider or 
location; thus any risk events that may trigger a business interruption cannot cause 
considerable damage in relation to the profitability of the given activity and cannot have a 
significant influence on the institutionôs operating capabilities or business conduct. 

 The given activity is one of the essential activities of the institution, the work processes are 
partly complicated, their technical (IT) support does not exclude the possibility of errors, there is 
typically some statutory compliance requirement, there are relatively frequent changes in the 
environment, in procedures and in the workforce, thus the risk events due to errors in 
administrative procedures may result in damages that are still tolerable in relation to the 
profitability of the given activity or that may have a limited influence on the institutionôs operating 
capabilities or business conduct. 

 

Significant 

 In relation to the size of the tangible and non tangible values (items, turnover, assets) owned by 
the institution or within its scope of responsibility and characteristic of the given activity, or due 
to their division, internal or external fraud or external events causing physical damages can 
result in non recoverable damages that would severely set back the profitability of the given 
activity or would influence the institutionôs operating capabilities or business conduct to a great 
extent. 

 Due to their numbers or concentration, the number of customers entering the branch or the 
range of employees characteristic of the given activity at the location exposed to the physical 
threat is high, and the headcount and the extent of the changes in employment remain at a high 
level, thus the extent of any potential non recoverable claims for compensation for damages 
arising from risk events related to work environment could be high in relation to the profitability 
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of the given activity, or could have a high influence on its status, or could significantly worsen 
the institutionôs operating capabilities or business conduct. 

 The given activity is characterised by an extensive network of customer relationships, several of 
the employed constructs and of the products sold are complicated, the statutory compliance 
requirements are high, and thus damages or claims for compensation for damages arising from 
any improper business conduct can significantly worsen the profitability of the given activity, or 
could render the institutionôs operating capabilities or business conduct difficult to an extent that 
would require more severe measures to be compensated. 

 The work processes characteristic of the given activity are predominantly time-critical, due to 
their nature or distribution they are exposed to some human or technical resource, service 
provider or location; thus any risk events that may trigger a business disruption could cause 
significant damage in relation to the profitability of the given activity and could fundamentally 
influence the institutionôs operating capabilities or business conduct. 

 The given activity is one of the essential activities of the institution, the work processes are 
partly complicated, their technical (IT) support does not exclude the possibility of errors, there is 
typically some statutory compliance requirement, there are relatively frequent changes in the 
environment, in procedures and in the workforce, thus the risk events due to errors in 
administrative procedures may result in damages that are still tolerable in relation to the 
profitability of the given activity or that may have limited influence on the institutionôs operating 
capabilities or business conduct. 

 

High 

 In relation to the size of the tangible and non tangible values (items, turnover, assets) owned by 
the institution or within its scope of responsibility and characteristic of the given activity, or due 
to their division, internal or external fraud or external events causing physical damages can 
result in non recoverable damages that would fundamentally set back the profitability of given 
activity or would irrevocably influence the institutionôs operating capabilities or business conduct. 

 Due to their numbers or concentration, the number of customers entering the branch or the 
range of employees characteristic of the given activity at the location exposed to the physical 
threat are so high, and the headcount and the extent of the changes in employment remain at a 
high level, that the extent of any potential non recoverable claims for compensation for damages 
arising from risk events related to the work environment could undermine the continuation of the 
given activity, or the institutionôs operating capabilities or business conduct unfeasible. 

 The given activity is fundamentally characterised by an extensive network of customer 
relationships, the majority of employed constructs and of the products sold are complicated, the 
statutory compliance requirements are prominent, and thus damages or claims for 
compensation for damages arising from any probable improper business conduct can decisively 
worsen the profitability of the given activity, or could undermine the institutionôs operating 
capabilities or business conduct. 

 The work processes characteristic of the given activity are explicitly time-critical, are 
concentrated in their exposure to some human or technical resource, service provider or 
location; thus any risk events that may trigger a business interruption could lead to damages 
that would significantly worsen the profitability of the given activity on the long term or that would 
fundamentally undermine the institutionôs operating capabilities or business conduct. 

 The given activity is the only activity or the determinant activity of the institution, the work 
processes are complicated, their technical (IT) support is weak with errors, statutory compliance 
requirements are typical, there are frequent changes in the environment, in procedures and in 
the workforce, thus the risk events due to errors in administrative procedures may result in 
damages that are intolerable in relation to the profitability of the given activity or that may 
undermine the institutionôs operating capabilities or business conduct. 

 

The classification value is always specified for the typical volume data of the given activity (values and 
income within its scope of impact or responsibility), while for central (non income generating) activities 
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classification values are specified in relation to the activityôs impact on other activities and on the 
entirety of the institution and in relation to the load bearing ability of the institution. 

When judging the inherent risk at institutional level, we also consider the activitiesô joint effects on 
profitability  operating capabilities, business conduct and capital adequacy as relevant. 

 

Valuation Criteria for Risk Controls 

 

 The quality (complexity, updates and practice) of the controls integrated into the workflows 

In relation to the management of the operational risk events arising from Internal fraud, 
External fraud, Employment practices and workplace safety, Clients, products and 

business practices, , Execution, delivery and process management, 

With regard to: 

ü The system for the identification and assessment of possibilities of failures and abuses 
inherent in the processes of different activities 

ü The determination of needs of process controls, and their appropriation in the internal 
regulations of processes; 

ü Compliance system used to assist in the specification of methods for control and error 
screening, for the scope of activities that are sensitive to statutory regulations; 

ü Practical operation of process-integrated controls; 

ü Relevant monitoring procedure (event register, reporting); 

ü The quality of management control directed to the above 

(The goal is to prevent errors in the conduct of work processes, to prevent unethical 
procedures and abuses (such as unauthorised activities, fraud or embezzlement by 
humans or using technology) and to take the necessary measures). 

 

 The quality (complexity, updates and practice) of the system for the protection of the institution, 

In relation to the management of the risk events of Internal fraud, External fraud, 
Employment practices and workplace safety and Damages to physical assets, 

With regard to: 

ü The conceptual foundations of IT, physical security and human security systems 
comprising the elements of the institutionôs security system: 
- The system for risk identification and risk assessment; 
- The determination of needs of protection; 
- The system for the operation, planning and implementation of the technical equipment 

and human measures for the prevention and detection of events and for the mitigation 
of their impact; 

ü Everyday practice; 

ü Relevant monitoring procedure (event register, reporting); 

ü The quality of management control directed to the above 

(the goal is to prevent abuses during the conduct of work processes or abuses occurring 
in relation to external events (such as hacking and viruses in IT, physical and human theft 
and robbery) and to mitigate the impact of physical damages (such as disasters) and to 
take necessary measures); 

Furthermore 

ü The quality of the system for insurance contracting (property, liability, personal) and their 
updates 

(The goal is to recover any losses that may occur mainly in relation to external events). 
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 The quality (complexity, update and practice) of BCM (Business Continuity Management) 
system, 

In relation to the management of the risk event of business disruption or risk events 
triggering business disruption due to system errors, 

With regard to: 

ü The conceptual principles of BCM system: 
- The system for the identification and assessment of risk events that cause the 

disruption of work processes due to the fall-out of essential resources (supporting 
technical systems, employees, locations or service providers); 

- The determination of needs of action plans: BCP (Business Continuity Plan) and DRP 
(Disaster Recovery Plan). 

ü The system for the development, update and testing of BCP and DRP action plans 
(including IT backup centre) and ensuring the conditions as specified in the plans; 

ü Relevant monitoring procedure (event register, reporting); 

ü The quality of the management control directed to the above 

(The goal is to be able to continue business (critical activities) in extraordinary situations). 

 

In brief summary, the above detailed assessment criteria for operational risk controls are as follows: 

 The quality (complexity, update and practice) of the system of process-integrated controls 

 The quality of the system (IT, physical and human safety, security) for the protection of the 
institution; 

 The quality (complexity, update and practice) of the BCM (Business Continuity Management) 
system. 

 

When assessing risk controls, the quality is to be considered in line and in proportion with the nature 
and extent (including the possible stress scenarios) of inherent risks related to the activities/processes, 
in every operational risk event type. 

 

 

Classification Levels for Risk Controls 

Strong 

 All conditions are ensured to prevent errors in the conduct of work processes related to the 
given activity, and to prevent unethical procedures and abuses (such as unauthorised activities, 
fraud or embezzlement committed by humans or using technology), or to take any measures 
that may be necessary in case of risk event occurs: 

ü Risk appetite concerning the extent of tolerable losses caused by errors, has been 
determined; 

ü The control of business conduct and product development is based on a strategy and is 
supported by the Compliance; 

ü The internal regulation encompasses the given activity; 

ü The system for risk identification and assessment addresses the discovery of potential 
errors and abuses inherent in the steps of work processes related to the given activity; 
control requirements are defined and are applied in the internal regulations of processes; 

ü There is a functioning monitoring procedure (event register, reporting) for the given 
activity; 

ü There is adequate management control; 
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ü The human and technical control system functioning within the procedures for conducting 
the work processes, are proportionate and suitable to the risk, to avoid internal and 
external fraud, and unlawful and unethical procedures related to employment; 

ü Thus, there is adequately functioning control to ensure the right treatment of customers 
(adequate information, confidentiality, taking care of problems and complaints), to avoid 
unethical, incorrect and illegal business practices (unethical advertising, unfair 
competition), to screen out money laundering transactions and insider trading and to 
avoid improper business conduct (to sell appropriate authorised products in the right way 
to customers and to develop appropriate lawful product models). 

 

 There is an adequate protective system (IT, physical, human) at the institution to avoid abuses 
in work processes or occurring in relation to external events (such as hacking and viruses in IT, 
physical and human theft and robbery) and to mitigate the impact of physical damages (such as 
disasters), to take the necessary measures, and to recover any losses related mainly to external 
events. 

ü IT security (examples): 

 There is an accepted IT security strategy in place and the conditions for its 
implementation are ensured; 

 The appropriate protection/virus protection of IT systems that are critical in 
performing the given activity, is solved; 

Access rights are regulated, their settings are restricted and updated in line with the 
goals, executed transactions can be followed (identified), events can be detected in 
time, and there is an action plan in place to be followed if an event is detected. 

ü Physical security (examples): 

 There is risk-based assessment for the conceptual planning of protection using 
technology and manpower; 

 Protection using technology and/or manpower is provided for critical places, the 
supervision of everyday practice is ensured, committed abuses can be detected 
and identified, and there is an action plan in place to be followed in case if a risk 
event occurs. 

 There is an updated insurance in place for potential losses in excess of risk 
appetite,. 

ü Human security (examples): 

 There is a concept in place for the identification of employments critical to human 
risk and for the determination of related security requirements; 

 Human screening is functioning when holding critical positions, and there is an 
action plan in place to be followed in case of a risk event occurs 

 

 The given activity can be continued without interruption if critical resources fall out in 
extraordinary situations, due to the appropriate BCM (Business Continuity Management) 
system: 

ü There is a conceptually established BCM system in place; 

ü There is a system for the identification and assessment of risk events that cause 
interruptions in work processes due to the disruption/fall-out of essential resources (such 
as supporting technical system, employees, locations, service providers); 

ü The requirements for BCP and DRP action plans have been determined; 

ü A system is provided for the development and update and testing of adequate BCP and 
DRP action plans (including the IT backup centre), containing all of the essential 
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information, also including the supply/operation of the conditions as specified in the plans 
including the IT backup centre / backup solution as necessary; 

ü Relevant monitoring procedure (event register, reporting) has been provided; 

ü The quality of the management control directed to the above is adequate. 

 

Adequate 

 Most of the conditions are ensured to prevent errors in the conduct of work processes related to 
the given activity, and to prevent unethical procedures and abuses (such as unauthorised 
activities, fraud or embezzlement committed by humans or using technology), or to take any 
measures that may be necessary in case if risk event occurs: 

ü There are efforts to determine risk appetite concerning the extent of tolerable losses 
caused by errors; 

ü The control of business conduct and product development is based on strategy and 
compliance support is mostly  operating; 

ü The internal regulation encompasses the given activity; 

ü The system for risk identification and assessment addresses the discovery of potential 
errors and abuses inherent in the steps of the work processes related to the given 
activity; the most essential control requirements are defined and are mostly applied in the 
internal regulation of processes; 

ü The monitoring procedure (event register, reporting) is functioning for the given activity, or 
at least management are informed in some documented form; 

ü There is adequate management control with regard to the most essential risk points; 

ü The human and technical control system, proportionate to the risk, is mostly functioning 
within the procedures for conducting the work processes, to avoid internal and external 
fraud, and unlawful and unethical procedures related to employment; 

ü Thus, the most essential controls are in place to ensure the right treatment of customers 
(adequate information, confidentiality, taking care of problems and complaints), to avoid 
unethical, incorrect and illegal business practices (unethical advertising, unfair 
competition), to screen out money laundering transactions and insider trading and to 
avoid improper business conduct (to sell appropriate authorised products in the right way 
to customers and to develop appropriate lawful product models). 

 

 There is a protective system (IT, physical, human) at the institution, that meets the fundamental 
requirements, to avoid abuses in work processes or occurring in relation to external events 
(such as hacking and viruses in IT, physical and human theft and robbery) and to mitigate the 
impact of physical damages (such as disasters), to take the necessary measures, and to 
recover any losses related mainly to external events. 

ü IT security (examples): 

 There is an accepted IT security strategy in place and the conditions for its 
implementation are ensured at least in long time; 

 The appropriate protection/virus protection of the IT systems that are critical in 
performing the given activity is mostly solved; 

 Access rights are regulated, their settings are more-or-less restricted in line with 
the goals, they are updated with regard to the critical systems, executed 
transactions can be followed (identified), events can be detected in time, and 
there is an action plan in place to be followed if an event is detected. 

ü Physical security (examples): 

 There is risk-based assessment for the conceptual planning of protection using 
technology and manpower; 
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 Protection using technology and/or manpower is for the most part provided for the 
critical places, the supervision of everyday practice is predominantly ensured, 
most committed abuses can be detected and identified, and there is an action 
plan in place to be followed if a risk event occurs. 

 There is insurance in place for potential losses in excess of the risk appetite. 

ü Human security (examples): 

 There is a concept in place for the identification of employments critical to human 
risk and for the determination of the related safety requirements; 

 Human screening is mostly functioning when holding the critical employments, 
and there is an action plan in place to be followed in case of a risk event occurs. 

 

 The given activity can be continued without an essential interruption if critical resources fall out 
in extraordinary situations, due to the appropriate BCM (Business Continuity Management) 
system: 

ü There is a conceptually established BCM system in place; 

ü The system for the identification and assessment of risk events that cause disruptions in 
work processes due to the fall-out of essential resources (supporting technical system, 
employees, locations, service providers) operates without essential delays; 

ü The requirements for BCP and DRP action plans have been determined; 

ü A system is provided ï functioning without considerable delays ï for the development and 
update and testing of adequate BCP and DRP action plans (including the IT backup 
centre), also including the supply/operation of the most essential conditions as specified 
in the plans including the IT backup centre / backup solution as necessary; 

ü The relevant monitoring procedure (event register, reporting) has been solved for at least 
the most critical elements; 

ü The quality of the management control directed to the above is adequate. 

 

Weak 

 The conditions are only partially ensured to prevent errors in the conduct of work processes 
related to the given activity, and to prevent unethical procedures and abuses (such as 
unauthorised activities, fraud or embezzlement committed by humans or using technology), or 
to take any measures that may be necessary in case of risk event occurs:  

ü The determination of the risk appetite concerning the extent of tolerable losses caused by 
errors has not taken place, or there are only efforts to have it defined; 

ü The control of business conduct and product development is not based on a strategy and 
compliance support is not functioning adequately; 

ü The internal regulation does not necessarily encompasses the given activity; 

ü The system for risk identification and assessment does not address, or does not 
consistently address the discovery of potential errors and abuses inherent in the process 
steps of the work processes related to the given activity; the determination of the control 
requirements is incomplete and are only applied in the internal regulation of process with 
gaps; 

ü The monitoring procedure (event register, reporting) is not operational for the given 
activity, management information is incomplete; 

ü Management control does not function consistently, not even with regard to the most 
essential risk points; 

ü The human and technical control system within the procedures for conducting the work 
processes, to avoid internal and external fraud, and unlawful and unethical procedures 
related to employment, is not functional or does not function in proportion to the risk; 
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ü Thus, not even the most essential controls function adequately to ensure the right 
treatment of customers (adequate information, confidentiality, taking care of problems 
and complaints), to avoid unethical, incorrect and illegal business practices (unethical 
advertising, unfair competition), to screen out money laundering transactions and insider 
trading and to avoid improper business conduct (to sell appropriate authorised products in 
the right way to customers and to develop appropriate lawful product models). 

 

 The system (IT, physical, human) for the protection of the institution, that meets the fundamental 
requirements, to avoid abuses occurring in the conduct of work processes related to the given 
activity or occurring in relation to external events (such as hacking and viruses in IT, physical 
and human theft and robbery) and to mitigate the impact of physical damages (such as 
disasters), to take the necessary measures, and to recover any losses that may occur in relation 
to mainly external events, does not function adequately. 

ü IT security (examples): 

 There is no accepted IT security strategy in place; 

 The protection/virus protection of the critical IT systems required for performing 
the given activity are not adequately solved; 

 Access rights are not completely regulated, the settings do not follow the access 
rights, they are restricted with gaps in the light of the goals, they are not updated, 
not even with regard to the critical systems, executed transactions cannot be 
traced (identified), events cannot always be detected in time, there is no action 
plan in place to be followed if an event is detected. 

ü Physical security (examples): 

 There is no risk-based assessment for the conceptual planning of protection using 
technology and manpower; 

 Protection using technology and/or manpower is not solved everywhere for the 
critical places, the supervision of everyday practice is not adequately ensured, 
committed abuses can be detected and identified only occasionally, there is no 
action plan in place to be followed if a risk event occurs. 

 There is no insurance in place for potential losses in excess of the risk appetite. 

ü Human security (examples): 

 There is no concept in place for the identification of employments critical to human 
risk and for the determination of the related security requirements; 

 There is only occasional human screening in operation when holding the critical 
employments, there is no action plan in place to be followed in case of a risk 
event occurs. 

 

 The given activity can be continued only with an essential interruption if critical resources fall out 
in extraordinary situations, there is no appropriate BCM (Business Continuity Management) 
system in operation: 

ü The BCM system is fundamentally incomplete or not conceptually established; 

ü The system for the identification and assessment of risk events that cause interruptions in 
work processes due to the disruption/fall-out of essential resources (supporting technical 
system, employees, locations, service providers) does not operate or operates only 
occasionally; 

ü The requirements for BCP and DRP action plans have not been determined, or they have 
been determined only occasionally; 

ü A system is not consistently provided for the development, update and testing of BCP and 
DRP action plans (including the IT background centre) containing all essential 
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information, the conditions of operation are not ensured, there is no reliable IT backup 
centre or backup solution; 

ü The relevant monitoring procedure (event register, reporting) has not been solved; 

ü The quality of the management control directed to the above is not adequate. 

 

Inadequate 

 The conditions are not ensured to prevent errors in the conduct of work processes related to the 
given activity, and to prevent unethical procedures and abuses (such as unauthorised activities, 
fraud or embezzlement committed by humans or using technology), or to take any measures 
that may be necessary in case of risk event occurs: 

ü The determination of the risk appetite concerning the extent of tolerable losses caused by 
errors has not taken place; 

ü The control of business conduct and product development is not based on a strategy and 
compliance support is not functioning; 

ü The internal regulation does not encompasses the given activity; 

ü The system for risk identification and assessment does not address the discovery of 
potential errors and abuses inherent in the process steps of the work processes related to 
the given activity; the determination of the control requirements is missing and is not 
applied in the internal regulation of processes; 

ü The monitoring procedure (event register, reporting) is not operational for the given 
activity, management information is fundamentally incomplete; 

ü Management control does not function, not even with regard to the most essential risk 
points; 

ü The human and technical control system within the procedures for conducting the work 
processes, to avoid internal and external fraud, and unlawful and unethical procedures 
related to employment, is barely or not at all functional; 

ü Thus, not even the most essential controls function to ensure the right treatment of 
customers (adequate information, confidentiality, taking care of problems and 
complaints), to avoid unethical, incorrect and illegal business practices (unethical 
advertising, unfair competition), to screen out money laundering transactions and insider 
trading and to avoid unprofessional business conduct (to sell appropriate authorised 
products in the right way to customers and to develop appropriate lawful product models). 

 

 The system (IT, physical, human) for the protection of the institution, that meets the fundamental 
requirements, to avoid abuses occurring in the conduct of work processes related to the given 
activity or occurring in relation to external events (such as hacking and viruses in IT, physical 
and human theft and robbery) and to mitigate the impact of physical damages (such as 
disasters), to take the necessary measures, and to recover any losses that may occur in relation 
to mainly external events, does not function. 

ü IT security (examples): 

 There is no accepted IT security strategy in place; 

 The protection/virus protection of the critical IT systems required for performing 
the given activity are not solved; 

 Access rights are not regulated, they are not restricted in the light of the goals, 
they are not updated, not even with regard to the critical systems, executed 
transactions cannot be traced (identified), events cannot be detected in time, and 
there is no action plan in place to be followed if an event is detected. 
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ü Physical security (examples): 

 There is no risk-based assessment for the conceptual planning of protection using 
technology and manpower; 

 Protection using technology and/or manpower is not solved, not even for the 
critical places, the supervision of everyday practice is not ensured, most 
committed abuses cannot be detected and identified and there is no action plan in 
place to be followed if a risk event occurs. 

 There is no insurance in place for potential losses in excess of the risk appetite. 

ü Human security (examples): 

 There is no concept in place for the identification of employments critical to human 
risk and for the determination of the related security requirements; 

 There is no human screening in operation when holding the critical positions, 
there is no action plan in place to be followed in case of a risk event occurs. 

 

 The given activity cannot be continued if critical resources fall out in extraordinary situations, 
there is no BCM (Business Continuity Management) system in operation: 

ü The system for the identification and assessment of risk events that cause interruptions in 
work processes due to the disruption/fall-out of essential resources (supporting technical 
system, employees, locations, service providers) does not operate; 

ü The requirements for BCP and DRP action plans have not been determined; 

ü A system is not provided for the development, update and testing of BCP and DRP action 
plans (including the IT backup centre) containing all essential information, the conditions 
of operation are not ensured, there is no reliable IT backup centre or backup solution; 

ü The relevant monitoring procedure (event register, reporting) has not been solved; 

ü The management control directed to the above is inadequate. 

 

 

When jointly assessing the individual control elements we scale according to weights corresponding to 
the extent of relevant inherent risks within the given activity. 

The classification value is always determined in relation to the nature and extent of the inherent risks, 
proportionally, and also with consideration to the institutionôs declared risk appetite. 
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Business Processes and Capital 

Financial and Operational Risks 

 

 

Liquidity Risk 

 

Liquidity risk is the threat that an institution may not be able to meet its maturing obligations in time 
due to a mismatch in the timing and amount of its cash inflows and cash outflows, or that in order to 
meet its obligations it may be forced to transfer its items in an economically irrational way (causing 
opportunity cost or lost profits). 

Liquidity risk depends on the matching of maturities within the balance sheet, on the flexibility of the 
items on the balance sheet, and rates the ability to mobilise the assets of the balance sheet or the 
ability to renew the liabilities or the possibility to involve additional funding (structural liquidity). 

From a different perspective, liquidity represents the requirement to continuously maintain solvency, 
i.e., for the institution to be always able to fully meet its obligations when those become due and to be 
able to perform new transactions depending on  demand for credit or if there are other favourable 
investment opportunities (operating liquidity). 

 

Elements: 

 Funding/ Liabilities (maturity, drawing, structural); 

 Marketability (market side). 

 

 

Assessment Criteria for Inherent Risks 

 

 The liquidity risk profile of the institution: 

ü The extent of the liquidity risk arising from the structure of the institutionôs activities; 

ü The potential involvement of the institution in systemic risk (impact of the threat of 
infection and of the withdrawal of deposits, volume within the P&S system). 

 Involvement of owners: 

ü Refinancing within the group as a percent of the balance sheet total. 

 Proportion of own funds: 

ü Own funds and reserves as a percentage of the balance sheet total; 

ü Ratio of the solvency margin to the risk-weighted balance sheet total. 

 Matching of maturity profiles in the balance sheet; 

ü Mismatch between the average time to maturity of the assets and liabilities that have 
maturities; 

ü The contractual cash-flows for balance sheet items with maturities; 

ü Coverage of outstandings with medium and long-term (longer than one year) maturities 
with foreign funds with medium and long term maturities; 

ü Coverage of medium and long-term outstandings, investments and banking assets with 
foreign funds with medium and long-term liabilities and with equity. 

 The volatility or the core deposit of foreign funds and the liability groups representing enhanced 
risk: 
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ü Ratio of sight deposits and liabilities to the balance sheet total; 

ü Dependency on large single deposits; 

ü The indicator of dependency on large depositors; 

ü Extent of liquidity reserves; 

ü Liquid assets as a percentage of money market funds and large single deposits; 

ü Liquid assets as a percentage of sight deposits; 

ü Volume of contracted and free credit lines (current account overdraft facilities and credit 
card limits separately highlighted); 

ü Ratio of secured assets. 

 

 

 

Classification Levels for Inherent Risks 

Low 

 Determinant refinancing by owners; 

 High ratio of own funds to the balance sheet total (above 30%); 

 Negligible mismatch between the maturity of assets and liabilities; 

 No guaranteed indexing for annuity services; 

 Ample and liquid working capital; 

 Planned and well predictable cash-flow; 

 Minimal differences in content between the composition of cash outflows and cash inflows; 

 There are no products with guaranteed returns; 

 Portfolio concentrations are not typical; 

 High volume of existing reserves; 

 High ratio of liquid assets. 

 

Moderate 

 Significant refinancing by owners; 

 Ratio of own funds to the balance sheet total is above 20%; 

 Insignificant mismatch between the maturity of assets and liabilities; 

 Guaranteed indexing not typical for annuity services; 

 Sufficient and liquid working capital; 

 Well predictable cash flow; 

 Limited differences in content between the composition of cash outflows and cash inflows; 

 The proportion of products with guaranteed returns is not significant; 

 Portfolio concentrations are not typical; 

 High volume of existing reserves; 

 Adequate ratio of liquid assets. 
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Significant 

 Significant refinancing by owners; 

 Ratio of own funds to the balance sheet total is modest; 

 Significant mismatch between the maturity profiles of assets and liabilities; 

 No guaranteed indexing for annuity services; 

 Sufficient and liquid working capital; 

 Cash-flow difficult to predict; 

 Large differences in content between the composition of cash outflows and cash inflows; 

 Products with guaranteed returns are typical; 

 Portfolio concentrations; 

 Satisfactory volume of existing reserves; 

 Modest ratio of liquid assets. 

 

High 

 Significant refinancing by owners; 

 Ratio of own funds to the balance sheet total is around the minimum level allowed in the law; 

 Large mismatch between the maturity of assets and liabilities; 

 No guaranteed indexing for annuity services; 

 Sufficient and liquid working capital; 

 Cash-flow is not planned and difficult to estimate; 

 Significant transfers in maturities, short-term liabilities used to fund long-term assets; 

 Dominance of products with guaranteed returns; 

 Concentrated liabilities, large single deposits; 

 High volume of existing reserves; 

 Insignificant ratio of liquid assets. 

 

Assessment Criteria for Risk Controls 

 

 Role in the management of liquidity within the group of institutions; 

 The status of regulation of the liquidity management process (also covering monitoring and 
action and crisis plans and the underlying stress testing) and its coordination with the liquidity 
risk profile and the declared risk tolerance; 

 Adequate operation of ALM and of the ALCO; 

 The suitability of the institutionôs internal procedures for the identification and measurement of 
liquidity risk, also in stress scenarios, with consideration to the completeness and timeliness of 
the data (on-balance sheet and off-balance sheet items, contractual clauses, other restrictions) 
and to prudence in judgement; 

 The adequacy of the institutionôs annual, medium and long-term plans for the allocation of 
assets and liabilities to maintain a long-term match of the maturity profiles in the balance sheet 
structure and the adequacy of their continuous reviews (at least quarterly and during the annual 
plan preparation), with consideration also to the allocation of expenses and revenues related to 
the management of the liquidity risk; 
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 The adequacy of the records underlying the management of operating liquidity (with value 
dates, weekly and monthly) for the coordination of the timing of revenues and expenses, with 
consideration also to the breakdown by foreign currencies; 

 The adequacy of the system of limits to ensure the limitation of risk; 

 The adequacy of the measurement and reporting of the utilisation of limits; 

 The adequacy of the creation of liquidity reserves; 

 The adequacy of the institutionôs liquidity crisis plan and of its update. 

 

Classification Levels for Risk Controls 

Strong 

 Adequate regulation is enforced, the efficient operation of the ALCO is ensured; 

 The institution conducts operating liquidity management (with value dates, weekly, monthly), the 
underlying records are accurate and transparent; 

 The institution has annual medium and long-term allocation plans for assets and liabilities, 
which it continuously reviews (at least quarterly and when preparing the annual plan); 

 The internal procedures of the institution are suitable for the identification and management of 
the liquidity risk, the limitation of risk is ensured by an adequate system of limits; 

 The measurement and the reporting of the utilisation of limits is solved; 

 The institution has a liquidity crisis plan in place. 

 

Adequate 

 Adequate regulation is enforced, the efficient operation of the ALCO is ensured; 

 The institution conducts operating liquidity management (with value dates, weekly, monthly); 

 The institution has annual medium and long-term allocation plans for assets and liabilities; 

 The internal procedures of the institution are suitable for the identification and management of 
the liquidity risk, and it operates a system of limits; 

 The institution has a liquidity crisis plan in place. 

 

Weak 

 There is no maintained regulation, the ALCO function is not operational; 

 The institution conducts operating liquidity management (with value dates, weekly, monthly); 

 The institution does not have annual medium and long-term allocation plans for assets and 
liabilities; 

 The internal procedures of the institution are less suitable for the identification and management 
of the liquidity risk; 

 The institution does not have a liquidity crisis plan in place, or it is not maintained and not 
tested. 

 

Inadequate 

 There is no adequate regulation; 

 The institution does not conduct operating liquidity management (with value dates, weekly, 
monthly); 
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 The institution does not have annual medium and long-term allocation plans for assets and 
liabilities; 

 The internal procedures of the institution are not suitable for the identification and management 
of the liquidity risk; 

 The institution does not have a liquidity crisis plan in place. 

 

Note: 

For institutions that are members of a financial group the judgement of the liquidity risk requires 
analysis on the group level. According to the established practice the activities of the group member 
institutions are partly (or potentially fully) financed by the institution that controls the group, which 
controls their liquidity management to a certain level or fully assumes this responsibility. The role of 
the managing institution could move on a broad scale from granting credit, to the establishment of a 
cash pool to the automatic refinancing of the business plan coordinated and accepted on the group 
level. The first step in risk assessment therefore is to clarify the role of the owner. 

In the case of refinancing to a determinant extent the liquidity risk of the institution is equal to the 
liquidity risk of the group. 
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Business Processes and Capital 

Financial and Operational Risks 

 

 

Insurance Risk 

 

The concept of insurance exposure represents the risk of the possibility of all insurance events ï either 
current or future ï that may negatively affect the institution due to contracts and membership status. 
The size of the risk is identical to its probability of occurrence. This includes for example the risk of 
how much the institution will be capable to meet its service obligations based on the available 
premiums and reserves. Risks may present themselves from both the underwriting and the reserve 
side. In both respects the risk exposure of the institution derives from the uncertainty of the extent of 
risk taken. 

By insurance risk control we mean the process and the practice within which the given institution 
establishes and develops its risk-taking policy and identifies or defines the insurance risks that it takes 
(or wishes to take), and elaborates and operates its procedures and policies for the continuous 
management, mitigation and monitoring of its risks. 

The net insurance risk, i.e., the risk level affecting the entire institution is determined by the extent to 
which the management of the risks taken mitigates the risks inherent in the activities. 

 

Elements 

Underwriting: Life and Non-Life 

The risk of the institution taken pursuant to contracts or on the basis of membership status which 
impacts the business of the institution in connection with fulfilment. With regard to the life business the 
extent of the risk fundamentally depends on repurchases and on the reliability of the assumptions 
used for the calculation of premiums and services. Within the non-life business the main indicators of 
risk exposure include the deviation of cancellations and damages, the concentration and accumulation 
of risks. 

 

Risk of Technical Provisions  

The risk is inherent in the possibility that the provisions may not provide protection against the 
evolution of loss payment that differ from the statistics or against errors in the assumptions used, or 
against unpredictable (macro-level) sharp rises in claims management and service expenses on the 
long term. 

 

 

Assessment Criteria for Inherent Risks 

 

 The reliability of assumptions in the areas of underwriting and reserves (whether or not actual 
values for loss payment significantly differ from those calculated); 

 Access to statistics: the institution has relevant statistics when taking risks, or launches a 
product in a line of business where statistics are not yet available. 

 Changes in the composition of products or in the structure of services; 

 The ratio of repurchases in life business : the risk of a sudden and unexpected increase in the 
ratio for the established portfolio; 

 Cancellations in non-life business : these increase the instability of portfolio; 
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 Deviations of loss payment: loss payment frequently differ to a significant extent from those 
calculated; 

 Risk concentration: strong regional concentrations  can be observed with regard to individual 
lines of businesses (such as for hail damages); 

 Accumulation: Damages that have occurred have ripple effects that cannot be predicted in 
advance, such as liability insurance for pharmaceuticals or the asbestos case; 

 The reliability of assumptions with regard to the creation of reserves; 

 An evolution of damages that differs from the statistics and poses a threat to the creation of 
reserves; 

 Unforeseeable sharp rises in claims management expenses on the long term: Unexpected 
changes in macroeconomic indicators can increase the expenses, which reserves are unable to 
cover. 

 

 

Classification Levels for Inherent Risks 

Low 

 Underwriting and reserves rely on reliable assumptions and well measurable future liabilities 
with regard to all classes transacted, as well as regarding the main products and the services 
with significant amounts; 

 Reserves can be estimated with high level of confidence; 

 Loss payment evolve, as planned and as calculated, significant deviations from the average 
cannot be observed, because the product plans and the reserves rely on proprietary loss 
statistics that are adequately fitting in every respect; 

  Providing  new classes, products and new services is accompanied by prudent and 
conservative product planning and marketing; 

 Innovative products are not typical or not relevant; 

 The proportion of large damages and large risks within product portfolio does not exceed the 
optimal level; 

 With regard to the risk-taking practice and the amount of reserves and with regard to the 
providing of services the institution operates in a sound way. 

Moderate 

 There are shortcomings with regard to both underwriting and the reserve(s) in some classes 
and with regard to a services with lower amounts, or in one or more areas of lower significance, 
but the description for low risk is true for the main classes and products and for the services of 
significant volume; 

 The institution clearly understands shortcomings and has initiated measures to remedy the 
flaws. It has created a time schedule for this and places emphasis on its fulfilment. 

 The extent of innovative products is not relevant and prudent planning was used to prepare for 
their introduction; 

 On the whole, the shortcomings do not threaten the sound operation of the business. 

 

Significant 

 Shortcomings can be found within some classes or for main products and in the case of 
services with considerable volumes; 

 The planning of product and service structures does not rely on prudent and fitting loss 
statistics, the creation of reserves is based on rough estimates, the t reserves are not sufficient 
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to cover claims for damages , because there are significant deviations in damages and their 
numbers are significant; 

 The composition of the portfolio is uncertain due to significant repurchases and cancellations; 

 The institution increases its acquisitions and the number of its members without necessary 
basis with the goal to ñescape aheadò and thus innovations with uncertain backgrounds turn into  
a significant part of the  portfolio, thereby further endangering the soundness of business. 

 There are significant changes in product mix and in service structure; 

 The management of the institution understands the severity of the situation, but the action plans 
are prepared late and the management donôt control the fulfilment of the measures adequately. . 
The financial stability of the institution may also be endangered; 

 As a consequence of revealing a risk , in addition to its tight reporting obligation towards the 
supervisory authority the institution is still capable of solving the problems for a foreseeable 
future, although at the cost of significant losses, and thus there is still a chance for recovery 

 

High 

 Significant shortcomings can be found in several classes and main products, and in the case of 
services with considerable amounts; 

 The planning of the product and service structures is rough, a significant proportion of the 
activities concern portfolios and service packages where fitting loss and other statistics are 
missing; 

 Since the creation of reserves is built on rough assumptions, the reserves do not provide 
sufficient cover for the payments due to an increase in the occurrence frequencies of late 
damages and due to the unpredictable development of cancellations. 

 The rate of repurchases and terminations takes on threatening proportions. The product 
composition and the service structure indicate enduring significant changes. Due to the 
deviation of the damages the reserves are not sufficient, there are regular delays in the 
payments for damages; 

 The risk level of the institution is already threatening its solvency, the negative processes are 
irreversible, and the institution on its own has no further instruments to remedy the situation. An 
immediate intervention by the supervisory authority is necessary for the comprehensive remedy 
of the dangerous sector, service or product portfolio ï with the most appropriate consideration 
given to customer interests ï with a detailed recovery plan, with the restriction of the activity or 
with an exit of the institution from the activity (reducing the portfolio, assignment, etc.). 

 

 

Assessment Criteria for Risk Controls 

 

 Risk-taking policy: To be controlled, whether or not the institution has a comprehensive, all-
encompassing risk-taking policy (reinsurance, reserves, premium calculation, etc.), whether or 
not the principles and criteria set forth therein provide adequate detail and good definitions for 
the breakdown of various decision-making levels for risk-taking, whether or not they specify the 
responsible persons and scopes of responsibility. Whether or not the system of risk-taking is 
flexible enough to enable the use of risk surcharges or clauses (to narrow the risk) if necessary; 

 The Principles and the Regulation of Claims Management: Whether or not the system for the 
control of damages (payments for damages) is duly regulated, with particular consideration to 
the rules and the responsible persons for the creation of reserves for outstanding claims, 
whether or not the incentives and responsibilities for the business, for risk-taking and for claims 
management are sufficiently separated, whether or not the concept of equitable damages is 
used and pursuant to what system of rules. 
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 Product Development: How well regulated is the institutionôs internal system for the introduction 
of new products and for the taking of new risks. Is introduction supported with a thorough 
preliminary analysis of risk, with actuarial calculations and with models? What is the level of 
documentation for the products and to what extent is the documentation system updated for 
product corrections. 

 Process Control Issues: Does the given institution have descriptions or regulations for risk-
taking, claims management and product development processes and to what extent comply the 
actual processes with these regulations? 

 Measurement and Analysis of Risks (Risk Monitoring): To be examined, how regularly (such as 
quarterly, monthly, annually, ad-hoc) the given institution measures and analyses the risks that 
it takes, how ñdeepò and detailed these measurements and analyses are (product, class, 
institution), and what level of the organisation is informed by the contents of the given analyses 
(product manager, class head, senior management); 

 Pricing Principles: The primary question is whether or not the insurer has any pricing principles, 
a pricing policy on the level of the class and the product, and what principles are used and how 
often to review the prices; 

 How well defined are the System and the Structure of the Reinsurance Contracts, whether or 
not they are suitable to cover and to protect the risks taken, how well the structure of 
reinsurance matches the product structure, whether or not the administrative processes are 
sufficiently ñclosedò and well regulated; 

 Reserve Policy: Is the system of reserve creation developed with methods suitable for the risks 
taken, is it properly documented, what are its levels of automation and IT support, does the 
process have the necessary control points and control steps; 

 

Classification Levels for Risk Controls 

Strong 

 The institution identifies risks along forward-looking principles that are conscious, prominent, 
regular and detailed and specified in the risk-taking policy; 

 The executive body of the company (the executive board and the management) makes its 
decisions on the risk policy and on the risk-taking appetite of the institution with an 
understanding of and with consideration to its processes and the threats posed by the 
circumstances, and expects that risk analyses be prepared to a high standard about changes in 
exposures using risk monitoring and regular and ad-hoc reports, and that their decisions be 
supported with stress tests (occurrence of damages, emergence of claims for damages, or their 
accumulation or concentration, etc.); 

 The control processes and procedures match the size of the institution and the complexity of its 
activities, process-integrated controls and feedback ensure the control of continuously high 
standard. The institutionôs management of its risks corresponds to the expected best practice. 
The reinsurance policy matches the risks taken; the reserve calculation methodology and the 
premium calculation (pricing) policy are outstanding. 

 

 

 

Adequate 

 The recognition and the management of risks extend to relevant classes and to the main 
products, thereby almost fully covering all of the institutionôs activities. With regard to the 
identification of risks there are shortcomings to be found, which are of negligible significance 
and of moderate consequences in the risk policy. 

 The management of the institution (the executive board and the management) are aware of the 
existence of these shortcomings and have initiated their elimination; 
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 Concerning relevant classes and the main products and services that cover a relevant part of 
the activities, the calculation of the premiums and the conditions for the use of the services are 
based on reliable statistics. 

 Typically there are regular reviews to ensure that changes in risks are followed up, with quick 
corrective measures by the institution. The detection of changes in risks is supported with 
regular reports and analyses, but not extending to every risk. The analyses are not adequately 
detailed or not sufficiently forward-looking with regard to certain criteria, although this would be 
necessary for certain areas or products. It may occur that the management is not informed in 
due time about errors but the correction of errors is initiated and control activities in processes 
are reinforced; 

 The reinsurance management program adequately matches the activities, although it is rough or 
incomplete from some perspectives, while concerning the relevant classes and the main 
products the methodology for reserve creation and the premium calculation policy have features 
characteristic of the Strong level; 

 It can be found, that the management of risks is in harmony with the weight of the institutionôs 
activity and its size, it meets the fundamental requirements and concentrates on the essentials. 
Insurance risks are generally controlled by management to an extent that does not necessitate 
any special or deeper-than-usual risk monitoring of the institution by the HFSA. 

 

Weak 

 The risk management system of the institution, the recognition of risks and the risk policy do not 
extend to further relevant classes of activity beyond certain elements of insurance risk and 
beyond certain fundamental products and services, or there may be shortcomings to be found 
even in certain relevant classes, and the activities of the institution are only partially covered; 

 The regularity of risk identification does not reach the desirable frequency and its level of detail 
is not sufficient; 

 There are smaller and larger shortcomings to be found in the risk policy, such as there is no 
reinsurance policy to cover every required classes of the insurance activity, the transparency of 
reinsurance settlement, the reserve methodology is incomplete or not sufficiently well founded 
or based only on generous estimates; 

 The management of the institution (the executive board and the management) do not place 
adequate emphasis on conscious risk identification and risk-taking policies, and neither have 
they initiated the comprehensive and interdependent development of the full risk management 
process; 

 Although statistics are used for premium calculations and for the planning of services, these 
however are not matched to the activities of the institution in the desired way; 

 The reinsurance program of the institution only partly cover its insurance activity, or it is not 
aligned with the profile of the activity or the product, the conditions dictated by the reinsurance 
counterparty may cause the institution to drift into an unfavourable situation; 

 The regulations for risk management are incomplete and not updated. The standard of the risk 
monitoring activity is questionable, and although in some regard it would be necessary to 
prepare forward-looking analyses and stress tests, such are not prepared. Even if regular 
reports and analyses are prepared, management do not place adequate emphasis on those 
within the institutionôs strategic and business planning or within their business decisions; 

 Due to the shortcomings the company generally ñrespondsò with a delay to risky events, and 
thus an increasing probability of those could endanger its operations. The institution is still 
capable of developing and operating the risk management policies and methods in order to 
restore the soundness of the business. 
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Inadequate 

 The forward-looking assessment of risks and risk policy are non-existent concepts on the 
systemic level, or they are only weakly represented activities within the company. The 
institution appraises and manages risks only occasionally and haphazardly, such as when 
launching a new class or new product or when beginning  to provide a new service; 

 Statistical support for risk calculation and for planning loss payments is haphazard or 
inadequate; 

 There may be cases where the insurer does not have a reinsurance contract although its 
insurance classes would require it. The institution has no available risk management 
regulations, or even if those are documented to some level or extent, compliance and 
accountability are not controlled and their integration into the processes is not solved. 

 There is no risk monitoring activity or it is only rudimentary, the analyses are haphazard and 
ex-post and their quality may also be questionable. Even if regular reports and analyses are 
prepared, management does not pay attention to them. 

 The management (the executive board and the management) of the institution have not 
initiated a conscious assessment and development of the risk management process. An 
intervention by the supervisory authority is required for the immediate development and 
application of risk management. 

 

Note: 

When judging the exposure to insurance risk the supervisor must prioritise and weigh the individual 
factors and partial risks and the classification of the exposure to insurance risk is obtained as a 
resultant of the partial results. 

There may be cases where the willingness of the institution to take risk is so low, that it does not 
require a process-integrated system of risk management. In such cases the missing or non-
assessable risk control should not worsen the net risk rating of the insurance activity, which for 
instance could also be considered as moderate. 

The Elements of Insurance Risk Control: 

These extend to the conscious identification and assessment of the special insurance risks taken by 
the institution, to the formulation of the policies in response to the occurrence of risks taken, to the 
development and control of systems of rules for practical application. In order for the extent of the 
realisation of risks to be known, risk management is supported with regular, partial and ad-hoc reports, 
and with stress tests and analyses concerning unexpected situations. Management (the executive 
board and the management) base their strategic and business decisions concerning the insurance 
classes or the products and services on a joint assessment of risk and risk management (monitoring 
results). 

 

 Risk Identification: Investigates what special risks the institution has taken and in what way 
(method of risk assessment and risk analyses). It is a prominent aspect to review risks regularly 
and to an adequate level of detail, with special emphasis on classes and types of services with 
significant risk (due to concentration and accumulation). As a result a detailed insurance risk 
profile should be compiled, extending to the classes and the main products and services. 

 Risk Policy: When making the assessment, consideration should be paid to the extent 
(reinsurance, premium calculation, the creation of reserves, etc.) and to the quality of the risk 
management policy used by the institution. It should be investigated whether or not it extends to 
the entire range of risks taken, and how and on what levels the risks are managed. It is 
important that the risk policy should match the risks, which is to be ensured by regular reviews 
and updates to the policies. 

 Regulation and Control of Risk Management: With regard to the procedures the methods should 
extend (both in quality and depth) to the segmentation and separation of tasks, to the limits and 
to the use of other preventative regulations, in order for the risks to be controlled. Prominent 
assessment criteria include the level of the extension, segmentation and the quality (levels of 
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decision making and of responsibility, scopes of responsibility) of the regulations and their 
updating following the feed-back of the results of regular reviews. In specific: Does the 
institution have descriptions and regulations for risk-taking, damage management and product 
development processes and how well do actual processes comply with those regulations. 

 Risk Monitoring: In addition to being fully comprehensive (product, class, institution) its use 
should also extend to the special risks that are not covered by risk management. Actually 
regular, partial or ad-hoc reports and analyses. In addition to the standard, frequency and 
classes of relevance of the reports the assessment criteria also include the frequency, standard 
and forward-looking nature (use of stress tests) of the analyses and the consideration of the 
results at the decision making levels of management. 
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Business Processes and Capital 

Capital and Profitability 

 

 

Capital and Profitability are safety elements against net risks. Their roles differ for various risk types 
and types of institutions. 

We assess the adequacy of capital and profitability in connection with the operation of the entire 
institution. The assessment is forward-looking, it is not only directed at establishing the quantitative 
adequacy of capital, but also looks systematically at the institutionôs ability and its practice to ensure 
the proper capital ratio, with consideration also to the extent and to the trend of its profitability. 

The system of the rules underlying the calculation of capital, the practice and the result of calculation 
show whether or not capital ratio is in balance with net risk and how well the institution is able to meet 
this requirement continuously. (For institutions governed by the CRD the assessment is related to the 
range of issues covered in ICAAP, which the supervisory authority reviews in the framework of SREP). 

 

Elements 

 

 Capital Adequacy 

Process of Capital Planning (planning, approval level, modification, responsible 
organisation/person) 

Elements of Capital 

ü Pillar I ï Adequacy of the regulatory capital (CRD and Solvency II): 

 The levels of subscribed capital and equity (also for institutions governed by the CRD) 
as prescribed in the regulation; 

 Solvency margin, the capital requirement calculated according to the pre-defined 
models to cover credit risks, market risks and operational risks for institutions 
governed by the CRD, or the Minimum Regulatory Capital (MRC); 

ü Pillar II (CRD and Solvency II) 

 Supplementary elements of capital, for institutions governed by the CRD the part of 
capital not fully covered on the basis of Pillar I, and according to the specifications of 
Pillar II. 

(Together the economic capital) 

 Reserves 

Reserves created pursuant to statutory provisions or pursuant to internal regulations in 
accordance with those (provision, insurance reserves). 

 Profitability 

The institutionôs income generating ability. 

 

Assessment Criteria 

 

 Regularity of reviews of capital and reserve requirements, the integration of result into the 
process of capital planning and capital allocation (to be considered at the SREP column for the 
planning of capital); 
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 Proportionality of the calculation model in relation to the peculiarities of the institution, 
comprehensiveness, up-to-date status, improvement (to be considered at the SREP column for 
the planning of capital); 

 Analysis of new products (to be considered at the SREP column for the planning of capital); 

 Use of sensitivity tests and stress tests (to be considered at the SREP column for stress tests); 

 Level of capital and reserves (to be considered at the SREP columns for risks covered in Pillar I, 
I+ and II); 

 Ability to raise capital, possibilities for raise capital (to be considered at the SREP column for the 
planning of capital); 

 Level of income or trend in profitability, to what extent it can be proved a a buffer ï in addition to 
capital and reserves ï against potential losses (to be considered at the SREP column for 
profitability); 

 Structure of income (whether or not it persistently originates from core activities or usual 
activities, what is the structure of income in connection with the structure of services and 
products offered, the level of interest rates, and market environment), its sustainability (to what 
extent does the structure ensure the long-term and balanced income earning, the internal 
creation of capital) (to be considered at the SREP column for profitability); 

 The security of income retention (the threat of income extraction ï we address the assessment 
of owner conduct within the framework of corporate governance) (to be considered at the SREP 
column for profitability). 

 

 

Classification Levels 

The risk of Capital and Profitability 

 

Low 

 The institution regularly and frequently reviews the capital requirements of all risks important to 
its activity and the results of the reviews are immediately incorporated into the institutionôs 
processes for capital allocation and capital planning. 

 Methods used for the analysis of capital requirement are fully adequate and are in proportion to 
the institutionôs size and complexity. If the institution uses risk models, then the assumptions 
and data used for those are comprehensive, up-to-date and correct. The employed models are 
regularly improved with consideration to best practices established on market; 

 The introduction of new products is always preceded by thorough analysis of capital 
requirements; 

 The institution regularly performs sensitivity tests and stress tests that fully correspond to its 
peculiarities and the results of these are systematically incorporated into the processes for 
capital allocation and capital planning; 

 The institutionôs reserve levels are fully compliant with the regulations and its level of capital is 
considerably higher than regulatory minimum. 

 The institution has adequate reserves and capital corresponding to its risks, even with the 
relatively considerable deterioration of its economic situation or of the situation of its clientele 
(for insurers in the event of unfavourable changes occurring to the forecast peculiarities of the 
insurance events); 

 The institution consciously builds and maintains its options for the use of external funding, it 
considers the peculiarities of these possibilities and the related expectations when planning its 
capital; 
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 The institutionôs ability of  raising capital is good, its capital structure and market position are 
equally to make success in the potential use of external funding (cheap and quick transaction); 

 The profitability of the institution is predictable and persistently above the average in sector, the 
income is derived predominantly from core and usual activities, there is significant internal 
capital generation capacity, and the extraction of income on a large scale is not typical. 

 

Moderate 

 The institution regularly reviews the capital requirements of all risks important to its activity and 
the results of reviews are incorporated into the institutionôs processes for capital allocation and 
capital planning. 

 Methods used for the analysis of capital requirement are adequate and are in proportion to the 
institutionôs size and complexity. If the institution uses risk models, then the assumptions and 
data used for those are comprehensive, up-to-date and correct to the extent required. The 
employed models are regularly improved; 

 The introduction of new products is always preceded by the analysis of capital requirements; 

 The institution regularly performs sensitivity tests and stress tests that correspond to its 
peculiarities and the results of these have an effect on processes for capital allocation and 
capital planning; 

 The institutionôs reserve levels are compliant with regulations and its level of capital is higher 
than regulatory minimum. 

 The institution has adequate reserves and capital corresponding to its risks, even with a 
deterioration of its economic situation or of the situation of its clientele to an extent that is typical 
for periods of recession (for insurers in the event of unfavourable changes occurring to the 
forecast peculiarities of the insurance events); 

 The institution is aware of its possibilities to use external funding, it considers the peculiarities of 
these possibilities and the related expectations when planning its capital; 

 The capacity of the institution to use external funding is average, a potential use of external 
funding is expected to be successful on the basis of its capital structure and market position 
(transaction completed for acceptable price and within acceptable time); 

 The profitability of the institution is predictable and around the average for sector, the income is 
derived predominantly from core and usual activities, there is sufficient internal generation of 
capital for organic growth, and the extraction of income on a larger scale is not typical. 

 

Significant 

 The institution reviews the capital requirements of all risks important to its activity from time to 
time, and the results of reviews are only roughly incorporated into the institutionôs processes for 
capital allocation and capital planning. 

 The methods used for the analysis of the capital requirement are not necessarily in proportion to 
the institutionôs size and complexity. If the institution uses risk models, then the assumptions 
and data used for those are not comprehensive, are sometimes outdated and not always of 
appropriate duration. The employed models are only occasionally improved, and during their 
operation the shortcomings of the model are often covered with expert estimates and integrated 
rules of thumb; 

 The capital requirements of new products are rather only analysed ex-post; 

 The institution does not perform or does not regularly perform or does not perform to an 
adequate quality sensitivity tests and stress tests for the assessment of its capital requirement, 
and the results of these are not incorporated or not adequately incorporated into the processes 
for capital allocation and capital planning; 

 The institutionôs reserve levels are compliant with regulations and its level of capital reaches 
regulatory minimum. 
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 A deterioration of its economic situation or of the situation of its clientele could push the bankôs 
reserve or capital levels below the required level (for insurers in the event of unfavourable 
changes occurring to the forecast peculiarities of the insurance events); 

 The requirement to maintain the capacity to use supplementary funding is not integrated 
organically into the process of capital planning; 

 The capacity of the institution to use external funding is questionable, a potential use of external 
funding is not sure to be successful on the basis of its capital structure and market position 
(expensive and slow option); 

 The profitability of the institution is persistently below the average for sector, the income is to a 
significant extent derived from non core and non usual activities, there is weak internal earning 
of capital and even with this there are occurrences of capital extraction by the owner in a way 
that cannot be planned. 

 

High 

 The institution does not review or only occasionally reviews the capital requirements of risks 
important to its activity. The results of the reviews are not incorporated into the institutionôs 
processes for capital allocation and capital planning. 

 The methods used for the analysis of the capital requirement are not in proportion to the 
institutionôs size and complexity. If the institution uses risk models, then the assumptions and 
data used for those are not of good quality, are outdated and not of the appropriate duration. 
The employed models are only occasionally improved, or not improved at all; 

 The capital requirements of new products are not analysed, or rather only ex-post; 

 The institution does not perform sensitivity tests and stress tests for the assessment of its 
capital requirement; 

 The institutionôs reserve levels are compliant with the regulations and its level of capital reaches 
the regulatory minimum. 

 The institution does not have reserves and capital of a level corresponding to its risks, a 
deterioration of its economic situation or of the situation of its clientele could push the bankôs 
reserve or capital levels below the required level (for insurers in the event of unfavourable 
changes occurring to the forecast peculiarities of the insurance events); 

 The requirement to maintain the capacity to use additional ability to raise capital is not 
integrated organically into the process of capital planning; 

 The capacity of the institution to use external funding is bad, it may not count on additional 
ability to raise capital if necessary; 

 The profitability of the institution is persistently below the average for the sector, or it is loss-
making, the income is derived predominantly from non core and non usual activities, there is no 
internal earning of capital or the capital generated is regularly extracted by the owner. 

 

 

Note: 

Credit risk is the dominant risk of credit institutions. In their case the net risk of lending is covered 
jointly by the capital allocated to credit risks and by the impairments and provisions (hereinafter 
referred to as reserves). 

Theoretically reserves provide cover for average (expected) losses, while capital provides cover for 
losses exceeding those (unexpected). 

There is no mechanism in practice that could ensure the adequacy of reserves to the expected risks 
and this is why the Basel II rules present the calculation method for the adequacy of the sum of the 
two. The sum of the two is also of interest for credit institutionôs risk tolerance: whether or not it has 
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enough credit risk reserves and capital that can cover its expected and non expected lending losses 
with the given confidence interval. 

The market risk represents the main risk for institutions operating on capital market. The expected 
value of market risks is zero, and thus capital is only required for risks in excess of expected risk here, 
so these institutions do not create reserves. 

Reserves play a significant role in securing the risks of insurance institutions. The level of reserves is 
defined using actuarial methods, with the aim to calculate the entirety of risks (average and above 
average). 

Here, the role of capital is to provide protection against potential risks not secured by reserves. 

Since insurance obligations from life insurance are easier to forecast using statistical methods than 
obligations from non life insurance, the role of reserves is significantly higher and the role of capital is 
smaller for the former, while it is less possible to forecast payments in the case of the latter, so capital 
has a greater role here. 

In the case of all three institution types it is fundamentally institutionôs capital that can provide cover for 
operational and other risks, and naturally it is also capital that can represent cover for other 
unexpected losses. 

Institutions employing the Advanced Measurement Approach (AMA) for the definition of capital 
requirement may consider the mitigating effects of insurance and other risk transfer options. 

The above sector-specific factors must always be considered for the assessment of reserves and of 
capital. 
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2. List of Business Activities 
 

 

Business Line I: Corporate Finance 

- In addition to corporate clients, services provided to municipalities, and to the state or to states 

 1. Placement of financial instruments with underwriting; 

 2. Services related to subscription; 

 3. Investment consulting; 

 4. Placement of financial instruments without underwriting; 

 5. Consulting and services related to capital structure, business strategy and related 
issues, and related to mergers and acquisitions; 

 6. Investment analysis and financial analysis. 

 

 

Business Line II: Trading & Sales 

- trading for the account of the institution or for the account of the customer may take place in the following:  
a) Money market instruments /cheques, bills of exchange, depositary notes, etc./; 
b) Foreign currency; 
c) Financial futures and options on the stock exchange; 
d) Exchange rate and interest rate transaction; or 
e) Transferable securities. 

 7. Financial intermediary activity on interbank market; 

 8. Acceptance and forwarding of transaction orders for financial instruments; 

 9. Execution of transaction orders for financial instruments for the customerôs 
benefit; 

 10. Securities lending; 

 11. Placement of interbank deposits. 
 

 

Business Line III: Retail Brokerage 

(Pursuant to the regulation on credit risk management and capital requirements, in connection with exposures 
that meet the conditions for classification into the retail exposure class) 

 

12. 
Executing of transaction orders for financial instruments for the customerôs 
benefit; 

  

Business Line IV: Commercial Banking  

(in connection with all exposures that, pursuant to the regulation on credit risk management ïñHkrò ï and 
capital requirements, do not belong to exposures that meet the conditions for classification into the retail 
exposure class according to the standard approach) 

13. Collection of deposits and acceptance of other repayable financial instruments 
from the public; 

14. Granting of credit and cash loans; 
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15. Financial lease; 

16. Granting of sureties and bank guarantees and agreeing to other bankerôs 
liabilities; 

17. Money exchange. 

 

 

Business Line V: Retail Banking  

(in connection with exposures that, pursuant to the regulation on credit risk management and capital 
requirements, meet the conditions for classification into the retail exposure class according to the standard 
approach) 

18. Collection of deposits and acceptance of other repayable financial instruments from the 
public; 

19. Granting of credit and cash loans; 

20. Financial lease; 

21. Granting of sureties and bank guarantees, and agreeing to other bankerôs liabilities; 

22. Card services provided with the involvement of a card company; 

23. Money exchange. 

 

 

Business Line VI: Payment and Settlement  

24
. 

Cash transfers for third parties not classified as customers, transaction of clearing and 
settlements; 

2
5. 

Issuance of electronic money and equivalent cash-settled instruments and related services; 

 

Business Line VII: Agency Services 

26. Safe-keeping of securities and related record-keeping; 

27. Safe Custody; 

28. Intermediary activities performed for credit institutions or investment enterprises. 

 

 

Business Line VIII: Asset Management 

29. Management of personal portfolios (portfolio management); 

30. Safe custody for collective investments; 

31. Asset management for voluntary mutual insurance funds; 

32. Asset management for private insurance funds. 
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Business Line IX: Insurance / Life  

33. Traditional life insurance; 

34. Marriage insurance and birth insurance where marriage or birth are insurance events; 

35. Unit-linked life insurance; 

36. Personal and group pension insurance (management of personal pension accounts and 
pension funds); 

37. Annuity insurance as a supplement to social security pensions; 

  

Business Line X: Insurance / Non-Life  

38. Accident (including accidents at workplace and occupational sickness); 

39. Sickness; 

40. Automobile third party liability; 

41. Freight (including goods, luggage and all other property); 

42. Fire and natural forces; 

43. Other property damages; 

44. Vehicle liability; 

45. General liability; 

46. Credit (a) general insolvency, b) export credit, c) instalment payment transactions, d) 
mortgage lending, e) agricultural lending); 

47. Surety, guaranty (a) direct surety, guaranty, b) indirect surety, guaranty); 

48. Miscellaneous financial losses; 

49. Legal protection; 

50. Assistance; 

51. Burial insurance; 

 

 

52. Business Line XI: Insurance / Health (Accident, sickness) 

 

 

53. Business Line XII: Insurance / Reinsurance  

 

 

Business Line XIII: Fund (individual and voluntary pension fund, health fund and mutual aid fund) 

54. Establishment and cancellation of membership; 

55. Activities related to membership fees and personal accounts; 

56. Activities related to loans from members (voluntary pension funds); 

57. Fund services / annuities (pension funds); 

58. Fund services / lump sum payments (pension funds); 
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59. Fund services / supplementary and lifestyle improvement health insurance services (health 
funds); 

60. Provision of fund services (mutual aid funds); 

61. Supplementary entrepreneurial activity (voluntary funds). 

 

 

 Central Operating Risk Management  

  
 ALM 

 BCM (also for disaster) 

        BCP System 

        DRP System 

 Protection of Institutions 

         IT Security 

         Physical Safety (also for disaster recovery) 

         Human Safety 

  

Back-office and Support  

  
 IT Support 

 Accounting and Record keeping 

 Data Reporting 

 Personnel and Labour Activities 

 Housekeeping and supply 
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3. The System of Indicators for Risk Monitoring 

3.1. Credit Institutions 
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3.2. Insurance Companies 


