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1. Risk-based supervision and its
Implementation in HFSA processes

1.1. Risk-based supervision

The new requirement of risk-based supervision is that risk must be interpreted in the light of
supervisory responsibilities. The supervisory authority itself is also taking risks, as it does not eliminate
all potential threats (which are theoretically impossible to eliminate anyway) and consequently it may
only be able to fulfil certain legal duties partially. In the course of risk-based supervision, the HFSA
supervises risks while taking risks at the same time.

The implementation of risk-based supervision encompasses the following:

¢ Identification of risk sources that may hazard the fulfilment of supervisory goals, and operate
supervisory procedures that ensure the continuity of identification,

e The cyclical decision-making procedure on the HFSA’s risk appetite which is based on the
assessment and prioritization of revealed risks and sets forth the HFSA’s risk-taking possibilities
and risk management objectives.

These procedures are not only intended to improve the efficiency and effectiveness of supervision but
they also enable a higher level of compliance with corporate governance expectations set for the
HFSA as they significantly improve accountability and transparency in respect of the HFSA’s
operations.

Partial elements of risk-based supervision have been present at the HFSA ever since prudential
supervision began to gain ground. The first risk assessments embedded in supervisory processes
were carried out by our predecessor supervisory authority around the turn of the millennium. Risk
assessment at the time was based on the statistical comparison of institution data (objective risk
assessment) and on the expert judgement of supervisors (subjective risk assessment). The scope and
depth of on-site audits was determined on the basis of the HFSA’s assessment of institutional risks. In
risk-based supervision, the entire supervision process (on-site and off-site) is aligned to risks.

1.2. Risk Cycle of supervision

Risk is a term that refers to possible but unwanted deviations from a reasonably expected future state.
This deviation is measured by the description of potential drawbacks, the probability of these
drawbacks and the indicators generated from these factors.

The logical steps of the risk control cycle are as follows:
a. Description of the expected future state: What characteristics and functions does it have?
b. ldentification of potential risks: specification of risk situations and hazardous events.

c. Measurement of the extent of risks: classification of potential threats, estimation of potential
damages and their probability, selection of a suitable unit of measure to describe both.
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d. Management of risks: Evaluation of risks: with a view to available resources and assessing
benefits and drawbacks, forming a judgment of the level of acceptable risk and establishment of
risk management procedures that are deemed necessary.

e. Monitoring of the effect of risk management and the reporting of the risk level to management
on an ongoing basis — monitoring, reporting.

1.2.1. The expected state

The “expected state of supervision” is manifested in the requirements and responsibilities set out in
EU and domestic regulations and in the supervisory goals, policy and strategy developed by the Board
of the HFSA based on these regulations.

Requirements set out in Hungarian legislation

Based on the HFSA’s responsibilities set out in - laws, the Board of the HFSA has defined the
objectives and responsibilities of the HFSA as follows:

As a member of the community of supervisory authorities within the European Union and functioning
on the increasingly integrated financial market, the HFSA

e ensures the reliable, continuos and transparent operation of the financial markets;
e strengthens confidence in the financial markets;

e promotes the development of financial markets based on fair competition;

e protects the legitimate interests of market participants;

e supports the reduction of risks associated with consumer decisions by providing access to
adequate information;

e actively participates in eliminating financial crime.

EU requirements

The EU directive on financial and capital market institutions passed in 2005 (CRD), - - the Markets in
Financial Instruments Directive (MiFID), the expected solvency directive for insurance companies and
the UPC on the prohibition of commercial practices that are unfair for consumers all set important
requirements for financial supervisory authorities.

e The purpose of the CRD is to clarify the correlation between the institutions’ risk profile, risk
control and capital adequacy. Institutions are required to elaborate appropriate risk control and
capital allocation procedures (ICAAP) while the role of supervision is to evaluate these
procedures.

e The solvency directive that is under elaboration for insurance companies resembles CRD
principles thus it seems to follow EU efforts associated with the CRD both in terms of intended
purpose and contents.

e The renewal of supervisory methodologies concerning investment firms encompasses the
application of the CRD and the MiFID. Besides credit institutions, the prudential rules of the
CRD also apply to investment firms. In respect of investment services, the MiFID also pays

Risk-based supervision methodology of the HFSA 5



special attention to the transparency requirements of markets in addition to regulating
alternative trading systems and procedures.

Requirements associated with risk-based supervision emerge more and more strongly for
employer pension funds and for healthcare, pension and self-support funds in general. In this
context, the strengthening of the internal risk management systems of organisations is
becoming increasingly important.

The HFSA'’s supervision policy and strategy

According to supervision policy theses, supervision entails:

the communication and enforcement of the entirety of standards of conduct;
alignment to the European supervisory framework;

supervisory practices that respect the neutrality of competition and are based on equal
treatment and proportionality;

transparent and accountable supervision that relies on the assumption of responsibilities by
supervisors.

“Efficient supervision” — the HFSA’s strategy until 2010

The key aspects of HFSA activities and supervision are as follows:

Ability to respond — the HFSA'’s goal is to develop abilities and skills that enable adherence and
response at a pace that corresponds with the dynamics of change on supervised markets;

Ongoing and meaningful supervision — supervisory operations must focus on the permanent
supervision of financial markets and activities;

Analysis of professional interrelationships - — definite progress is required from an authority that
basically focuses on compliance with legal provisions and ex-post controlling towards a
professionally competent, proactive supervisory authority that detects, understands and
foresees the key interrelationships in market processes;

Strengthening of the international aspect of HFSA work and supervision — Hungarian
supervision must become international and thereby prepared to collaborate with other
supervisory authorities who use internationally accepted methodologies;

Implementation of EU regulations — the HFSA must prepare for the further integration and
standardisation of the European Union’s internal market and for the harmonisation of national
regulations. Therefore, EU regulations must be adapted and implemented as fast and with as
little derogation as possible, including the requirement on the release of recommendations by
the supervisory authority;

Active influencing to improve the transparency of market operation — in addition to initiating new
legal provisions and passively requiring compliance with them, the HFSA must act in a firm and
timely manner to actively promote market transparency;

Equality of prudential and market supervision — prudential supervision which focuses on the
secure operation of financial institutions and the supervision of market activities and conduct
must become equally important;

Resource utilisation in line with strategic objectives — personnel-related and financial resources
can and should be used primarily for the accomplishment of strategic objectives.
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1.2.2. Identification of risks

The changing goals of supervision are exposed to changing threats. Therefore, the identification of
risks is a continuously renewing duty.

Risk environment

Threats and risk situations can be identified by the analysis of past experiences and/or assessing
future possibilities.

We have mapped out the general structure of risk sources that may hazard the fulfilment of
supervisory goals along “external” and “internal” threats:

e External risks
a. Environmental risks
i Economic cycles and economic policy
i Social risks
i Political, legal, regulatory risks
b. Market risks
i Consumer behaviour patterns
i Product features
iii —interactions of market processes and markets
c. Institutional risks
i Supervised institutions
i Unlicensed institutions
e Internal risks

a. Risks inherent in HFSA’s operation (IT, HR, examination procedures, etc.)
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Chart 1: Risk environment

Risks threatening

HFSA objectives
Economic situation Consumers
and policy

Political, legal, Processes
regulatory risks

In the processes of revealing external risk types (environmental, market and institutional), interactivity
must be provided for. The identification of environmental and market risks must provide immediate
and permanent input for the detection of institutional risks and the other way around. A similar
mechanism must be established for the other two risk categories.

Internal risks
(operational risks)

Environmental

Risk menu and threat card

The tools to identify environmental risks include the risk menu and the threat cards. Risks defined on
the basis of historic experiences are categorised in the risk menu’. We have set up this menu as a
pre-defined, hierarchical structure with elements that can be modified only by way of strict work
processes. The menu presents the “vertical” and “horizontal” structure of risks and sets out the basic
terms of risks and aggregated risks.

Representing an innovative approach, the threat card serves to inform supervisors engaged in risk
assessment on any revealed or suspected risks -not sufficiently supported with past experience-.

The process of risk identification

Not only the main HFSA departments have a role in risk identification: each organisational unit
engaged in core operations (analysts, market supervisors, consumer protection, complaint
management and licensing) take part in it. Instead of the current analytical process from individual
institutions to the entire financial system, i.e. from details to the whole, the detection of threats must be
built on parallel, multi-step, “bottom up” and “top down” processes. Possible process steps are as
follows:

a. Developments within and outside the EU regarding risks associated with financial products,
services and markets, financial institutions and financial “consumer” behaviour;

b. Analysis of expected normative changes in EU regulations and regulatory theories outside the
EU concerning the financial system;

! The risk menu is presented in Annex 1
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c. Analysis of changes in the domestic economic, political and regulatory environment which
impact the domestic financial system;

d. Analysis of characteristic trends regarding domestic credit institution (excluding financial
enterprises) and investment services, insurance and healthcare, pension and self-support fund
services and the services, products, issuances and sales methods of financial enterprises;

e. Analysis of the habits, level of information, financial knowledge and complaints of domestic
financial consumers, analysis of the “consumer readiness” of new services and products
(inherent risks, information and training needs, fair contract conditions and proper sales
channels) of new products;

f. Risk analysis of institutions — identification of the institution’s risk profile.

The regular reviews of material risks that endanger the accomplishment of supervisory goals also
include the discussion of macroeconomic, sector-specific, product and consumer analyses.

Besides generating new threat cards, the results of risk-reveal analyses also serve as a basis for the
Board of the HFSA for the identification of risk priorities, i.e. for determining the risk appetitez.

% To read more about risk appetite, please refer to section 1.3.2.
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1.2.3. Risk measurement

Risk is the calculation of threat: the potential outcomes have a quantitative impact on a specified
target state and the probability of specific outcomes can be estimated.

The extent of risk can be expressed with the following formula:
R=IxP

where “I” is the “impact” of the outcome on the expected state (severity) and “P” represents the
probability of occurrence.

Statistical estimates and expert judgement

Risk quantities are usually measured by way of statistical and/or expert judgements. Due to the
diversity of risks and the information required for their judgement, determining the magnitude of risks
(the extent of losses and the probability of occurrence) is practical by qualitative expert judgement.
Wherever possible, expert judgement should be based on the results of statistical estimates, other
quantitative indicators and the opinions of other experts.

Within other quantitative indicators, there are comparative analyses of data submitted from supervised
institutions to the HFSA and/or the processing of such data to identify unusual conditions of special
significance. The HFSA monitors the operation of institutions by way of the mechanised processing of
regularly reported data. This processing serves the supervision process in three ways:

¢ |[f data suggest a violation of legal provisions or an unusual change at the institution, the HFSA
employees involved receive warning messages;

e Analyses are facilitated by queries that derive time series, cross sections and groups from the
data and indicators that are generated during processing;

Using indicators for peergroup analises,

The HFSA’s KIR system supports the evaluation of institutional risks with hundreds of indicators (for
all supervised sectors) most of which are suitable for benchmarking purposes. Properly selected
benchmark indicators provide a great help to expert judgement.

Evaluation of the risks of institutions

We measure the risks of institutions based on their impact on HFSA goals (impact methodology) and
the probability of the occurrence of situations that may hazard these goals (institution evaluation).

In the course of institution evaluation, the HFSA must assess the types and extent of risks run by the
institution (inherent risks) together with the quality of risk management (risk control) and then
determine net residual risk on that basis. The evaluation by the HFSA must cover both aspects but
must not mix them up. The review of institutional risks and risk control must cover all significant
activities and business units in respect of the size of risks taken by the institution or group of
institutions, the quality of risk control, the reliability of administration and the quality of audits. In case
the processes of the institution are not suitable, the HFSA must take appropriate supervisory action.

The HFSA'’s efforts to supervise institutions must be based on the principle of proportionality. Simpler
methods of supervision can be applied in the case of institutions that do not pose any major risk to
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supervisory goals.3 There is no standard definition of proportionality either from quantitative or
qualitative aspect. Proportionate supervision means that we do not apply the same toolset for
supervising institutions that pose different threats to supervisory goals. This differentiation equally
applies to the supervisory methods employed, the depth and scope of supervision.

1.2.4. Risk management

The purpose of risk management by the supervisor is to mitigate threats that hazard the
accomplishment of supervisory goals the most. Risks may equally appear with the supervised
institutions, with the users of the institution’s services (consumers), with products or in the
environment of the financial intermediation system.

The opportunities of mitigating them also differ and include the following:

e regarding supervised institutions, the motivation and, occasionally, enforcement of prudent
functioning and adherence to laws through supervisory methods;

e development of consumer knowledge and culture through information booklets and orientating
comparisons;

e rendering an opinion on plans relating to new legislation and economic policy, occasionally
lobbying.

Similarly to risk identification, responsibility for risk management by the HFSA does not rest with
institution supervisors exclusively. The responsibility of market supervisors, consumer protection
personnel, licensors and analysts is not smaller either, therefore they do not only have a role in risk
identification but also in the elaboration of risk management approaches and in the monitoring of the
effectiveness of risk management.

1.2.5. Monitoring - Reporting

The final element of the risk cycle is the permanent monitoring of identified, measured and managed
risks and the reporting of material risks to management in a summary of the HFSA’s risk status.

% See the Paper on the ICAAP for Smaller Institutions, CEBS 27 March 2006
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1.3. The HFSA'’s risk-taking policy

Similarly to supervised institutions, a risk-taking supervisory authority must also develop an approach
to risks and risk management and then summarise it in a risk-taking policy approved by the managing
body, in our case the Board of the HFSA. The risk-taking policy must be reviewed regularly and
communicated within the organisation so that it can adhere to the directions set in the policy.

The risk-taking policy summarises the risk-taking and risk management principles of the institution and
sets out standard rules and risk management objectives applied by the organisation.

Risk management principles are determined by the two basic principles of risk-based supervision:

e Supervision is a multi-layered one because it employs public administration methods to manage
non-comparable risks (prudent business management, fair market behaviour, consumer
protection) conveyed by the operation of diverse entities (supervised institutions, markets,
professional users and non-professional consumers) — it supervises risks;

¢ Due to the asymptotic nature of the achievability of supervisory goals and limited supervisory
resources, the HFSA never can be sure that it completely fulfils all legal obligations — it
supervises while taking risks.

With a view to these principles, in respect of risk-based supervision policy, the HFSA
e accepts as a starting point that the purpose of supervision is not to eliminate risks and that the
authority can only mitigate risks;
¢ identifies key risks for each target area in renewing cycles and sets priorities on that basis;
o defines its risk appetite again and again with the simultaneous assessment of preferred target
conditions and available resources.

Thus the risk assessment policy is also sets out in detail the HFSA’s risk-taking principles, priorities
and actual risk appetite.

1.3.1. Risk-taking Principles

The methodology of risk-based supervision is built on the following risk-taking principles:

e Establishment of risk assessment along the same principles which we expect from supervised
institutions. It should include the management of supervisory risks, the setting of the risk cycle
and the creation of a strategic risk management function.

e Monitoring of the complex risk environment that hazards the HFSA goals;
e Identification and prioritization of risks;

e Resource allocation based on prioritization during budgeting;

e Provision of guidance to decision making in day-to-day operations;

e Elaboration and application of a differentiated methodology for managing risks of different
types and priorities;

e Application of the principle of proportionality, i.e. methodologies should be applied in an extent
suitable for the specialties of the issue, institution, etc. concerned.

While risk-taking principles are set for the long run, the priorities and risk appetite of the supervisory
authority must be revised and updated at least yearly.
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1.3.2. Risk appetite

Risk appetite refers to the amount of risk which an organisation is ready to take, able to tolerate and is
prepared to be exposed to.

Since the amendment to the Act on the HFSA in 2005, the HFSA has been no longer required to carry
out comprehensive on-site audits at the supervised institutions every second year. This change
represents general acknowledgement of the fact that the maturity of domestic financial institutions and
markets have reached a level where the order of supervision does not need to be set in a
standardised and “mechanical” manner. It is more useful to allocate limited available resources based
on the calculated decision of the HFSA along an optimization mechanism.

On financial markets, risk-based supervision can create a correlation between the social costs of
market and institutional disturbances and the costs of supervision. As part of this endeavour, the
HFSA determines the level of risk which it still considers tolerable (its own risk appetite) and identifies
risk types for which it plans to allocate resources to monitoring and risk management. The goal is to
achieve the highest possible level of risk mitigation with the utilisation of available resources in order
to accomplish HFSA goals.

Risk appetite is dynamic and it is constantly affected by environmental changes. The risk appetite for a
specific period of time is set by the Board of the HFSA in the respective Risk-taking policy. The Board
determines the amount of risk to be taken by the HFSA with a view to the characteristics of the
domestic financial market, the supervisory goals and priorities that evolve on the basis of market
trends and the legal environment which determines the HFSA’s operation (Act on the HFSA, domestic
and international requirements for the HFSA). During the preparation of the risk plan, the Board
carries out risk prioritization in two steps. In the first step, they take the environmental risks reported
by analysts and select the ones which will have the strongest impact in the coming period and assigns
resources to the management of these risks. In the second step, a threshold (risk level) is set in each
activity. The reaching of these thresholds triggers the allocation resources to risk mitigation. At set
intervals (or during the year), it may be necessary to revise and update the risk appetite in order to
accommodate to changes in the environment.

Either in an implicit or explicit form, every organisation has a risk appetite. The reason that we think it
is important to determine and communicate our risk appetite is that the HFSA’s operation should be
transparent both for our associates and for the outside world. We believe there should be a clear link
between the HFSA’s goals and strategy. This is one tool to ensure that our activities serve the
accomplishment of goals and the implementation of our strategy.

Risk prioritization

Risk-based supervision means that the HFSA supervises each institution and phenomenon that
appears on the market and conveys observable and identifiable risks by allocating supervisory
resources to it which are proportionate to the threat posed by these risks regarding the
accomplishment of HFSA goals.

As mentioned before, the extent of risk can be characterised with two factors:
e The size of effect of potentially adverse events (impact) and
e The probability of occurrence of potentially adverse events (probability).

The scope and direction of supervision is determined on the basis of the social impact which the risk
may generate, i.e. it relies on an impact analysis and the measurement of the probability of the risk
event.
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2.Institution supervision

Institution supervision encompasses the monitoring of activities and the processes of a given
institution using various supervisory methods (on-site and off-site) in order to reveal problems in a
timely manner. Institutions may be supervised individually or as part of a group based on their position
in the supervision matrix.

The following activities belong here:

e Cyclically repeated institution evaluations which include on-site investigations and related
supervisory measures as deemed necessary;

e On-site and off-site supervision between institution assessment cycles, data provision and the
processing and monitoring of any other incoming data and information and other communication
that relates to the institution (e.g. rendering an opinion on submissions, responding to requests
for licenses and opinions, etc.), permanent contact keeping and ad-hoc measure if it is needed
(including targeted investigations as well);

e Thematic investigations carried out along a separate plan (provided they involve the institution)

Information obtained in the course of the ongoing supervision of institutions is built into the periodic
institution evaluations. In turn, evaluation results serve as a feedback to ongoing supervision and
affect the intensity (scope and forms) thereof.

2.1. Impact rating

The prioritization of risks is enabled by risk measurement. Risk is measured by its impact on
supervisory goals and the probability of the risky event:

Risk = Impact x Probability

This section addresses the measurement of the impact of prudential risks of supervised institutions
which may hazard the accomplishment of HFSA goals.

We apply a filter for supervised institutions to select companies whose potential market failure would
not have any significant impact on the HFSA’s goals. The filter uses company size, customer base
and the value of managed assets as a basis for sorting and may also include other characteristics that
are significant for supervision. The applied algorithms of the filter may differ from sector to sector.

Using the filter, we assign institutions to different groups based on their impact on HFSA goals. This
rating determines the intensity of supervision in respect of the company concerned which is further
refined later by the probability of risks.

With a view to their impact on HFSA goals, supervised institutions are classified into the following
categories:

Weak: “WEA” grade, value 1
Below medium: “‘BEM” grade, value 2
Above medium: “ABM” grade, value 3
Strong: “STR” grade, value 4

We basically assign two very different supervising methodologies to these categories:
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If the impact level is above medium (ABM, STR), a detailed institution analysis is prepared and we
carry out intense institution supervision.

If the level of impact is below medium (BEM, WEA) we apply simpler methods for supervision and do
not prepare a detailed risk analysis. We keep revealed risks under control thematically using market
and product information gathered and the monitoring system that processes the data reported by
institutions. We consider this method equally suitable for controlling significant market disturbing
factors that evolve from the similar problems of many low-impact companies even from the remarkably
aggressive activities of a single low-impact company which misleads customers. In these particular
cases, the purpose of supervision is not to retain the prudential security of individual companies but to
control their market activities and to prevent potential market disturbances which requires other toolset
than prudential supervision.

Within these two clearly distinguishable groups, further differentiation is carried out in accordance with
respective categories.

The intensity of supervision and the identification of applicable supervisory tools are further refined by
the measurement of the probability of ocurrence. The consolidation of impact and probability produces
a matrix which enables the drafting of the supervision map. As risk increases, the measurement of
probability of occurrence extends the complexity of supervisor’'s toolset. Furthermore, - shift towards
more intense supervision may also be triggered by the increase of probability.

The principles applied for specific sectors can be summarised as follows:
Banks and banking groups

e We have not qualified any banks as “weak impact” institution.

e Due to the significance of banking groups, we have not rated any banks that govern groups
below the “above medium” category. We used market share calculated on the basis of the
group’s adjusted total assets to differentiate between STR and ABM categories.

e Size-based classification was carried out with a view to adjusted total assets and to market
share calculated on the basis of total deposit value.

e Based on these rating criteria, the eight largest domestic banks and thus the eight largest
domestic banking groups have been assigned to the “strong impact” category.

Special financial market participants

e We have assigned Giro and BIS Rt. into the “strong impact” category as they are institutions
that provide for the undisturbed operation of the financial system. (Regarding capital market
participants, we followed a similar approach when rating the Budapest Stock Exchange and the
Central Clearing House and Depository.)

e As our legal liability concerning branch offices is limited to consumer protection and liquidity
issues, we assigned them to the “weak impact” category. However, if the activity of branch
offices in deposit collection intensifies and their market presence becomes stronger, their
impact will grow as well. Consequently, their rating and the applied method of supervision may
change as the value of deposits goes up.

e The supervision of specialised credit institutions, mortgage banks and housing savings funds
cannot be based on the methodologies applied for other credit institutions. It requires special
data reporting, monitoring and risk evaluation.

Risk-based supervision methodology of the HFSA 15



Capital market institutions

We rated capital market institutions based on their activities.

Investment enterprises dealing on own account have been assigned to below medium, above
medium and strong impact groups depending on the value of managed securities.

We assigned investment fund management firms to below medium, above medium and strong
impact categories based on the size of managed assets.

Investments funds were assigned to the below medium category.

Financial enterprises

In order to remain consistent at institution level, we have not assigned any financial enterprises
into the strong impact category.

All financial enterprises that do not belong to a banking group are considered to have weak
impact.

Regardless of their size, financial enterprises subject to consolidated supervision are assigned
to the “above medium” impact category.

Individually assessed financial enterprises that belong to a banking group, perform special
activities and are not subject to consolidated supervision are assigned to the WEA (below HUF
1 billion), BEM (HUF 1-10 billion) or ABM (above HUF 10 billion) category based on their size,
i.e. their total assets.

Credit cooperatives

In order to remain consistent at institution level, we have not assigned any credit cooperatives
into the strong impact category. Nevertheless, the significance of the sector is still reflected in
the rating as the category limits are significantly lower than those applied for banks based on
the value of customer deposits.

With a view to their customer loans and customer deposits, credit cooperatives are assigned to
the ABM, BEM or WEA categories.

Insurance companies

Regardless of size, insurance companies that lead a financial group have been assigned to the
strong impact category.

Based on size and type of activity, insurance companies that belong to a financial group have
been assigned to the strong, above medium or below medium impact category. No insurer
operating in the form of a joint stock corporation has been rated as a “weak impact” firm.

Type of activity is the next rating criterion. Insurance companies engaged in certain high-risk
sectors (unit-linked, mandatory vehicle liability, guarantee, loan) have been assigned to the
above medium impact category even if they only operate in a single sector and at a low volume.
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e Insurers who have not been categorised based on the criteria discussed above are rated on the
basis of total insurance premium revenues.

Healthcare, pension and self-support funds

e Classification was based on the type of funds.

e Regardless of size, mandatory pension funds have been assigned to the strong impact
category.

e For other fund types, the size of membership and managed assets served as a basis for rating.

Impact rating of groups

a. Inthe case of groups, both the group and the individual group members are rated.
b. The group always receives the same rating as the group leader institution.

c. The impact rating of group member institutions may differ from that of the group because we
supervise institutions both at group and solo level.
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2.2. Institution assessment

Institution assessment entails the updating of information collected at regular, institution-specific
intervals during ongoing supervision by analysing comprehensively the risks conveyed by the
institution’s operation in order to mitigate risks that are relevant from a supervisory viewpoint with
methods and to the extent ,as reasonable”, with a lasting effect. Assessment rests on a standardised,
transparent and consistent procedure. It is implemented along specified assessment criteria (Annex 2)
and using an IT support system that provides a standardised framework. The analysis combines the
tools of offsite and onsite investigations.

Institution assessment is only carried out for individually supervised institutions.
The goals of institution assessment are multi-directional:

e To determine if the activities of the institution (or group) convey any risks that may hazard the
achievement of the HFSA goals. If yes, the weight of the risk and the effectiveness of risk
management must be assessed to decide if any problems exist which call for action. If yes,
corrective action must be proposed, including measures that involve related to risk management
system, capital and reserves. The fundamental goal of the HFSA is to check the approved
supervision program with the institution and then monitor the implementation of measures.

e To assist the planning of further supervisory actions with the results of institution assessment. In
combination with other information, the repeated, frequent and similar problems indicate areas
where thematic investigations are needed — this is an indirect goal which serves proactive
supervision.

e To assist the planning of prudential supervision with a summary rating resulting from institution
assessment — this tool serves the efficient accomplishment of the fundamental goals of the
HFSA.

As a value that represents institutional risk, the aggregate rating can also be interpreted as the
probability of risky events that may hazard the achievement of HFSA goals. When examined in
combination with the impact rating of the institution (which is based on the scope and nature of the
institution’s activities), it reflects the supervisor’s risk. This value determines the institution’s position in
the supervision matrix and the position indicates the intensity of supervision required for the institution.
This serves as an input for the preparation of the HFSA’s supervision plan.

2.2.1. The IT support tool for institution assessment —
the institution folder

The institution folder is the most important working tool of institution supervision. It is a system of
tables and documents which capture the identification, evaluation and management of risks revealed
at the institution along with the results of these processes. These risks can be mitigated with the
means of institution supervision.

The folder consists of a set of interconnected tables and documents which either refer to or are
embedded into each other. These tables are supported by IT processes and assisted by standardised
calculation routines.

An institution folder exists for each supervised institution. Still, the level of detail presented below is
only implemented in the folders of individually supervised institutions that have an “above medium”
impact. The folders of “below medium” and “weak” impact institutions contain limited data and are
updated automatically with incoming data.

Institution folders have a standardised structure. Each tab in the folder functions as a link to the
institution assessment table system, the supervision program, the measures and follow-up entry
screens, the SREP table, the monitoring indicators and other information that assists risk assessment.
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The structure of the institution assessment table system

In the case of institutions that are subject to individual assessment, the “guiding tool” of the standard
risk assessment process is the system of institution assessment tables where the institutional risk
values are recorded.

The elements of the table system are as follows:
e Summary table

e Risk group assessment tables that support the detailed evaluation of specific risk groups (1
table for each risk group, i.e. 10 tables in total)

e The Business lines and activities table which supports the evaluation of risks in the Financial
and operational risks category.

Table 2: Summary table

[ Coredata |institution assessment| Supervision program| Actions [ Follow-up | SREP [ Threat cards | Messages [Monitoring] Parameters

Status [ |
Sectors Exercising of ownership Products Financial and operational risks
Rating Moderate Rating Adequate Rating Significant Rating Significant
Strategy Customers Capital and earnings
Rating Adequate Rating Weak Rating Moderate
Internal governance Fraud management
Rating Weak Rating Adequate

Internal control system

Rating Weak

Moderate Adequate + Weak + Significant +

Significant

The structure of the institution assessment table follows the following logic: risk sources (external and
internal threats), measurability (measured and estimated) and visibility (analysis, monitoring,
validation, dedicated supervision): after the external threats, it displays the risks conveyed in the
“overall” operation of the institution, its market behaviour with customers and partners, the specific risk
types and the conclusions of the review and assessment process.
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The risks shown in institution assessment tables

The risks shown in the institution assessment table are presented here in a breakdown that reflects
the fields of the summary table. The risk structure (risk appetite) is set out in Annex 1.

Risks can be assigned to four categories. Each category represents a column in the summary table
and the columns are as follows: Environment, Corporate governance, Market presence and Business
processes and capital.

The four categories contain a total of ten risk groups, represented by the fields of the summary table.
The summary table shows the risk ratings aggregated for each risk group and the aggregate rating of
the institution.

Risk groups consist of risk elements. Assessment is carried out per risk element. The ratings of the
individual elements can be recorded and viewed in ten risk group assessment tables.

Within the risk elements of Financial and operational risks, risk segments have been defined. As an
exception, this risk group is assessed on a segment level.

Environment

The analyses of the macroeconomic and sector environment provide a view on risk outlooks, enabling
the evaluation of the institution’s operation in a dynamic environment.

This risk group contains seven risk elements. The sector-specific assessment of the elements is
performed by sector analysts.

Corporate governance

Corporate governance is assessed from the following views: Exercising of ownership, Strategy,
Internal governance and Internal control system. These factors have a combined effect with the risk
controls exercised directly in respect of financial and operational risks.

Market presence

We assess market presence from the following views: Customers and market ethics: We evaluate
customer-related Product features, Customer-related procedures and the status of Fraud
management based on information gained from market supervision and the management of certain
operational risks.

Business processes and capital

Exposure to Financial and operational risks is characterized by the net risk determined by the
evaluation of risk controls and inherent risks conveyed by the institution’s operation and processes.
We review the credit, market, operational, liquidity and insurance risks of significant activities and the
related risk controls on a per-segment basis as well.
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We assess the adequacy of Capital and earnings in conjunction with the operation of the entire
institution. The approach, practical implementation and result of capital adequacy calculations show
whether the institution’s capital is in line with the net risk and the extent to which the institution is able
to meet these requirements on an ongoing basis. For institutions subject to the CRD, the assessment
system is linked to the SREP process.

Ratings in institution assessment tables

The term “rating” refers to ratings of risks and risk controls in the institution assessment table system.

The institution supervisor’s effort to assess the institution is assisted by the HFSA’s analysts, market
supervision and consumer protection staff, HFSA associates participating in the supervisory review
and assessment process (SRP) and the underlying routine of institution assessment tables.

On a quarterly basis, analysts develop the characteristic defaults of sector environments and
measured risk types. The analyst ratings of sector environments appear in the Sectors field of the
assessment table of each institution assigned to the sector concerned. The analyst recommendations
for Financial and operational risks and Capital and earnings automatically appear in the related
column of the risk group assessment table.

The market and consumer protection associates of the HFSA familiar with the specifics of an
institution in different fields can provide recommendations concerning the ratings in the Market
presence column or submit data and information which the institution supervisor can use to develop a
supervisory opinion.

Input values

The ratings in institution assessment tables always include four elements. Not only the manual fields
to be completed by the institution supervisor have four-element input values but the values to be
entered by analysts, market supervisors and consumer protection specialists, too. The elements of
these ratings are obviously different for risks and controls.

Table 3: Ratings in the summary table (example)

Environment Corporate governance Market presence Business processes and capital

Exercising of owsigp

@BEQEANE Products Financial and operational risks
SIGNIFICANT SIGNIFICANT -
Straggy
ADEQUATE
Sectors
MODERATE Internal governance Customers
WEAK WEAK
Capital angarnings
Internal control system MODERATE
Fraud management
WEAK
ADEQUATE
MODERATE ADEQUATE + SIGNIFICANT - SIGNIFICANT -
Summary rating SIGNIFICANT
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Input ratings of risks

e Low-—value:1

A threat that cannot impact the acceptance and solvency of institution adversely even if it
becomes publicly known. The mitigation of these risks, by any reasonable assumption, requires
action from the lower levels of management and the associates involved.

e Moderate — value: 2

A threat that (may) have a temporary adverse impact on the institution’s acceptance but leaves
its solvency unaffected. By any reasonable assumption, these risks can be mitigated by middle
management decisions.

¢ Significant — value: 3

A threat that may have a severe and lastingly adverse impact on the institution’s acceptance
and temporarily weakens its solvency. By any reasonable assumption, the mitigation of these
risks call for action from the execute body (bodies) and executive management.

e High —value: 4

A threat which severely and lastingly shakes the institution’s solvency and the public or not
public risk assessment of market participants.

Input ratings of controls

e Strong —value: 1

A risk control is rated as strong if the institution’s operational management and organisation
identify and properly keep under control all risks that qualify as material for the institution’s
operation. Management takes part in and takes responsibility for the establishment and
application of risk-taking policies and limits. The management body of the company understands
and weighs the institution’s processes and environmental threats and decides on the risk policy
and risk appetite accordingly. Furthermore, they monitor risk control methods and processes
and require operational management to report any extraordinary events. The development of
the risk policy and the enforcement of risk-taking limits are supported by risk monitoring and
reporting systems and a management information system which provides timely and sufficiently
accurate data on changes in circumstances and exposures so that the necessary decisions can
be made before losses are suffered or aggravated. Control processes and procedures are
aligned to the size of the institution and the complexity of its activities. Risk policies and
procedures may not cover all possible scenarios but it is only allowed to a few cases that do not
hazard the continuous business of the institution.

e Adequate — value: 2

An institution’s risk control is considered adequate if the detection and management of risks are
mostly successful but deficiencies exist in risk detection and management processes which
convey moderate potential consequences. Despite these deficiencies, risk control processes
must cover all material risks that derive from the business plans of the institution. The
institution’s management body and operational management must be aware of these
deficiencies and must initiate their elimination. The management body must decide on the
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institution’s risk policy and risk-taking limits even in areas which do not pose a serious risk to
business continuity. Usually, the institution controls risks sufficiently so no special risk
monitoring is needed on the part of the HFSA beyond the usual level of detail.

e Weak —value: 3

An institution’s risk control is considered week if the detection and management of risks are
fundamentally successful but these processes have deficiencies which may lead to severe
consequences from time to time. The institution’s management bodies and operational
management must know of the deficiencies and have plans on how to eliminate them. The
management body must have an insight into the institution’s risk policy and risk-taking limits.
The institution keeps risks under control in a way that special, extraordinary risk monitoring from
the HFSA is only needed occasionally.

¢ |Insufficient — value: 4

An institution’s risk control is considered insufficient if the institution deals with the development
of risk policy and risk-taking limits only on an ad-hoc basis. The control methods and processes
of the institution allow serious departures from the defined risk policy and severe excesses of
risk-taking limits. Cases when the deficiencies of risk control cause proven losses, damage the
acceptance of the institution in a manner observed and noted by the market or lead to
corrections to in public financial statements are considered especially grave. The risks of the
institution call for special monitoring on the part of the HFSA which goes beyond the usual level
of detail.

Output values

The output values of the institution assessment table are ratings generated from input values and/or
other output values by way of a calculation algorithm.

Extension of output values

Within outputs, ten possible ratings are used instead of four as the four-element input ratings are
extended with (+) and (-) indicators.

If the elements of the input value set are consistently:
Low, Moderate, Significant, High,
Then the output values are:
Low, Low (+), Moderate (-), Moderate, Moderate (+), Significant (-), Significant,
Significant (+), High (-), High

The ten outputs aim at supporting a more risk sensitive supervision and should be applied in interim,
internal assessments. The (+) and (-) extension of ratings does not refer to outlooks but to
differentiation within the basic rates. They can be interpreted e.g. as follows: Significant (-) means less
serious, less significant risks; Significant (+) stands for a very significant risk that should raise
concerns.
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Calculated ratings

The calculated ratings are generated from the previous ratings in specific fields of the table.

The last rows of summary table columns (categories) are calculated from column fields (risk groups).
The aggregate rating of the institution is generated by the aggregation of the Environment, Corporate
governance, Market presence and the Business processes and capital categories.

Chart 4: Consolidation of institution evaluation

Environment Corporate governance Market presence Business processes and capital
Exercising of ownership
Products Financial and operational risks
Straggy
Sectors
Internal governance Customers
Captial and ROE
Internal control system | Fraud management
Environment Corporate governance Market presence Business processes and capital

The algorithm of institution evaluation tables

The risks in institution assessment tables are broken down to different levels of detail. One role of the
table is to consolidate heterogeneous risk evaluation into a single qualifying value.

We apply algorithm-based or algorithm-supported expert judgement for the risk assessment
procedure. The method which relies on a risk evaluation algorithm that users cannot modify is used for
the consolidation of risk group ratings. Risks and risk controls are consolidated on the basis of
algorithm-supported expert judgement.
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Weights and limits

There are no rigorous considerations behind risk rating weights and rating thresholds. We have been
seeking usable weights and rating thresholds.

Weighting principles required in the CEBS guidelines: *
e Higher risks should get a higher weight than smaller risks,
e Weaker controls should get higher weight than stronger ones,
e Arisk should get a higher weight than its control.

We formalise the first two CEBS requirements by assigning higher weights to ratings that represent
higher risk or decreasing risk control. A single unit of weight assigned to Low risk and Strong control;
double weight is assigned to Moderate risk and Adequate control; Significant risk and Weak control
receives triple weight; finally, quadruple weight is assigned to High risk and Insufficient control.

The third CEBS requirement is expected to fulfil upon the weighting of values during consolidation.
Input ratings are converted into figures for calculations and grade limits are assigned to potential
output values for output ratings.

Risk group assessment tables

Risk groups can be assessed and assessment results can be viewed in risk group assessment tables.
Each risk group (total of ten) is assessed in a separate table.> While the structure of the tables is
similar, they are not completely identical due to the different characteristics of risk group assessments.
Tables with three types of structures are prepared:

e The assessment table of the Sectors, Exercising of ownership, Strategy, Internal governance,
Internal control system, Products, Customers and Fraud management risk groups includes the
following information for each risk element: rating value, written assessment, attached
documents that support the assessment and, if available, the threat card belonging to risk
element concerned, information on thematic work and monitoring information derived from data
reports. Furthermore, the table contains the aggregate rating of the risk group which is
automatically transferred into the summary table.

* Guidelines on the Application of the Supervisory Review Process under Pillar 2

® When risk group assessment tables are displayed on the user’s screen, the relevant risk group is highlighted in the summary
table.
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CORPORATE GOVERNANCE

STRATEGY
Supporting

Risk element Threat card Thematic  Monitoring Rating documents
[Institution strategy [ A | [ [ Adequate |

Written assessment
[Reputation [ A [ A | | |

Written assessment
[Market position | [ A | | |

Written assessment

Aggregate

e The table of the Capital and earnings risk group includes an additional column: it provides
recommended rating per risk element which may be taken into consideration by the institution
supervisor when assessing the risk group.

BUSINESS PROCESSES AND CAPITAL
CAPITAL AND EARNINGS

Supporting
Risk element Threat card Thematic Analysts Monitoring Rating documents
[Capital adequacy | A [ A ]significant
Written assessment Low
Moderate
Significant
[Reserves | [ A ] [ J
Written assessment N/A
[Earnings [ [ | [

Written assessment

A e [INEGRNEN
ggregate

Written assessment

e From more than one aspect, the assessment table of Financial and operational risks is more
complex than the two previous tables.

U The supervisor carries out assessment per risk segment for each risk element.
U Inherent risks and risk controls are assessed separately.

U Assessment is carried out per business activity in the Business lines and activities table.
Aggregated values are transferred automatically into the Financial and operational risks
assessment table where the supervisor determines the final rating value based on the
rating recommendations of analysts, monitoring, threat cards and thematic information.
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Financial and operational risks

BUSINESS PROCESSES AND CAPITAL
FINANCIAL AND OPERATIONAL RISKS
Net risk Underlying
Risk element Weight ¥ Threat card Th ic Analysts Monitoring Inherent Risk contre Calculatec Overwritter documents
risk
Credit risk 2 ] SignificantiSignifican{Significan| Adequate
Credit risk + dilution risk Low Adequate
Partner risk Moderate | Adequate
Residual risk Low Adequate
Concentration risk Moderate Weak
Securitization risk A /A
Settlement risk Significant| Adequate
Country risk 2 High Strong
Reinsurance (passive) High Adequate
Written assessment

Market risk

Interest rate risk outside trading book
Interest rate risk in trading book
Share price risk

Faoreign exchange risk

Commodity risk

Written assessment

Operational risk

Internal fraud

External fraud

Employer practices and work safety
Customer, business practice. marketing
and product policy

Damages to tangible assets
Business interruption or system error
Execution. fulfilment and process
management

Written assessment

Liquidity risk

Funding / liability side (expiry. drawdown
structural)

Marketability

Written assessment

Insurance risk
Underwriting / life
Underwriting / non-ife
Risk of insurance reserves

Written assessment

[ Business units and activities | Aggregate| |

The assessment table of Financial and operational risks is not sector-specific, it is equally applicable
in each sector. Besides, it is also suitable for assessing CRD Pillar 1 and Pillar 2 risks (which are also
measured and managed by the institution).

The estimates for the weights of risk elements in column 2 are developed by the institution supervisor.
Estimated weights must take into account the business line/activity structure of the institution and the
general, sector-specific and institution-specific risk characteristics of these business lines and
activities. The ratings of risk elements are consolidated based on weights and the aggregate rating is
calculated for Financial and operational risks.

Column 3 provides for the availability of threat cards linked sector-specifically to the risk segment to be
assessed. The threat cards form part of the HFSA’s risk identification toolset. They include
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descriptions of the nature and potential consequences of threats revealed or suspected in any HFSA
process even if the threat has not been supported sufficiently with experiences yet. The threat cards
also serve to assist institution supervisors with rating decisions by forwarding input data from other
institution supervisors, market supervisors and consumer protection associates.

Column 4 contains the results and conclusions of thematic supervision for institution assessment. In
case information gathered during thematic work is available on the assessed risk segment / risk
element and if the information is usable for institution assessment, the related thematic worksheet is
easily retrievable by clicking on the thematic icon in the field concerned.

Column 5 shows the analyst judgement of risk rating characteristic to the sector. The analyst
recommendations in the table are automatically updated with periodic sector analyses at once they
become available.

Column 6 shows the monitoring assessment of institution data from the reviewed period . The data are
derived from indicator-based processing. The monitoring process evaluates, the indicators of the
institution’s exposure in comparison to the typical values of the benchmark group. The
recommendations in the table are updated automatically after each periodic run of the monitoring
program.

Columns 7 and 8 show the ratings of inherent risk and risk controls. The ratings are entered by the
institution supervisor per business activity in the Business lines and activities table. From there,
aggregate ratings weighted with activities are posted to the Financial and operational risks table.

Column 9 shows the net risk calculated automatically from the previous two tables.

The supervisor enters the final overwritten net risk rating in the last column, taking into consideration
all available /underlying information.

The supervisor adds a written assessment to each risk analysis and may attach documents that
support the assessment.

Naturally, the supervisor assesses the risk elements according to institution’s risk profile since it is not
mandatory to add a rating to each single risk type. Besides the four rating values, users can also
select the “Not relevant” category. These values and the risk types of weight fields that have been left
blank will be neglected by the program during aggregation.

Business lines and activities

The Business lines and activities table supports the assessment of Financial and operational risks in
respect of institutions and groups that have complex activities subject to business unit risk control.

The table serves for the entering of ratings concerned inherent risks and risk controls per business
activity. Inherent risks and risk controls are consolidated per risk segment on the basis of business line
and activity weights before being transferred into the Financial and operational risks table. Business
line and activity weights are set by supervisor with a view to the institution’s risk profile.
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Further elements of the institution folder

Institutions’ data

The institutional data screen serves the entry of key data regarding the institution and the group. The
institution’s main organisational documents, internal regulations, minutes, etc. can be added as
attachments. This screen contains the impact rating and risk rating of the institution and thereby
determines its position in the supervision matrix. Furthermore, it includes information on the risk
management cycle and, in the case of groups, data on group membership.

Supervision program

The supervision program for the institution is entered and maintained in the institution folder’s
Supervision program screen. This is where the supervisor enters monitored activities and risks,
relevant planned HFSA actions and the schedule and documents of execution. The supervisor may
assign relevant documents to this screen.

Actions

The Actions page serves to record and maintain supervisory measures taken against the institution.
The related decisions, examination letters and underlying documents are available per category from
this page.

Follow-up

Expected conditions and deadlines entered in the Actions page are transferred automatically into the
Follow-up page where the status and description of fulflment are entered along with related
documentation.

SREP

The SREP page serves to document the steps of the ICAAP-SREP dialogue and functions as a basis
for capital adequacy assessment. Ratings of inherent risks and controls which are also found in the
institution assessment tables are automatically loaded into the SREP table.
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Threat cards

Threat cards which appear assigned to specific risk elements in the institution assessment system are
also available in structured form for review in the folder's Threat cards page.

Messages

The Messages page of the institution folder stores and displays messages concerning the institution.
These messages may contain information, statements and possibly attached documents from any
HFSA area (e.g. prudential, licensing, financial fraud, market supervision, consumer protection,
complaint management, legal, analysis, etc.) which the sender of the message deemed relevant for
the institution’s risk assessment and which may relate to an individual institution, several institutions or
all institutions in a sub-sector or entire sector.

Monitoring

The Monitoring page is actually an information table designed to assist institution supervisors. It
displays indicators and time series grouped per risk element and segment which were used as a basis
for the calculation of recommended monitoring ratings.

Besides the indicator value of the institution / group, the table also includes the average, deviation,
maximum and minimum values of benchmark group indicators.

The description of indicators and relevant statistics (volumes, time series) are also available from the
page.

Parameters (weights and scales)

The Parameters page contains a table for entering and maintaining parameters used with the
algorithms of institution assessment tables.

A part of the parameters are defined at HFSA level depending on the risk-taking policy and the risk
appetite. Supervisors can view these parameters but cannot change them. These fixed parameters
are as follows:

e Field weights used for the consolidation of risk groups
e Grade limits used for the generation of output values

The risk element and segment weights used for the aggregation of Financial and operational risks are
set by the supervisor with a view to the institution’s risk profile.

Log

The Log serves to record events that occur in relation to the institution.
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2.3. Supervision matrix — Supervision methods

Once institutions have been rated regarding impact and probability, each institution can be positioned
in the impact-probability matrix (hereinafter supervision matrix). We have assigned relevant
supervision methods to each matrix level. Depending on the level of risks (impact x probability)
conveyed by the institutions, the following supervision methods are placed in the matrix:

Levels of institution assessment

e Based on monitoring (the scales of applied indicators result in automatic assignment based on
incoming data reports),

e Institution assessment — simplified (completion of the institution assessment table where
assessment is only carried out for risks groups but not for risk elements, except for Financial
and operational risks),

e Institution assessment — comprehensive (full completion of the institution assessment table).

Levels of SREP (for institutions subject to the CRD)

e Simple questionnaire: onsite audits are not common but there may be frequent consultations
with management;

e Standard SREP, the ICAAP-SREP dialogue focuses on the main risks;

e Complex SREP, intense ICAAP-SREP dialogue, comprehensive review of risk profile,
corporate governance and capital adequacy.

Levels of the intensity of supervision

e Monitoring: processing of incoming data reports into a monitoring system without supervisor
attention.

e Standard supervision: monitoring + keeping an eye on other incoming information concerned
the institution (correspondence, minutes, requests for license/statement, press information) +
quarterly review of the institution assessment table.

e Close supervision: Standard supervision + permanent contact + ongoing updating of the
institution assessment table with received information.
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Levels of supervisory action
Actions, supervision program

e Action upon breaching of laws, CEO circular

e Actions based on the supervision program and risk assessment

Follow-up

e Monitoring — follow-up of potential necessary actions in the high-risk categories of WEA and
BEM institutions.

e Intense monitoring - monitoring of actions in the high-risk categories of STR and ABM
institutions, preparation and implementation of the supervision program, regular information to
management on actual status while monitoring compliance with legal provisions

e Immediate action — if an emergency situation has occurred, immediate action is taken in each
impact category.
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Table 7: Supervision matrix

Strong impact

Above medium
impact

Below medium
impact

Weak impact

— Close supervision —Close supervision — Immediate action

— Supervision program — Supervision program — Intense monitoring

— Comprehensive — Comprehensive — Information to
institution assessment institution assessment management

— Complex SREP - Complex SREP

— Standard supervision — Standard supervision —Close supervision — Immediate action

— Supervision program — Supervision program — Supervision program — Intense monitoring

— Simplified institution — Simplified institution — Simplified institution — Information to
assessment assessment assessment management

—Standard SREP —Standard SREP —Complex SREP

— Monitoring —Monitoring — Standard supervision — Immediate action
— Action upon breaching | — Action upon breaching of | — Action upon breaching of  EER\[ETIG]i3ls]
of laws, CEOQ letter laws, CEO letter laws, CEO letter — Information to
—Simple SREP - Simple SREP — Standard SREP management
—Follow-up

—Monitoring — Immediate action
— Action upon breaching of  EEEE N elalicollaTs]
laws, CEOQ letter
— Simple SREP
—Follow-up

Low risk Moderate Significant High risk Occurred risk
risk risk



Risk assessment cycle

Within the Risk assessment system, the following assessment cycles are managed:

e The impact rating of individual institutions is performed once a year as described in the “Impact
rating methodology”.

e Probability may be rated at different frequencies on different levels:

a. The monitoring-based rating of small institutions is updated at the frequency of data
reporting (quarterly). In the case of small institutions with a high-risk probability rating,
management decision is required on whether supervisory action is needed or not.

b. For institutions involved in institution assessment, the risk cycle may extend from 1 to 3
years. It means that for these institutions, the comprehensive rating which covers all risks
components is fully updated at least every three years based on the investigation/analysis.
However, as the CEBS GL 03 recommendation requires the annual review of SREP, the
assignment to the impact-probability matrix must also be reviewed annually. The institution
assessment table is not static. Its values are adjusted constantly by changes in the external
environment, the follow-up of measures and monitoring information between assessments.

Chart 3 provides a schematic drawing of the institution assessment cycle of specific
institutions/institution groups:
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Chart 3: The institution assessment process

Management
approval of plan

Outcome of
Planning Risk disclosure ICAAP &
Preliminary Obtaining of missing SREP
assessment, information: requests dialogue
preparation of the for data + onsite
i nstituti investigation

assessment plan

Follow-up, ongoing Risk assessment
supervision based on collected
Implementation of information, drawing
supervision program, up of supervision and
Follow-up of risk mitigation
measures program

Management
approval of

assessment

Communication and program

Communication of the
assessment and the
measures to the
institution
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2.4. Ongoing supervision of groups

In ongoing supervision, institution groups are handled as units. The focus of attention is on business
processes across the entire group regardless of the legal structure. Nevertheless, significant legal
entities [within the group] are also assessed individually.

The supporting tool of ongoing supervision is the institution assessment table for groups, too. An
institution assessment table is prepared for every group with an STR or ABM impact rating, i.e.
practically for every group that is subject to consolidated supervision. In the “Guidelines for institution
assessment”, we provided instructions on how to complete the table for groups. The “Business lines
and activities” auxiliary table in the “Financial and operational risks” field of the institution assessment
table’s “Exposures” column maps out the activities of the group and the risks taken with specific
activities (inherent risk and risk control). Upon group assessments, another auxiliary table is filled in. It
is called “Group relations” and serves to map out risks which derive from relationship within the group.

Furthermore, the institution assessment folder of the group includes the required measures and the
Supervision program prepared for the group along with related documentation.

The institution assessment table of the group is accessible for every supervisor who is involved in the
supervision of the entity. Supervisors place all relevant information/document on this platform. This
way, up-to-date information on the group is always available to all involved supervisors regardless of
which HFSA department supervises this or that member of the group.

Identification of the nature of group relationship

The additional risks deriving from group operations closely relate to the nature of interworkings
between group members. The range of risks important for the HFSA and the related supervision
methods basically depend on whether the relationship between group members is regulated by sector-
specific laws.

A legal relationship exists —i.e. the group is qualified as a group by law

The relationship between group members is determined by the provisions on consolidated supervision
and supplementary supervision stipulated in the Act on Credit Institutions (ACI), the Act on Insurance
Companies (AIC) and the Act on Capital Markets (ACM).

The legal provisions require group-level governance, risk management and provide regulations on
group-level capital adequacy. If a legal relationship exists, the HFSA does have legal instruments at its
disposal to require consolidated data reporting and risk assessment. In this case, measures can be
applied to improve risk management and capital adequacy, provisions can be made on inappropriate
operations, a Supervision program can be developed for the group and a parent company can be
identified which is in charge and accountable by law and to which requirements can be communicated.
Key areas to assess include group control and risk management at group level. In addition, the
mapping of relationships between group members and the identification of the resulting risks are also
important. What is primarily important, however, is to require strong group-level risk management. If
the quality of it is appropriate, risk transfer and revenue transfer within the group are acceptable
(groups exists to utilise the benefits of cooperation) as long as no external interest is harmed. External
interests may include customer interests and the fairness of market competition. This way, what
supervisors must pay attention to, is the way how other group members use the resources collected
from customers (deposits, funds, fund assets).

No legal relationship exists —i.e. the group is not qualified as a group by law

If the relationship between group members is not regulated by any sector—specific law, if there is no
legal relationship between the members, no parent company responsible by law for consolidated
governance, if there are no legal requirements for group control, risk management, group-level
profitability and capital adequacy (although it can be assessed but cannot be required), no group-level
measures can be taken. In the case of non-legal groups, supervision must focus on the relationships
between group members. The goal of supervision is to map out the relationships between members,
to identify risk and revenue transfers and to map out the “net risk” that derives from group
interworkings. As there is no group-level risk management and capital adequacy cannot be captured
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at group level either, the significance of relationships between group member is higher, the
consequences of risk and revenue transfers are more severe for individual institutions and therefore
the liability (indemnification capability and intention) of owners is even more important.

Based on the type of relationships within them, groups supervised by the HFSA can be
assigned to three basic categories:

Groups operating based legal relationship

e Groups subject to consolidated supervision and supplementary supervision under the ACI;
e Groups subject to consolidated supervision and supplementary supervision under the AIC;
e Groups subject to consolidated supervision and supplementary supervision under the ACM.

Groups operating with or without legal relationship

e Groups subject to consolidated supervision and supplementary supervision under the ACI +
group members without legal relationship

e Groups subject to consolidated supervision and supplementary supervision under the AIC +
group members without legal relationship

e Groups subject to consolidated supervision and supplementary supervision under the ACM +
group members without legal relationship

Groups functioning without legal relationship

e A domestic parent company or person exists

e There is no domestic parent company, it is usually an institution registered and supervised
abroad. The Hungarian subsidiaries are usually institutions with peer status and the
relationship with them is less tight.
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3. Monitoring system

Monitoring is responsible for the IT processing of the supervisory data reported by institutions and
transforms them into information that directly supports supervision.

At the HFSA, two basic forms of monitoring are performed:

Core monitoring includes processing on incoming data reports into a monitoring system (i.e.
without supervisor attention). Based on the incoming data reports, the system monitors and
indicates

a. infringements

b. outstanding changes and unusual shifts

c. typical trends

d. core monitoring also generates institution-level and sector-level signals.

Risk monitoring: calculation of the extent of risk in the quantifiable risk groups (typically in the
Financial and operational risks, the Capital and earnings and the Market position groups).

The role of risk monitoring is to assist the supervisory assessment of the institution with risk ratings
generated by assigning scales and weights to the indicators suitable for rating the typical and
measurable risks of the institution.

For individually supervised institutions, risk monitoring provides recommendations regarding the
rating of risks based on risk indicators. For institutions subject to joint supervision (similarly to
former practices) monitoring provides recommendations not only on the rating of risks but also on
the risk rating of the institution (low, moderate, significant, high).

Eleven, more or less different objective risk monitoring systems are in operation at the HFSA. We
maintain separate systems for credit institutions, housing savings funds, mortgage credit
institutions, credit cooperatives, financial enterprises, investment enterprises, fund managers,
insurance companies, mandatory pension funds, voluntary pension funds, healthcare and self-
support funds. A summary of the indicators used in these systems is provided in Annex 4.

While the structure of the systems is different, they also have a joint CAMEL® origin: in most cases,
capital, asset quality, earnings and liquidity are evaluated.

® CAMEL is an acronym for the most widely used former supervisory assessment system of credit institutions derived from the
words Capital, Asset quality, Management, Earnings and Liquidity.
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4. Thematic supervision

4.1. Scope of thematic supervision

Thematic supervision is a way of risk-based supervision where thematic methods are applied to
perform a part of risk identification and most of risk detection, assessment and management.

We apply the thematic approach to identify, assess and manage risks that occur at several institutions
and have a material impact on markets. This is the way to identify risks that spread quickly on the
market and to prevent the development of market bubbles.

Thematic supervision is not designed to manage each and every threat and risk. Instead, it focuses on
risks that are material from the HFSA’s viewpoint. Such material risks include exposures that threaten
the HFSA’s goals due to their inherent characteristics, i.e. risks and threats that occur frequently or
extensively and potentially spread quickly. In other words, thematic supervision deals with risks that
involve many financial service provider institutions or, in the case of infection risk, exposures that have
a cross effect.

The goal of thematic work is to identify consumer, product, market and sector-level risks, to identify
their inherent characteristics, extent, the probability of occurrence and potential impacts and to
influence market behaviour on that basis in a preventive manner.

The thematic approach is equally applied by prudential supervision and market supervision for risk
management.

Thematic supervision is not intended to assess and handle risks that occur at individual institutions
due to unique reasons. Still, if conspicious risks and problems are revealed by the HFSA during
thematic work in respect of one or more institutions, it has to be considered whether the handling of
the matter should be continued for the institution concerned in an individual procedure. In this case,
the effort which originally started as thematic work leads to a targeted investigation and calls for
unique, customised risk mitigation measures.
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4.2. Therisk cycle of thematic supervision

The methodology aspects of thematic supervision are presented along the individual steps within the
risk cycle.

The risk cycle of thematic work is presented in chart 7.

Chart 7: The risk cycle of thematic work

Risk disclosure, selection per

probability of impact Prioritization and
selection of themes

DETECTION OF NEW Decision on HFSA
THREAT OR PROBLEM Consumer, product response, resource
market and sectevel allocation
risks
Permaqent Risk evaluation
monitoring
Risk mitigation

4.2.1. ldentification of new threats and thematic risks

Information suitable for the identification of risks to be handled thematically may come from several
different sources. The list below is not comprehensive. It only provides examples of the most likely
sources:

e Findings of institution assessment

e Monitoring information and messages

e Trends revealed in customer complaints
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e Consumer protection (monitoring of product and service advertisements, information from
interest-protection organisations)

e Market supervision (market data)

e Signals from macroeconomic and sector analysts (monitoring and analysis of risk priorities,
domestic and international trends and phenomena)

¢ Information from contact persons of the institutions with below average impact rating
¢ Information from trade associations

¢ Information from supervised institutions (e.g. requests for opinions)

¢ Information received from law enforcement and licensing

¢ Information received from domestic and foreign partner authorities

¢ Information forwarded by domestic and international working groups

e Other sources

The Risk identification function of the application that provides the IT background to risk-based
supervision supports the identification of risks which should be revealed, assessed and managed by
the way of the thematic approach. As this effort calls for permanent information gathering, research
and analysis, since there is no comprehensive list of potential information sources and since the
number of potential threats is practically infinite, it is impossible to build IT support that covers each
and every aspect. However, wherever IT support is possible and information is available in some form
at any HFSA area, this information is incorporated in the thematic module of the risk assessment
system.

4.2.2. Prioritization of identified risks with a view to
HFSA goals

The limited HFSA resources calls for the focusing of forces to the most significant risks. Every
identified new risk and potential problem requires a brief preliminary examination to see if it may
potentially jeopardize any HFSA goal, and if yes, in what way, with what impact and probability. If an
identified risk appears to be low compared to the risk appetite based on the preliminary assessment,
we do not deal with it as the risk-based supervisory authority. What it means in practice is that not
every threat and risk is followed by a response from the HFSA.

In the context of thematic supervision, prioritization and the allocation of HFSA resources mean the
ranking of identified consumer, market and sector-level risks with comparison to strategic HFSA
objectives and key risky events that may jeopardize HFSA goals and by the impact-probability
analysis of thematic risks.

The core formula of risk-based supervision is also valid for risks that are subject to thematic
supervision. In other words, the extent of risk is defined by the size of impact and the probability of
problem occurrence:

IMPACT PROBABILITY
RISK — Upon the occurrence of X Chances of the occurrence
for the HFSA the problem of the problem

The impact-probability measurement carried out during thematic work, however, is different from the
method applied for institution assessment. When individual institutions are assessed, impact and
probability are rated along two clearly separable processes based on pre-defined criteria. These two
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ratings define the institution’s position in the supervision matrix which in turn defines the intensity of
supervision and toolset assigned to the institution.

The measurement of thematic risks is more complicated due to the complexity of reviewed topics
which often involve multiple sectors and consumers. At the same time, this measurement is necessary
for the ranking of risks and the selection of issues to be managed. The principle of impact
measurement is similar to that applied in institution rating, but it is impossible to set pre-defined criteria
for probability measurement due to the diversity of issues. Impact and probability criteria are difficult to
separate and the borderlines can often be blurred.

4.2.3. Setting the range of institutions to be involved in
thematic work

In the course of thematic work, a potential problem or the set of issues is subjected to investigation in
respect of a specific group of institutions. We test and assess the thematic risk on the selected sample
so that we can draw conclusions that are valid for all market participants impacted by the problem and
establish general standards for the managing of risks (thematic risk mitigation). Naturally, the
conversion of sample test results into general conclusions may not always be the goal.

In some cases, the nature of the problem to be investigated does not require or does not allow the use
of a filtering mechanism and the effort can be completed with the involvement of all affected
institutions. In most cases, however, it is more efficient (i.e. requires less resources) to narrow the
range of institutions to be examined.

Depending on topic and the chosen method, institutions involved in thematic work may be selected
along various criteria:

e How many, what size and what type of institutions are present on the examined market / sector
/ product market? What is the level of concentration of the core population?

¢ |If possible and reasonable, the sample should be representative in respect of the structure and
institution size typical to the relevant market.

e The sample should render a comprehensive picture regarding the standards observable in the
area to be examined. l.e. the sample should also include institutions with “best in class”
practices, systems and risk controls which may stand as an example for the peer group and
also “imperfect” institutions. This is especially recommended if the purpose of thematic work is
to gain information and to specify best market practice e.g. in a recommendation.

e Institutions where the problem is likely to be present based on former supervision work
(institution-specific or thematic) or other information should be added to the sample.

e When planning thematic work, an effort should be made to achieve the “fair” distribution of work
across institutions, especially in areas where the weight of thematic reviews is high.
Furthermore, thematic work should be harmonised and coordinated with institution-specific
investigations.

The fact that a certain institution has been selected for the thematic work does not mean that the
HFSA assumes the presence of the problem at the institution. However, if concerns are raised during
the review regarding the institution’s risk control in specific matters, further investigations may follow
which will be targeted at the institution concerned.
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4.3. Thematic working methods

Knowing the high priority of the topic, the next step in the thematic work process is the selection of the
applicable working method or a combination of different methods.

The HFSA has a variety of working methods to choose from:

Theme investigation

On-site investigations at more than one institution or even at several institutions of many sectors
carried out within a limited timeframe, along the same audit program and focusing on a clearly
identified and defined topic.

Supervisory visit (theme discussion)

Discussions held one by one with several institutions, focusing on the same topic or the set of
issues. The goal is to communicate a message or to obtain information (e.g. discussion of HFSA
expectations, communication of requirements to the institutions; discussion or consultations
regarding a specific topic). The point is that the HFSA holds discussions with institutions one by
one instead of a joint information / consultation session (e.g. discussions with individual
institutions prior to the announcement of mandatory vehicle liability insurance premiums and the
“Solvency II” series of meetings scheduled for 2009).

Extraordinary request for data based on templates.

Sending out a pre-defined questionnaire.

Request for information by mail or phone.

Requesting institutions for the submission of customer information materials and leaflets
Theme analyses

Analysis or assessment in conjunction with a single topic, which covers many institutions or
different sectors. Here the selection of the topic is already the result of some preliminary risk
assessment, market input, etc. The selection is based on data and information available to the
HFSA.

Filtering and processing of information available at the HFSA along specific criteria.
Consultations with trade associations and interest protection organisations.
Consumer surveys, customer satisfaction surveys (opinion poll on a target audience)

This method is not applied at this point, although we have seen demand for it e.g. in conjunction
with customer satisfaction with life insurance services (did customers get the service they
expected upon taking out the insurance, were they informed properly by the insurer, etc.). Only
complaints reach the HFSA and we do not have a comprehensive picture of customer
satisfaction with specific products.

Test purchases

Currently the test purchases are performed as part of market supervision procedures. Their
main purpose is to see how the institutions inform and treat customers.

Regarding the objective, there is no difference between thematic work methods. Still, they are different
in terms of nature and flexibility, thus at least the following criteria must be assessed before selection:

Which method is the most suitable and reliable with a view to the nature, special features and
information need of the topic?

Number of institutions involved in thematic working.
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e There are significant differences between applied methods and procedures in terms of flexibility,
legal requirements and regulations. These factors all impact the resource requirement of the
thematic assignment and thus the efficiency of supervision.

4.4. Methods of risk mitigation

Depending on the characteristics of the topic and based on the conclusions of the thematic effort, the
HFSA has different risk management tools at its disposal. The HFSA selects the method or
combination of methods deemed most suitable for risk mitigation based on efficiency and economic
considerations.

With a view to their nature, supervision tools can be assigned to two groups:

e Tools that serve to influence and monitor the behaviour of consumers of financial services,
groups of regulated institutions or the entire financial sector.

e Tools that serve to influence and monitor the behaviour of individual institutions.

This document primarily discusses risk mitigation methods that belong to the first category. However,
if the thematic review reveals severe problems at one or more individual institutions which require
targeted investigations, risk mitigation methods customized to specific institutions may be applied
based on a case-by-case assessment and management decision.

The benefits of thematic efforts may be realized directly by the HFSA, as the exercise provides
information on the possible development directions of supervision and investigation methodologies, for
setting the intensity and direction of supervision and lays the foundation for future individual
investigations.

The review of the elements of supervisory toolsets is only a starting point. The toolset can be
extended and refined on an ongoing basis with a view to day-to-day practices and experiences.

Supervision tools targeted at consumers

¢ Information of the public (announcements, publications)
e Product information sheets, comparative information tables

The compilation of comparative product information sheets and condition lists and making them
available to the public in a way that promotes consumer comprehension and decision-making.

e Consumer training

Fostering the financial knowledge of consumers partly by long-term projects (improvement of
general financial knowledge) and also in respect of specific risks and products (e.g. by
advertisements of public interest).

e Complaint handling
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Supervision tools targeted at the entire financial sector

e Recommendations

Communication of norms and expectations in order to raise industry standards and promote
best practices (e.g. ethics, business conduct — pricing).

e Statements of opinion
e Agreements (with trade associations and a group of service providers)
e Development of regulations, proposals on amending legal provisions

The rules set supervisory standards for the industry. Excessive regulation, however, increases
the compliance burden of institutions and the monitoring burden of the HFSA, creates an overly
limiting and bureaucratic environment. Therefore, the setting of new regulations should be
preceded by cost-benefit assessments.

e Market monitoring

The monitoring of areas (specific markets, products etc.) and the analysis of developments
which may provide information on risks that threaten HFSA goals the most.

e CEO circulars

Information to a clearly defined set of individual institutions (participating in a specific thematic
working) on progress, conclusions and HFSA expectations.

e Publication of analyses and studies prepared by the HFSA
e Cooperation with partner authorities

e Consulting with trade associations

e International activities

Sharing of information with partner authorities about risks appearing in the respective home
markets, communication between home-host supervisors in order to gain a better understanding
of certain companies, markets and supervisory efforts, mutual sharing of supervisory
experiences regarding best practices.

e Active media presence

Active presence in the media may be necessary regarding certain topics so that the HFSA'’s
opinion or requirements reach as many consumers and sector players as possible
simultaneously.
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5. Analytical background of risk-based
supervision

A fundamental feature of risk-based supervision is that comprehensive, complete supervision which
entailed investigations of the same depth for the entire supervised sector has been replaced with
weighted, targeted supervision that focuses on risks that are material either for the entire system or for
certain key parts of it. This approach can only be effective if supervisors are aware of the risks and risk
characteristics which are significant for the market or for a specific institution type or activity at any
time. l.e. supervisors must know what they have to watch out for and how risks can be managed.

The detection of risks and the identification of methods to manage them are mostly the results of
supervisors’ expertise, experience and the day-to-day practice. Most micro-level risks are detected
during the individual examinations or reviews of supervised institutions and that is when the related
risk management methods are selected. The presence of extensive risks which impact several
institutions cannot be detected by the investigation of individual institutions. Supervisors need external
information to become aware of these exposures. This is an especially important circumstance
because the risks which are of high significance for the system typically belong to the latter category.

Therefore, the selection of the right direction, weighting and scope of supervisory activities requires
the obtaining of information from external sources about risks that exist above the institution level. This
external source must be primarily the HFSA analyst department. The role of analyses is to identify
high-level environmental and market (sector-level) risks within the exposures that threaten HFSA
goals, to reveal potential threats and risky events. These threats may have domestic or foreign origin
and may derive from internal sources (HFSA database) or from external information. Risk sources can
be revealed by the analysis of past experiences and current trends and the examination of potential
future events.

Analyses which efficiently support risk-based supervision are aligned to the risk assessment
processes, the risk cycle phases and meet user needs in terms of format, timeliness and technical
delivery.

The environmental and market risks subjected to analyses encompass the not institution-specific risks
within external exposures that threaten the achievement of HFSA goals.

Chart 9: Segments of the risk environment examined by analysts
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We have designed analyses in a way that they cover all sources of environmental and sector-level
risks. Naturally, the structure of the product portfolio is not identical to that of the risk environment. The
forward-looking examination of environmental risks to support proactive risk management is
implemented through macro-environmental analyses. Sector-level risks are revealed along two
aspects, the combined execution of macro-level (top-down) and institution-oriented (bottom-up) sector
analyses.

Macro-level sector analyses focus on the macroeconomic environment and sector-level data, while
institution-oriented analyses start from the level of institutions, individual data and supervisory
experience. Both types of analyses examine the sector and their joint, collaborative effort ensures that
sector-level risks are fully detected and understood.

The identification and assessment of risks that occur at three different levels (environment, sector and
institutions) requires permanent collaboration, information flow and interactivity. The identification and
analysis of environmental and sector-level risks provides immediate, permanent input for the detection
of institutional risks and the other way around: risks detected at the institution level function serve as
feedback to sector analysis.

5.1. Macroeconomic and macro-level (top-down)
sector analysis

The majority of risks that threaten supervisory goals stems from macroeconomic environment.
Therefore, their examination serves as a starting point for sector analyses and institution-level risk
analyses.

The purpose of macroeconomic analyses is to analyse environmental risks, i.e. factors, processes and
trends of the economic, economic policy, social, demographic, technological, political, legal, and
regulatory environment in a forward-looking, risk-oriented manner. Through the examination of the
macroeconomic environment, the purpose of analyses is to detect external and environmental factors
that influence supervised institutions, markets, consumers or products in a way that may impact the
accomplishment of HFSA goals.

Macro-level sector analyses start from the examination of the macroeconomic environment and
sector-level data. Their role is to analyse the characteristic trends of services, products, the sales
methods of a specific sector (credit institutions, financial enterprises, capital market institutions, credit
cooperatives, insurance companies, pension, healthcare and self-support funds) and to identify threats
and potential risks that may derive from an environmental or market event for the group of institutions
concerned.

While these analyses primarily focus on the domestic processes of the related sectors, they can also
provide a summary of international trends regarding financial products, services and markets, financial
consumer habits and institutional risks, especially in respect of innovations that are expected to
appear on the Hungarian market as well.

5.1.1. Risk outlook

The Risk Outlook is on the top of “hierarchy” of macro-level analyses. It presents the HFSA's
assessment and expectations regarding macroeconomy and summarises the main risks of
supervised sectors, supplementing adequate supporting information and conclusions regarding these
risks. It is both for internal use and for providing information to market participants.

The Risk outlook sets out risk priorities, highlighting the risks which we consider as the highest threats
to HFSA goals in the upcoming risk cycle (annual planning) and to the accomplishment of short-term
and medium-term objectives. The identification of risk priorities enables us to size the resources
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allocated to risk supervision proportionately to the specific threats concerning the achievement of
supervisory objectives.

Use

The Risk outlook is both for internal purposes and to external users.

It communicates to market participants the HFSA’s expectations regarding the financial system,
complying to the policy of transparent and accountable supervision and to the HFSA objectives of
strengthening confidence in markets and promoting market transparency.

Regarding internal use, the Risk outlook serves as a starting point for the development, regular
revision and correction of the HFSA's risk-taking policy (risk appetite, main risk directions, risk-taking
principles) in the annual planning cycle of risk-based supervision. It also provides input for institution
supervision, licensing and for the fulfilment of ad-hoc requests.

Timing

The Risk outlook is produced every six months. Its release date is aligned to the annual development
of the risk-taking policy and risk appetite.

Stress tests, sensitivity tests, scenario analyses

The use of stress tests, an important simulation tool for macro-level analyses has already started at
the HFSA. Stress tests are forward-looking, dynamic methods for determining capital requirement and
risk appetite and detecting weaknesses in the risk management process. Therefore, in risk-based
supervision, this method should have a higher weight within the analytical toolset.

Sensitivity tests are similar to stress tests but they usually offer simpler and less formal methods and
thus they can significantly accelerate and increase the flexibility of analyses. Scenario analyses, i.e.
the elaboration of alternative scenarios besides the expected most probable economic scenario (e.g.
with different growth rates, interest rate and exchange rate changes) enables the development of a
more comprehensive picture of potential emergency situations and damages. Alternative scenarios
can be drawn from economic imbalances and weaknesses which increase the most the risk of
adverse deviation from the most probable scenario. With the analysis of transmission mechanisms,
estimates can be developed on the potential impact of these scenarios on the economy and on the
financial system in particular, enabling the timely detection of changes in threats to HFSA objectives in
case alternative scenarios become real.

The purpose of this method is to determine and present for each scenario the consequences and risks
which impact institutions, markets and consumers, outlining how they affect supervisory work and
what measures they require from the HFSA. The permanent monitoring of the probability of alternative
scenarios enables the prompt detection of risks and the revision and correction of the risk-taking policy
if necessary. Quarterly reports on the macro-environment may contain analyses of potential changes
in the key variables of specific scenarios and of the direction of these changes if any.
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5.1.2. Quarterly macro-level sector analysis of
macroeconomy- key trends and risks (Risk Map)

The purpose of the short, “quarterly update” version of the Risk outlook is to summarise the key
developments, processes and trends of recent quarter in a brief form classified under headings while
following the approach, structure and methodology of the annual risk outlook and to present potential
consequences and identified threats broken down by markets, consumers, supervised institutions and
sectors.

The quarterly analysis addresses the actual situation and outlook of global economyand financial
system, summarizes the most recent developments, trends and outlooks of financial markets by
sector, highlights the key risks of supervised sectors and changes in risk priorities identified in the
annual Risk outlook.

Furthermore, the quarterly analysis may also present the direction and extent of changes in alternative
economic scenarios outlined in the Risk outlook and an analysis of consequences and risks.

Use

The quarterly analysis is prepared for internal users and provides input for the regular revision and
correction of the HFSA’s Risk-taking policy in the annual planning cycle of risk-based supervision.

In the risk identification phase of the risk assessment cycle, the document serves as a starting point
for institution supervision and thematic supervision.

Format

The quarterly analysis is prepared with a brief, straight-to-the point format which is easy to oversee
and ready for processing by supervisors directly.
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5.2. Presentation of analytical information in the risk
assessment system

Macroeconomic and sector analysts use a dedicated data entry platform in the risk assessment
system to enter the results of analyses. The results are directly usable for risk assessment.

The information entered into the risk assessment system summarises the forward-looking conclusions
of analytical products. The information, tables, charts and explanations that support these conclusions
do not appear directly in the institution assessment tables. Still, supervisors can access this
information as they can retrieve the analysis in full. If they deem it necessary, analysts can attach
analyse to relevant risk elements in the institution assessment systems. Furthermore, supervisors
must be given access to all macro-level and sector analyses (analytical database).

At any time, the analyst assessments displayed in the institution assessment system must reflect the
current, latest information and analyst opinion on the risk or event concerned. Therefore, whenever
the analyst opinion changes concerning risk rating or other rating in the table, the new information is
entered or the existing information is updated immediately.

Analysts provide an assessment regarding two risk categories in the risk assessment table:

e The sector-specific classifications in the Environmental risk category are fully set by analysts.
They provide ratings for seven risk elements and a brief written assessment.

¢ In the Business processes and capital category, analysts add a rating proposal and a brief
written assessment to the Financial and operational risks and the Capital and earnings risk
groups. Supervisors take this information into account when determining the final risk rating.

Analysts enter the risk rating values (on a four-element scale) and a brief explanation per sector in a
dedicated cell / window of the analyst screen. Once changes are approved (either by an analyst or by
a “sector owner’” manager), the program automatically displays the entered information in the
corresponding cells of the assessment tables of the related sector or institution group.

Like any other specialist area of the HFSA, analysts can generate threat cards on risk priorities,
potential threats and risky events which they detected. These threat cards will be displayed in the
tables of all relevant institutions (i.e. for the entire market, specific sectors or institution groups),
assisting the planning phase of risk assessment.

When setting the range of audit priorities (activities, risks), the supervisor takes into consideration the
threat cards generated by macro- and sector analysts. The assessment table of a specific institution
displays threat cards in the appropriate risk element lines which have been assigned to the institution
by the program based on sector and activities. However, it does not necessarily mean that the
referenced risk is actually relevant to the institution. Supervisors can rely on their specialist knowledge
and experience in deciding which threat cards should be taken into consideration upon the compilation
of the risk assessment plan.
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