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Sample for insurance companies, insurance intermediaries and employment pension service providers for the drafting of Rules on the prevention of money laundering and terrorist financing
I. PREPARATION OF RULES
Pursuant to Act CXXXVI of 2007 on the Prevention of Money Laundering and Terrorist Financing (hereinafter AML), legal entities providing insurance services, insurance intermediation or specialised insurance consulting services and employment pension services (hereinafter service provider) are required to draft internal Rules. 
Based on the decree on AML implementation and taking into consideration the comments of the authority functioning as the financial intelligence unit, the Hungarian Financial Supervisory Authority provides service providers with a Sample Rules on the approval of the Ministry of Finance.
Service providers are required to revise their existing Rules within 90 days after the Act has entered into effect to enable all their employees to fulfil customer due diligence and reporting obligations set out in the AML and to enable them to recognise any unusual transactions which serve the laundering of money deriving from crimes via the service provider or the financing of terrorism. 
The Hungarian Financial Supervisory Authority (HFSA) will approve the internal Rules if they comply with applicable laws and include the mandatory elements specified in the decree on AML implementation.
Newly established service providers are required to prepare their own Rules based on these sample rules and submit them for approval along with other approval documentation. The Rules of already operating service providers will be reviewed by the HFSA as part of regular supervisory investigations thus they do not have to be submitted separately.
The provisions of this law are only applicable to life insurance operations as the following insurance service providers are not subject to the AML: tied insurance brokers as defined in paragraph (4) in Article 33 of Act LX of 2003 on insurers and insurance services (hereinafter AIIS), independent insurance brokers as defined in the AIIS in respect of their activities that relate to non-life policies, insurance companies solely licensed to provide non-life insurance services and composite insurers that are licensed to provide both non-life and life insurance in respect of their non-life services. 

Legislation on the prevention of terrorist financing has been extended with Act CLXXX of 2007 on the implementation of financial and asset restrictive measures ordered by the European Union and on the related amendments to certain laws. This circumstance must be taken into consideration when drafting the Rules. 

II. OBLIGATION OF DOCUMENT RETENTION

Service providers are required to retain all data and documents (and copies thereof if agreed by the customer) obtained during customer due diligence and in declarations on the person of beneficial owner for eight years after the end of the business relationship with the customer. 

The service provider is also required to retain documents and copies of documents that certify the fulfilment of the reporting obligation and the suspension of a business order for eight years after reporting or suspension respectively. 

Service providers are required to record and retain the data of all cash orders (HUF or foreign currency) reaching or exceeding the value of HUF three million and six-hundred-thousand for a period of eight years. Data must be stored in a way that enables subsequent data tracing and identification. If a piece of data is changed, old data must be retained in full along with the dates of data changes.

III. INTERPRETARY PROVISIONS
European Union: the European Union and the European Economic Area.

Member state of the European Union: a member state of the European Union or another country that is a party to the agreement on the European Economic Area.

Countries outside the European Union shall be considered third countries.

Pursuant to Article 3 of the AML, customer means a person who signs a written agreement with the service provider on using any of the services set out in paragraph (1) of Article (1) or gives a transaction order to the service provider.
A business relationship means a lasting legal relationship between the customer and the service provider established in a written contract on the use of service provider’s services.

A transaction order means an ad-hoc legal relationship between the customer and the service provider established in a written contract on the use of service provider’s services.

De facto related, multiple transaction orders refer to transactions ordered by the customer within one year under the same title and with the same subject.

In cases outlined in Article 6, customer due diligence refers to the execution of customer due diligence steps defined in Articles 7-10. Pursuant to these regulations, upon the establishment of business relations, or upon the fulfilment of a business order (or de facto related transaction orders with an aggregate value) reaching or exceeding the value of HUF three-million and six-hundred-thousand, or upon the occurrence of any data, fact or circumstance that refers to money laundering or the financing of terrorism, provided no customer due diligence has taken place yet, or if doubts have been raised concerning the authenticity or compliance of formerly recorded customer identification data, the service provider shall record the personal identification data of the customer, the customer’s proxy or authorised representative and verify his or her identity, then record the identity information of the beneficial owner and verify his identity if any doubts arise about it. The service provider shall also record the data of the business relationship and the transaction order and shall monitor the former on an ongoing basis. All identity information shall be recorded on paper or in a mechanised system in a manner that reliably enables subsequent data searching. 

Identification means the recording in writing of data set out in paragraphs (2)-(3) of Article 7 and paragraphs of Article 8 (2)-(4) of the AML.

Photo ID suitable for verifying identity: personal identity card, passport or card-format driving license.

Verification of personal identity: verification of the personal identity of the customer, the customer’s proxy, duly authorised representative or representative by checking against the institution’s records their official document set out in paragraphs (4)-(6) of Article 7, and, for the beneficial owner, as described in paragraph (5) of Article 8 in the AML.

Beneficial owner is the natural person on whose behalf a transaction is executed.
Furthermore, “beneficial owner” also refers to a natural person possessing at least twenty-five per cent of the voting rights or equity of a legal entity or of an organisation without legal personality, provided the organisation is not a company registered in the regulated market to whom the publication requirements set out in community legislation and equivalent international laws apply, and to a natural person who is a member or shareholder in a legal entity or an organisation without legal personality and is entitled to elect or revoke the majority of executives or supervisory board of that legal entity, or if he alone disposes over more than fifty per cent of votes pursuant to an agreement made with other members or shareholders of the legal entity /Article 685/B (2) of the Civil Code /

In the case of foundations, the beneficial owner is a natural person who is the beneficiary of at least twenty-five per cent of the foundation’s assets, provided would-be beneficiaries have been specified already, or the person for the benefit of whom the foundation has been established and operated or if the beneficiaries have not been specified yet, or a person who is a member of the management organisation of the foundation or has a decisive influence over at least twenty-five per cent of the foundation’s assets and who acts as a representative of the foundation.

Politically exposed person is a foreign resident natural person who holds an important public office or held such office within one year prior to customer due diligence, the close relative of such person, or one with whom he is publicly known to have a close relationship. A politically exposed person is the president, the prime minister, a minister, a deputy minister, a state secretary, a member of parliament, a member of the Supreme Court, the Court of Constitution or a judiciary body passing non-appealable rulings, the chairman of the State Audit Office, a member of the State Audit Office’s governing body, a member of the central bank’s board of directors, an ambassador, a managing officer, a high-ranking police or army officer or general, a member of the management committee, board of directors or supervisory board of an enterprise in the majority ownership of the state .

A close relative is a relative as specified in point b) of Article 685 of the Civil Code and a cohabitant.
An individual in close relationship with a politically exposed person is any natural person who is in close business relationship with or is the beneficial owner together with the politically person of a legal entity or of an organisation without legal personality, and any natural person who is the sole owner of a legal entity or of an organisation without legal personality that was established for the benefit of a politically exposed person.
The authority functioning as the Financial Intelligence Unit shall be an organisational unit of the customs authority specified in Government decree 314/2006 (Dec. 23.). As a duty deriving from the AML, this authority shall receive and process reports submitted by the service provider, perform control tasks if the transaction is suspended, request data from the service provider and other authority and function as the organisation effectuating financial and asset restrictive measures pursuant to Act CLXXX of 2007 in relation to the execution of such measures ordered by the European Union a 2007. 
The authority functioning as the Financial Intelligence Unit is the Central Law Enforcement Directorate of the Hungarian Customs and Finance Guard, whereas the non-law enforcement tasks of the financial intelligence unit is performed by the Financial Information Department (hereinafter the authority functioning as the Financial Intelligence Unit).
IV. MEASURES IN THE CASE OF BRANCH OFFICES OR SUBSIDIARIES IN THIRD COUNTRIES

The service provider shall ensure that its branch offices and subsidiaries in third countries keep records and apply customer due diligence procedures that are equivalent to those set out in domestic legislation referenced herein. The service provider shall provide information on its internal control and information systems and on the contents of the internal Rules. 

In case the legal regulations in a third country do not allow the application of these measures, the service provider shall inform the HFSA on this and prepare an in-depth analysis of its branch office or subsidiary.
V. CUSTOMER DUE DILIGENCE OBLIGATION SET BY THE AML
The service provider is required to carry out customer due diligence measures in writing upon the establishment of business relations with the customer as set out in Articles 7-10 of the AML if the annual premium of a life insurance exceeds the value of HUF two hundred and fifty thousand or the one-off insurance premium exceeds HUF six hundred and fifty thousand. 
The due diligence of customers with whom the service provider has not established a business relationship shall take place when the business transaction or de facto related transactions initiated by these customers reach or exceed the value of HUF three million and six-hundred thousand. 

The service provider shall screen the customer if any data, fact or circumstance arises which refers to money laundering or terrorist financing, provided due diligence has not taken place yet. The service provider is also required to perform customer due diligence if doubts occur concerning the authenticity or compliance of formerly recorded customer identification data.
Transaction orders in excess of HUF three million and six-hundred thousand can only be accepted from and business relationship can only be established with customers who have been screened by the service provider.
In the aforementioned cases of mandatory customer screening, the service provider is required to verify the customer’s identity, identify the actual owner and verify his identity in case of doubts. Furthermore, the provider records the data of the business relationship and the transaction order and monitors the transaction relationship on an ongoing basis (monitoring).

The service provider is entitled to set the scope of customer due diligence measures on a risk-sensitivity basis. In this respect, the AML specifies minimum and maximum data sets for identifying the customer or the beneficial owner and for recording information on the business relationship and the transaction order. Accordingly, the service provider shall identify the customer by recording at least the data specified in paragraph (2) in Article 7, identify the beneficial owner by recording at least the data specified in paragraph (2) in Article 8 and record for business relationships and transaction orders at least the data specified in paragraph (1) in Article 9 of the AML (minimum data set). In addition to this information, the service provider may also record further data about the customer as set out in paragraph (3) of Article 7, about the beneficial owner as set out in paragraph (3) of Article 8 and about the business relationship and the transaction order as set out in paragraph (2) of Article 9 of the AML (maximum data set). The maximum data set shall be recorded by the service provider if it is necessary for the identification of the customer, the business relationship or the transaction order based on the nature of the business relationship, the value of the business order or the circumstances of the customer or if it is necessary based on the internal regulations on the prevention of money laundering and terrorist financing (hereinafter customer due diligence based on risk-sensitivity).
The maximum data set specified in the AML is the same as the data set which service providers had for existing customers at the time when the AML entered into effect. For these data of existing customers the law has no retrospective effect, there is no deletion obligation. Due diligence is to be performed for each new customer.

In case a service provider is unable to screen a customer, it is required to reject the execution of transactions ordered by that specific customer via the customer’s account. Furthermore, the service provider is required to reject the establishment of a new business relationship and terminate any existing business relationship with such customers.
The AML requires simplified due diligence in the case of customers who represent a low risk in respect of money laundering and terrorist financing. When simplified due diligence is applied, due diligence measures are only required if a fact, piece of data or circumstance arises which refers to money laundering and terrorist financing. The ongoing monitoring of the business relationship, however, is mandatory in all cases. 
The AML requires enhanced due diligence in the case of customers and transactions that represent a high risk in respect of money laundering and terrorist financing. When enhanced due diligence is applied, all customer due diligence measures set out in the AML are mandatory and additional actions are required as well.
Apart from the ongoing monitoring of the business relationship, customer due diligence measures do not have to be performed repeatedly for additional transaction orders if the service provider has already screened and duly verified the identity of the customer, the customer’s proxy or authorised representative for a specific transaction order, provided the data of the aforementioned persons have not changed in the meantime.
If the service provider is unable to perform customer due diligence measures, they must refuse the completion of the transaction order for and the establishment of business relationship with the customer concerned and is required to terminate any existing business relationship with the customer.
Apart from the ongoing monitoring of the business relationship, customer due diligence measures do not have to be performed for customers who are subject to simplified customer due diligence pursuant to Article 13 of the AML, i.e. if the annual premium of a life insurance does not exceed HUF two-hundred and fifty-thousand or the one-off insurance premium does not exceed HUF six-hundred and fifty-thousand. Customer due diligence measures are not necessary in the case of customers already identified by an independent insurance broker. 
If a customer takes out a life insurance policy covering more than one person as insured parties (group insurance policy), the insurer is only required to perform due diligence measures concerning the customer who takes out the policy.
In the case of life insurances as defined in Annex 2 to the AIIS, the insurer is authorised to carry out identity verification also after the establishment of the business relationship in respect of payees and service beneficiaries listed in the policy provided their person was unknown when the policy was taken out. If so, the verification of identity must take place upon or before any payment is made to the beneficiaries and upon or before a beneficiary exercises his/her rights deriving from the contract (policy).

If the service provider concludes a contract with the customer through an independent insurance broker, the independent broker shall identify the customer and then hand over the recorded information to the insurance company at the latest upon the submission of the insurance offer taken from the customer.
Following 1 January 2009, service providers must reject the completion of transaction orders if their business relationship with the customer began before the AML entered into effect (15 December 2007) and the customer failed to show up in person or via a representative at the service provider for due diligence and if due diligence results as required by the AML are not fully available for the beneficial owner.
If the customer’s data have changed and the customer fails to report this change in writing, the service provider shall record the changes upon the customer’s next personal appearance at the branch office.
V.1. Internal procedures for customer due diligence
The Rules must include process descriptions for customer identification, for the verification of the customer’s identity, the identification of the beneficial owner, the verification of the beneficial owner’s identity if doubts arise about it, the revealing of the purpose and planned nature of the business relationship and for the ongoing monitoring of the business relationship. These process descriptions must also address the management of data obtained by the service provider and other service providers during customer due diligence.

The Rules must include regulations on scenarios listed by the service provider when a maximum data set as set out paragraphs (3) in Article 7, (3) in Article 8 and (2) in Article 9 of the AML is to be recorded in addition to the minimum data set out in paragraphs (2) in Article 7, (2) in Article 8 and (1) in Article 9 of the AML.

With a view to the fact that pursuant to Article 12 of the AML service providers are entitled to apply simplified due diligence for customers that represent a low risk concerning money laundering and terrorist financing and that pursuant to Articles 14 and 16 of the AML they are required to apply enhanced due diligence for customers who represent a high risk concerning money laundering and terrorist financing, the internal Rules must be completed with the description of the internal procedures for simplified and enhanced customer due diligence.

Pursuant to paragraphs (1)-(2) and (5)-(8) in Article 18 of the AML, the Rules must specify what customer due diligence measures carried out by other organisations will the service provider accept along with the group of organisations with whom the service provider is willing to share data obtained during customer due diligence (provided data disclosure is agreed by the customer.

Regulations must be provided on what internal database is available for customer due diligence and how individual front-line employees can access the data. Furthermore, regulations must be in place concerning the storing and retention of media that carry due diligence data along with how these media can be accessed.

The Rules must specify procedures for the identification of the payer in relation to payer information accompanying transfers of funds, the verification, recording and forwarding of payer data and on the detection and handling of fund transfers with missing or incomplete payer data.

Concerning compliance with Act CLXXX of 2007 on the implementation of financial and asset restrictive measures ordered by the European Union and on the related amendments to certain laws, internal procedures must be set out for reporting required by this law.

During the term of the contractual relationship, the customer is required to inform the service provider of any changes in the data provided during due diligence and of any changes concerning the person of beneficial owner within 5 working days after getting to know this information. The service provider shall list this obligation under its contract conditions.
V.2. Standards of procedure and conduct set for front-line employees
In accordance with its organisational characteristics, the service provider is required to set standards of conduct for its employees. This section recommends that the following criteria should be observed:
1. The most important chores of the service provider’s employee in order to obtain a better knowledge of the customer,

2. The tasks of employees when deciding whether

·  a transaction should be considered usual or unusual

·  the transaction concerned is justified with a view to the customer’s business

·  the customer’s appearance and behaviour are credible, lifelike and harmonise with the transaction concerned

·  the transaction represents a sudden change in the financial habits of the customer

·  the customer is under financial and asset restrictive measures and if the subject of such financial and asset restrictive measures gains any benefits from the transaction 

3. The responsibilities of employees upon the reporting of data, facts or circumstances that refer to money laundering or terrorist financing, specifying the reporting line applied at the service provider

4. Controlling responsibilities that arise from the relation between the prevention of money laundering and terrorist financing and internal audit
The responsibility for recording the data, filling in the data form, taking the statement, completing the reporting form and forwarding it to the designated individual will rest with the employee / insurance broker who executed the transaction and signed the contract. Should any data, fact, or circumstance arise in respect of the transaction that refer to money laundering or terrorist financing either on the basis of subsequently specified criteria or otherwise, the employee/insurance broker shall immediately forward the reporting form he or she completed to the individual designated for reporting.
V.3. Due diligence of natural person customers
If any data, fact, or circumstance that refer to money laundering or terrorist financing arise upon the establishment of a business relationship or upon the fulfilment of a transaction order reaching or exceeding the value of HUF three-million and six-hundred-thousand (taking into consideration multiple de facto related transactions), if no customer due diligence has taken place yet or if the authenticity or compliance of formerly recorded customer identification data are doubted, the service provider is required to identify and verify the identity of the customer, the customer’s proxy or authorised representative.
If the customer is a natural person, the service provider is required to record in writing at least the following data (minimum data set):

· Family name and first name (name at birth)

· Citizenship

· Address (as stated in the identity card or the official address certificate, if there is no address, the term “without address” is to be used) and 

· The number(s) and type(s) of the photo ID(s) presented

If the customer is a foreign natural person, the aforementioned data and the place of residence in Hungary (if any) must be recorded based on the photo ID.

The service provider is entitled to decide based on its risk sensitivity whether to record further data in addition to the minimum data (maximum data set).

If so, the service provider also records the following data of a natural person customer: 

· Place and date of birth

· Mother’s maiden name
The internal Rules of the service provider must specify cases when these additional data are to be documented. One particular example is an ad-hoc payment in the case of a unit-linked life insurance.
For the verification of the customer’s identity, the service provider must require the presentation of the following documents: 

For natural person customers:
· For Hungarian citizens, official photo ID that is suitable for the verification of identity and the official address certificate
· For foreign natural persons, passport or personal identity document, provided it is suitable for authorising a stay in Hungary, or document that verifies residency permit or the residency permit or equivalent document itself
· For natural persons below the age of 14, official document verifying identity and official address certificate or passport and official address certificate
The service provider is also required to check the validity of the presented identity document.

The service provider is required to obtain information on the purpose and planned nature of the business relationship and the transaction order. To this end, the service provider shall record at least the following data (minimum data set):

·  In the case of a business relationship, the type, subject and term of contract

·  In the case of a transaction order, the subject and amount of the order
Furthermore, based on its risk sensitivity, the service provider may also record the following data for the prevention of money laundering and terrorist financing (maximum data set):

· circumstances of completion (place, time, method)
The business relationship must be monitored on an ongoing basis to ensure that the transaction orders concerned harmonise with the data available on the customer based on applicable laws. Monitoring activities are also meant to include the analysis of transaction orders completed during the business relationship.  

V.4. Due diligence of customers that are legal entities or organisations without legal personality
In order to identify the customer, the service provider must record at least the following data (minimum data set): 

· name and short name 

· place of principal office and, for enterprises seated abroad, address of branch office in Hungary

· company registry number or, for other legal entities, the number or registration number of resolution on establishment (registration).
Based on its risk sensitivity, the service provider may also record the following data (maximum data set) in addition to the minimum data set:

· core activity

· name and position of authorised representatives

· suitable identification information of agent for service of process

In addition to presenting the documents indicated under V.3 for persons authorised to act on behalf of and in the name of legal entities or organisations without legal personality, the service provider shall require the presentation of further documents not older than 30 days as proof of the following:

1. That a domestic business has been registered by the court of registration or that the business has submitted an application for registration, that a private entrepreneur’s certificate has been issued to a private entrepreneur or that the private entrepreneur has submitted an application for a private entrepreneur’s certificate to the town clerk of the district centre.

2. That the entity has been entered into the records, in the case of other domestic legal entities whose creation requires that an authority or court enter them into its records. 

3. That a foreign legal entity or legal arrangement has been registered or entered into records as required by the laws of its country.

4. If the submission of an application for the registration of a company, or to enter an entity into the records of some authority or court is yet to be made, the articles of association (charter of foundation, statutes) of such legal entity or legal arrangement.
The identification of a foreign legal entity or organisation without legal personality shall require a certificate, not older than 30 days, of incorporation or of entry into the records as required by the laws of its own country. Service providers shall specify in their internal procedures, on a risk-sensitive basis, the cases where they will require certified translations of the registration documents or certificates required for identification. 
In the case specified in point 4 above, the legal entity or organisation without legal personality shall provide official documentary proof of its incorporation or entry into the records within 30 days following its incorporation or entry into the records of some authority or court and the service provider shall record the corporate registration number or other registration number.
Following due diligence measures concerning a legal entity or an organisation without legal personality, service providers shall also carry out due diligence measures on the person acting in the name or on behalf of the legal entity or organisation without legal personality. 
When verifying personal identity, the service provider shall also verify the validity of the document presented as the proof thereof.

If some detail is not shown in the accepted document or if the customer has no address certificate, then this fact shall also be documented.
The service provider is required to obtain information on the purpose and planned nature of the business relationship and the transaction order. To this end, they shall record at least the following data (minimum data set):
· the type, subject and term of contract for business relationships

· the subject and amount of transaction orders

In addition to the above, the service providers may also record the following information (maximum data set) on a risk-sensitive basis:

·  circumstances (place, date and time, method) of completion
Business relationships must be monitored on an ongoing basis in order to verify that the transaction orders concerned harmonise with the data available on the customer pursuant to legal provisions. Monitoring should include the analysis of transaction orders during the lifetime of the business relationship.  

V.5. Identification and verification of the identity of the beneficial owner 
In the course of customer due diligence, service providers shall obtain written statements from their customers on whether they execute transaction orders on their own or on someone else’s behalf.

If a customer’s written statement says that he/she is not acting on his own behalf but in the name and on behalf of a beneficial owner, then the written statement should contain the following data of the beneficial owner (minimum data set): 

·  name 

·  address

·  citizenship of beneficial owner

The service provider may request the beneficial owner of a legal entity or an organisation without legal personality for these three pieces of information in case they cannot be found in the presented documents.
On a risk sensitivity basis, the service provider may also record the following data (maximum data set):

·  type and number of identity document

·  place of stay in Hungary for foreign natural persons

·  place and date of birth 

·  mother’s maiden name

The statement may be part of the contract or recorded on a standard form, but a requirement for the customer in any case is to make the statement in full understanding of his/her liability under criminal law.

If a customer refuses to make a statement or if comprehensive customer due diligence cannot be carried out, the service provider shall refuse to execute the transaction order or to enter into a business relationship with the customer and must terminate any existing business relationship with the customer.

If there are doubts concerning the identity of the beneficial owner, the service provider must call upon the customer to make a statement in writing again, and if there are doubts concerning the personal identity of the beneficial owner, the service provider shall take action to verify the personal identity of the beneficial owner using records that are available pursuant to applicable laws or using publicly available data.

The customer is obliged to inform the service provider of any changes in the identity of the beneficial owner within 5 working days from learning of such changes. The service provider shall include this requirement under its contract conditions.

V.6. Simplified customer due diligence
Pursuant to Article 12 of the AML, simplified due diligence can be carried out in the case of customers who represent a low risk in respect of money laundering or terrorist financing. In this case, only the monitoring of the business relationship is required and customer due diligence is only to be performed upon the occurrence of facts, data or circumstances that refer to money laundering or terrorist financing.

Service providers may employ simplified customer due diligence if the customer is engaged in providing financial services, supplementary financial services, investment services, supplementary services for investment services, insurance, insurance brokerage and employer’s pension services, services on the commodities exchange, postal cash transaction intermediation services, postal money transfers, the receipt and delivery of domestic and international postal money orders or operating as a voluntary mutual insurance fund and if it conducts its activities within the territory of the European Union.

The service provider may also employ simplified customer due diligence if the customer qualifies as a service provider and is engaged in providing financial services, supplementary financial services, investment services, supplementary services for investment services, insurance, insurance brokerage and employer’s pension services, services on the commodities exchange, postal cash transaction intermediation services, postal money transfers, the receipt and delivery of domestic and international postal money orders or operating as a voluntary mutual insurance fund, and has its registered offices in a third country that imposes requirements equivalent to those laid down in the AML, and is subject to supervision concerning compliance with those requirements.
The service provider may conduct a simplified due diligence procedure if the customer is a company whose securities have been floated in the regulated market in one or more member states, or is a company from a third country that imposes disclosure requirements consistent with community standards. In addition, service providers may also conduct a simplified due diligence procedure if the customer qualifies as a supervisory agency in the application of the AML, including the Hungarian Financial Supervisory Authority, the National Bank of Hungary, the Chamber of Hungarian Auditors, the Tax and Financial Control Administration, the Hungarian Trade Licensing Office, the Central Law Enforcement Directorate of the Hungarian Customs and Finance Guard, for lawyers the bar association where the lawyer is a member and for notaries public the chamber where the notary public is a member.

The service providers shall carry out simplified customer due diligence measures if the customer is a central state administration agency, a local government, or an agency of the European Community, the European Economic and Social Committee, the Committee of the Regions, the European Central Bank and the European Investment Bank.

Pursuant to Article 13 of the AML, the service provider shall carry out simplified customer due diligence measures in the case of life insurances where the annual insurance premium does not exceed HUF two-hundred and fifty-thousand or the one-off insurance premium does not exceed HUF six-hundred and fifty-thousand and in the case of non-redeemable pension insurances that cannot be accepted as credit or loan collateral.

In the course of simplified customer due diligence, the service provider must monitor the business relationship on an ongoing basis in order to find out whether the transaction orders harmonise with the data available about the customer pursuant to legal provisions.
V.7. Enhanced customer due diligence
Service providers must apply the enhanced customer due diligence procedure for customers and transactions representing a high risk of money laundering or terrorist financing.

The service provider must require enhanced customer due diligence in the following cases: 

1. If the customer failed to show up for identification;

2. When establishing a business relationship with or executing a transaction order for a politically exposed person with residence in another member state or in a third country.

1. Customer due diligence in the absence of the customer

In the course of identification, service providers shall record the maximum data set as specified for customer due diligence if a customer with either domestic or foreign residence is not physically present. 

In order to enable the verification of personal identity the customer is obliged to also submit to the service provider certified copies of documents prescribed for customer due diligence. A certified copy of a document is acceptable for identification and the verification of personal identity, if the certified copy was prepared by a Hungarian consular officer or a notary public who has also attached a corresponding certification, or if the Hungarian consular officer or the notary public has furnished the copy with a certification that certifies that it is identical to the original. In the course of verification, copies are also acceptable if prepared by an agency authorised to prepare certified copies in the state where the original document was issued, and if the Hungarian consular officer has legalised the signature and the stamp of this agency on the copy, unless otherwise stipulated in an international treaty.
2. Due diligence of politically exposed foreigners
A customer residing in a foreign country must in every case provide a written statement to the service provider indicating whether he/she qualifies as a politically exposed person under the law of his/her country of residence, and if so, in what capacity.

The establishment of a business relationship with or the execution of a transaction order for a politically exposed foreigner is subject to the approval of the manager in charge as per the rules of organisation and operation of the service provider.

In case the service provider has doubts concerning the authenticity of the statement, they must verify the data therein using public records or data available for this purpose pursuant to applicable legal provisions. 

In the case of politically exposed foreigners, the service provider must carry out all customer due diligence measures, i.e. they shall record the minimum data set using the presented identification document and may decide on a risk-sensitive basis to record further information, verify the personal identity of the customer and identify the beneficial owner, and if there are doubts concerning the identity of the beneficial owner they shall also verify his identity, record the details of the business relationship and the transaction order and shall monitor the business relationship on an ongoing basis. 

V.8 Customer due diligence measures performed by other service providers
The AML allows service providers to accept the results of customer due diligence performed by another service provider. In this case, however, liability for compliance with customer due diligence requirements lies with the acceptor service provider. 

Service providers are entitled to accept the results of customer due diligence measures carried out by service providers specified under Points a)-e) and l) of Paragraph (1) of Article 1 of the AML with the exception of service providers providing cash transfer and money changing services, who are active in the territory of the Republic of Hungary or in another member state of the European Union or in a third country imposing customer due diligence and record-keeping requirements as laid down in the Act or equivalent to those, and such results shall be acceptable also if the scope of the official documents and data underlying the requirements are not identical to those specified in the AML.

The acceptance of customer due diligence results supplied by another service provider is subject to the customer’s consent as a service provider is only entitled to make customer data available to another service provider for customer due diligence purposes if the customer concerned provides his or her consent to it.

If the customer due diligence measures were performed by a service provider active in a third country, then such service provider must comply with requirements set out in Paragraph (6) of Article 18 of the AML, i.e. it must be listed in the trade register and must apply customer due diligence and record-keeping requirements as laid down in the Act or equivalent to those, and must also be subject to supervision according to the requirements specified in the AML or equivalent to those, or its registered office must be located in a third country that imposes requirements equivalent to those laid down in this law.
If a service provider active in a third country complies with the above requirements, the service provider shall inform the Hungarian Financial Supervisory Authority of this.

In respect of insurance brokers, customer due diligence performed by a tied agent should not be regarded as due diligence by another service provider as the agent is considered a part of the service provider as per the law. In customer due diligence, the activities of a tied agent are to be regarded as actions of the insurance company itself. Customer due diligence carried out by an independent insurance broker shall be regarded as due diligence by another service provider.  
VI. REPORTING OBLIGATION
Pursuant to paragraph (1) of Article 23 of the AML, the manager or employee of the service provider organisation must screen the customer regardless of value limit if any data, face or circumstance arises which refers to money laundering or terrorist financing and if the customer has not been screened before. Furthermore, the manager or employee must immediately report the data, fact or circumstance that refers to money laundering by filling in and forwarding the attached form. The designated individual must not reject the forwarding of this report.
The service provider must designate an individual from its staff whose primary task will be the immediate forwarding of reports to the authority functioning as the financial intelligence unit. Furthermore, this person shall participate in the organising of employee training and in the governance of the prevention of money laundering and terrorist financing. 
If possible, the designated individual should be an executive or manager of the service provider.
The internal procedures for fulfilling the reporting obligation should state that the designated individual or his or her deputy must be available throughout working hours for any employee of the service provider organisation to receive reports and to forward these reports to the authority functioning as the financial intelligence unit.

The service provider organisation must inform the authority functioning as the financial intelligence unit on the name and position of the designated individual or any changes thereto within five working days.

The forwarding of reports is the responsibility of the designated individual. The designated individual forwards the report, in compliance with confidentiality laws applicable to the service provider, by way of protected electronic message, receipt-confirmed mail or by fax. If delay in forwarding conveys risks, the required data must be communicated to the authority by phone in advance.

Effective 15 December 2008, reports must be forwarded exclusively in protected electronic messages to the authority functioning as the financial intelligence unit.

In any case, the report must contain the data recorded during customer due diligence, thus the data of the customer and the beneficial owner, the type, subject and term of contract in the case of a business relationship and the subject and amount in the case of transaction orders, possibly along with the place, time and way of fulfilment and the description of data and circumstances that refer to money laundering or terrorist financing.

The service provider must not fulfil the transaction order concerned before forwarding the report, except if the completion of the transaction order cannot be halted or if reporting the transaction order before completion would hazard the tracking of the beneficial owner.
VI.1. Suspension of transactions
Pursuant to Article 24 of the AML, the service provider suspends the execution of transactions that relate to data, facts or circumstances that refer to money laundering or terrorist financing if he deems that the checking of such data, facts or circumstances call for immediate action by the authority functioning as the financial intelligence unit.

Simultaneously to the suspension, the authority functioning as the financial intelligence unit must be notified. The designated individual submits the report on the transaction order concerned by way of electronic message, receipt-conformed mail or by fax. If delay in forwarding conveys risks, the required data must be communicated to the authority by phone in advance. 

The service provider completes the suspended transaction order if it receives notification from the authority functioning as the financial intelligence unit that the authority has not taken action pursuant to the act on criminal proceedings or if one working day has passed since the suspension of a domestic transaction order or two working days have passed since the suspension of a non-domestic transaction order without notification from the authority functioning as the financial intelligence unit.
VI.2. Obligations, rights and responsibilities of the service provider’s employees regarding the prevention of money laundering
VI.2.1. Direct customer contacts who process offers and contracts (policies)
Obligations:

· Execution of due diligence measures, including the recording of the customer’s identity data, the completion of the data form or, taking a statement from the customer, the checking and verification of the personal identity of already identified customers, identification of the beneficial owner or, in the case of doubts, the verification of his identity, ongoing monitoring of the business relationship and the activities to reveal its purpose and planned nature;

· Completion of a reporting form upon the occurrence of any data, fact or circumstance that refers to money laundering or terrorist financing;

· Thorough and accurate description of the data, fact or circumstance that refers to money laundering or terrorist financing in the report;

· Immediate forwarding of the completed reporting form to the designated individual;

· Keeping the customer unaware of the report and the investigation

Rights:

· Right to anonymity, i.e. the name of the employee executing the process must not be stated on the reports. The organisation unit in charge must be indicated on the report form. The designated individual is only required to inform the authority on the person initiating the report if explicitly requested by the authority functioning as the financial intelligence unit;
· Exemption from the obligation of keeping insurance-related secrets, when initiating a bona fide report, regardless of the subsequent findings, the employee must not be held accountable.
VI.2.2. Designated individual
Obligations:

· Forwarding the reports submitted to him to the authority functioning as the financial intelligence unit immediately.
Responsibilities:

· When detecting signs or getting to know of unusual transactions, request information from the employee or insurance broker and forward this information in the form of a report;

· Organise training courses for employees regularly but at least once a year to transfer current experiences;

· Keep contact with the designated units of the authority functioning as the financial intelligence unit, provide information on reported transactions, customers and contractual relations or transactions not stated in the report when officially requested by the authority (these requests most comply with the requirements set out in other laws including Act LX of 2003 on insurers and insurance services and Act XIX of 1998 on Criminal proceedings)

· Elaborate the purpose, tasks, procedures and rules of investigations in relation to the prevention and combating of money laundering and terrorist financing.
VI.2.3. Compliance
Obligations:

· Regular audit of compliance with rules regarding the prevention and combating of money laundering and terrorist financing and of actions against terrorism at least once per year, focusing on the accurate execution of identification, training courses and the screening system;

· Information of the supervisory board (board of directors) on audit findings.

Rights:

· Right to access the required data upon thematic investigations in relation to the prevention of money laundering and terrorist financing.

VI.2.4. Internal audit
If there is no separate compliance function in place at the service provider, the rights and obligations set out in section VI.2.3. should belong to Internal Audit.  
VI.2.5. Contents of report (based on standard form, annex):
· Name and data of service provider who submits the report, name, office address and phone number of designated individual

· Date of reporting

· Date of transaction, deal or contract signing

· Personal data recorded during due diligence

· Identity data required in the case of businesses

· Transaction information, in particular information on the business relationship or transaction order, type of insurance, indication of one-off or permanent nature, amount in the case of ad-hoc payments or services, etc.
· Detailed description of data, fact or circumstance that refers to money laundering or terrorist financing. This description must not be limited to just specifying the type of the unusual transaction based on the standard classification. Attachments should be provided including descriptions of experiences regarding the customer and his behaviour to date and any other information that may help the authority functioning as the financial intelligence unit in fulfilling its duties.
As set out in the AML, reports have to be submitted to the authority functioning as the financial intelligence unit. 

Upon the occurrence of data, facts or circumstances that refer to money laundering or terrorist financing, the authority functioning as the financial intelligence unit may request supplementary information from the service provider or another provider that is also involved in the report and is subject to the AML. The service provider is required to fulfil these requests for supplementary information.  

VI. 3. Internal procedure for reporting
The following items must be defined:

1. the way how the completed data form must be forwarded by front-line employees, administrators who perform due diligence and document verification, managers or employees who, by he nature of their position, detect data, facts or circumstances that refer to money laundering or terrorist financing and employees who perform analyses and how they have the recipient of the data form confirm forwarding.

2. the way how reports to the authority functioning as the financial intelligence unit are confirmed
3. the way of record keeping and confidentiality rules regarding reports

4. document retention obligations, the statutory eight-year period

VII. CONFIDENTIALITY RULES
The fulfilment of the reporting obligation must not be considered a violation of the secrecy of insurance-related information or the breaching of any statutory or contractual restriction of data or information sharing.
An insurance-related secret is defined as any piece of data (not qualified as a state secret) available to an insurer, reinsurer, insurance broker, specialised insurance consultant on their customers’ (including indemnified parties’) personal circumstances, financial position, finance management or contracts concluded with the insurer or reinsurer.
If the insurance contract is not concluded for any reason, the insurer must delete all data it obtained in relation to the contract.
Anyone who has access to insurance-related secrets is obliged to keep them. A person liable to retain insurance-related secrets who makes such information available to unauthorised persons in order to realize an undue benefit or causing a financial loss to others is committing a criminal act and may be punished with three years in prison. The same applies to those who obtain, use, share with others or publish business secrets without authorisation in order to realize an undue benefit or causing a financial loss to others.
Upon the occurrence of data, facts or circumstances that refer to money laundering or terrorist financing, the authority functioning as the financial intelligence unit may request the service provider for data or information that constitutes an insurance-related or business secret and this information transfer must not be rejected.
A person who fulfils his reporting obligation or initiates reporting upon the occurrence of data, facts or circumstances that refer to money laundering or terrorist financing shall not be considered guilty of disclosing either business or insurance-related secrets even if his bona fide report is found invalid subsequently. 
VIII. PROHIBITION OF DISCLOSURE
Pursuant to paragraph (1) of Article 27 of the AML, the service provider must not inform third persons or organisations on any case reports it has made or any data it has provided on the authority’s request, on the suspension of the fulfilment of the transaction order, on the person of the report submitter and if criminal proceedings have been launched against the customer. Furthermore, the service provider must ensure that the fact of report submission, the contents of the report and the person of the submitter are kept confidential.
This prohibition does not extend to the Hungarian Financial Supervisory Authority, the law enforcement agency that executes the criminal proceedings if they request information under the lawful execution of their tasks set out in legal provisions.

In the case of a financial conglomerate or group of companies subject to consolidated supervision as per the AIIS, this prohibition does not apply to the forwarding of information to the host supervisor or the disclosure of information to businesses operating in member states or in third countries with where they are subject to equivalent requirements as those stipulated in the AIIS and are under supervision regarding compliance with these legal requirements. 

In the case of companies providing financial services, supplementary financial services, investment services, supplementary investment services, insurance, insurance intermediation and employment pension services, commodity exchange services, postal cash transaction intermediation services, postal cash transfers, taking and delivering domestic and international money orders and providing voluntary pension fund services, the prohibition does not apply to the disclosure of information between two or more service providers, provided

· the information applies to the same customer and the same transaction;

· at least one of the two or more service providers involved pursues activities that are subject to the AML and the other service provider is domiciled in another member state or third country where requirements equivalent to those set out in this law are applicable;

· the service providers concerned pursue the same activities specified in the respective sections of paragraph (1) in Article 1 of the AML

· service providers are subject to requirements equivalent to those in domestic legislation in respect of the non-disclosure of professional secrets and the protection of personal data.

The service provider must notify the Hungarian Financial Supervisory Authority if a third country has fulfilled the legal provisions regarding equivalent requirements /paragraphs (3)-(5) in Article 27/
IX. SCREENING SYSTEM
In order to prevent business relationships and transaction orders that enable or constitute money laundering or terrorist financing, the service provider must operate an internal control and information system that supports the due diligence of customers, reporting and record keeping. 

This legal obligation must be segregated from the service provider’s liability to monitor the business relationship on an ongoing basis (including the transaction orders completed in the course of the business relationship) in order to ensure that the transaction order concerned harmonise with the information that the service provider has on the customer based on applicable legal provisions..

In order to comply fully with the legal obligation of monitoring, the service provider must operate an automated screening mechanism in its existing IT architecture which identifies unusual transactions from the business systems and forwards them for analysis to the persons in charge. The screening system must also analyse payments and money withdrawals. At small organisations with a low number of transactions per day, unusual cases also can be controlled and recorded manually. The designated individual provides for the establishment and operation of control mechanisms thereby ensuring monitoring.  He or she also analyses the identified transactions and immediately reports the ones which entail any data, facts or circumstances that refer to money laundering.
The screening criteria are as follows:
· amount of ad-hoc payment to the insurer
· unusual nature of contracting or policy repurchase
· frequency and size of payments
· lists of the European Union, the United Nations and the authorities of other countries officially published in Hungary and other “reasons for suspicion”.
X. EXECUTION OF FINANCIAL OR ASSET RESTRICTIVE MEASURES ORDERED BY THE EUROPEAN UNION
The service provider must act in accordance with the provisions of Act CLXXX of 2007 on the execution of financial and non-financial asset restrictive measures ordered by the European Union and on the amendment of certain related laws. 

The purpose of the act is the freezing of the economic resources and financial assets of natural persons, legal entities, other groups and organisations ordered because of terrorism. As a legal institution, administrative asset restrictions that are independent of criminal proceedings have been introduced by the Act. Freezing does not mean the final confiscation of financial or non-financial assets, only the suspension of the possibility to exercise the related rights.

Freezing as regulated in the law cannot be ordered independently, it only applies to the execution of financial and asset restrictive measures ordered by the European Union. In case the community regulation or the community resolution passed on authorisation from the regulation orders a restrictive measure, then the regulations of this law and the act on court warrant procedures must be followed.  

Pursuant to Article 10 of the act, the service provider must report immediately to the authority functioning as the financial intelligence unit using the form attached hereto all data, facts or circumstances which suggest that the subject of the financial and asset restrictive measure possesses in the Republic of Hungary cash or cash equivalents or economic resources that are subject to financial or asset restrictive measures.
The authority functioning as the financial intelligence unit investigates the case reported by the service provider (with the disclosure of personal data pursuant to paragraph (1) of Article 7) within one working day after reporting in the case of domestic transactions and within two working days in the case of non-domestic transactions.
In the course of the investigation, the authority checks if the subject of financial and asset restrictive measures possesses funds or economic resources in the Republic of Hungary which are under financial and asset restrictive measures and if the subject gains any financial benefits from the transaction concerned. The authority also assesses the compliance of data in the report with those set out in the EU legislation on the ordering of financial and asset restrictive measures. Based on the investigation, the authority functioning as the financial intelligence unit orders an asset freeze and notifies service provider who submitted the report either on the freeze or on the fact that the preconditions for initiating an asset freeze are not met. 
After submitting the report, for one working day in the case of domestic transactions and for two days in the case of non-domestic transactions, the service provider must not execute the transaction that may involve financial assets or economic resources that may be subject to financial or asset restrictive measures based on the data, facts or transactions that the report is based on, except if he was notified within the aforementioned timeframes by the authority functioning as the financial intelligence unit that the customer concerned is not a subject of financial or asset restrictive measures. 

After the submission of the report, the service provider may also execute the transaction within one working day in the case of domestic transactions and within two days in the case of non-domestic transactions if he is notified with the respective timeframes that the customer concerned is not a subject of financial or asset restrictive measures. 

After the submission of the report, domestic transactions have to be executed within one working day and non-domestic transactions within two working days except if the service provider is notified within these timeframes that the customer concerned is a subject of financial or asset restrictive measures.

When fulfilling the requirements of Act CLXXX of 2007 on the implementation of financial and asset restrictive measures ordered by the European Union and on the related amendments to certain laws, the service provider shall apply the AML-related rules of this regulation which relate to the reporting obligation, the prohibition of disclosure, the screening system, record keeping and the document retention obligation while it will incorporate the related knowledge into the curricula of its training programmes.

The procedures to follow in the case of persons and organisations on the restrictive actions lists of the European Union must be segregated from the measures taken in relation to persons and organisations on the restrictive actions lists of the United Nations and the USA. 

EU lists mean lists defined in the annexes to directly applicable council regulations on the prevention of terrorist financing (881/2002/EC and 2580/2001/EC). The service provider applies the provisions of Act CLXXX of 2007 to all natural persons and organisations that are on these lists. 

If the service provider screens further lists in relation to the prevention of terrorist financing, reports concerning natural persons and organisations on these lists will be submitted pursuant to paragraph (1) in Article 23 of the AML, i.e. based on data, facts or circumstances that refer to terrorist financing, provided there is no overlap with the natural persons and organisations shown in the lists defined by the annexes to directly applicable European Union regulations on the prevention of terrorist financing.
XI. RECORD KEEPING
Pursuant to Article 28 of the AML, the service provider is required to keep records of data taken during customer due diligence and to retain these data for a period of eight years after the termination of the business relationship or the completion of the transaction order. 

The records must contain the data and documents obtained by the service provider during due diligence or, if agreed by the customer, copies thereof along with the submitted reports and the information provided on the request of the authority functioning as the financial intelligence unit, the document confirming the suspension of the transaction or copies thereof which the service provider is required to retain for eight years after the recording of data or the submission of the report (suspension). 

The records must include cash transactions (HUF or foreign currency) in excess of the value of HUF three million, and six hundred thousand.

The service provider must keep a separate, searchable and controllable database of the minimum and maximum data sets recorded during customer identification pursuant to paragraphs (1) and (3) respectively of Article 7 of the AML and of cases when it applies enhanced due diligence for customers and transactions which represent a high risk in respect of money laundering or terrorist financing and when the provider accepts customer due diligence actions executed by other organisations. 

In case the electronic screening system is not suitable for the separated querying of data, the service provider must keep separate records for internal and external audits.

In order to fully comply with the data reporting obligation set out in the Ministry of Finance decree on this subject and regarding the data reportable to the Hungarian Financial Supervisory Authority, the data sets specified in the decree must be kept in separate databases searchable by both internal and external audit.
XII. INITIAL AND FURTHER TRAINING
The service provider must ensure that its employees participating in the execution of duties set out in paragraph (1) of Article 1 of the AML obtain a knowledge of legal provisions on money laundering and terrorist financing, that the are able to recognize business relationships and transaction orders which enable money laundering or terrorist financing and that they can act in compliance with the law upon the occurrence of data, facts or circumstances that refer to money laundering or terrorist financing. To this end, the designated individual must set up rules for training and further training courses and provide for the training of new employees, the regular training of existing employees (to be held at least once per year), the registration and documentation thereof and for the verification of obtained knowledge. Further training may relate to the occurrence of new laws on the prevention of money laundering and terrorist financing, the appearance of new crime method trends and to the modification of the Rules. Training should cover the definition of money laundering and terrorist financing, the internal procedure of reporting and the typology of unusual events. Within one year after the AML entered into effect, i.e. until 15 December 2008, each and every training course must be closed with a test that includes definitions, differentiations and practical examples. In other cases, only new employees should be required to sit for an examination. The results of these examinations, the curricula of training courses, test materials and attendance are to be documented by the designated individual. In other cases, the insurance company requires attendance of further training while the designated individual records the name, position and job of the participants.
XIII. ANNEXES
The Rules must include the following Annexes:

1. Typology of unusual transactions;

2. Customer identification form;

3. Report form;

4. Contact information of the authority functioning as the financial intelligence unit (persons in charge, phone number, fax number) and access information regarding the international lists of the European Union, the United Nations and the authorities of other countries officially published in Hungary;

5. The name, position and phone number of persons who keep contact with the authority functioning as the financial intelligence unit;
6. Form for reporting in relation to financial restrictive actions. 
Annex 1
UNUSUAL TRANSACTIONS
This annex sets out a structured typology of unusual transactions known or detected to date which may involve any of the service providers that are subject to the AML.

1.) Money laundering through unusual cash transactions

a) Placing or withdrawing of an unusually large cash deposit by a natural person especially if it does not harmonise with the customer’s profession. The [proper] appearance of a customer in itself does not mean that a large cash deposit is free of suspicion. E.g. a criminal will always have his passport and appearance in order because he will not risk two things at a time.

b) Sudden significant growth of cash payments and withdrawals either by natural persons or by companies. 

c) Customers with several, relatively small deposits which, however, make up a significant value combined.

d) Frequent change of cash amount into other currencies.

e) Significant transactions on a previously inactive account.

f) Customers who arrive at the branch office together and execute large cash or foreign currency transactions at the same bank.

g) Regular cash transactions right below the identification threshold.

h) Cash payment and withdrawal on the same day or within a short interval without cash movement and in a way that the transaction involves the accounts of several customers.

2.) Money laundering using bank accounts

a) A customer holds multiple accounts at the same bank without any apparent business reason and there is frequent cross-charging between the accounts without any rational reason. Cross-charging to facilitate accounting technically is considered a rational reason.

b) The cash movements on the bank accounts of natural persons or legal entities do not refer to any underlying business activity, yet significant amounts are credited to and transferred from the account without any apparent purpose.

c) Non-standard use of general banking services e.g. customer gives up interest receivable on a large deposit.

d) Different people place significant amounts or pay amounts regularly on the same account. 

e) Several people transfer small amounts and perhaps regularly to the same account which is then transferred further to a third account that apparently not related to the original account.

f) Depositing of a large amount of cash which the account owner offers as collateral.

3.) Suspicious transactions of businesses

a) The company has new ownership and the background and appearance of the new owners (homeless people, etc.) do not harmonise with the company profile or the financial activities of the company suddenly change after the change of ownership. 

b) The financial indicators of the company concerned are significantly different from that of similar companies. 

c) The owner of the business places several deposits at different branch offices on the same day.

d) An account which hosts transfers without rational business purpose or in a way that does not harmonise with the account owner firm and the transaction history (small incoming and outgoing transfer payments, especially from and to tax haven countries).

e) An account that receives many low-amount incoming transfers or cash payments and then the entire amount is transferred to another account, if this activity does not harmonise with the customer’s business or history. 

f) The company frequently places large amounts of cash and maintains a large balance, but does not use any other services like loans, letters of credit, wages and tax payments etc.

g) Transactions with cash and cash equivalents that have incomplete data or include fictive beneficiaries, remitters, etc.

h) Unusual cash transfers between related accounts or on the accounts of companies that are obviously linked through ownership as well in addition to business relationship.

i) The amount of cash payments, their placement and frequency do not harmonise with the company’s activities.

j) The company is led by a person (authorised to sign) whose appearance and skills obviously make him unsuitable for this, especially if the person disposing over the account is not an employee of the company.

k) The same person or group disposes over the invoice or invoices of several firms and there is regular cash movement on the accounts.

l) There are frequent return transfers on the account due to not concluded contracts and erroneous transfers.

m) A company founded with the minimum required capital has extraordinary turnover on the account and receives large loans from another bank.

n) The company has regular and unreasonable borrowings from the owners if the borrowed amounts are suspiciously high, either in total or individually. 

o) Day overdrafts on a current account which are transferred in one sum between a closed group of companies that are linked through ownership and financing. There is no underlying economic content and the amount is returned to the remitting company’s account at the end of day. 

4.) Money laundering through investment-related transactions

a) Increased demand for investment services where the source of the offered capital is unclear or does not harmonise with the business activity of the customer.

b) Purchase of a significant amount of securities for cash or a series of purchases with a value right below the identification threshold.

c) Purchase, sale or possession of securities without reason or under unusual circumstances, e.g. sale of securities when the financial position of the firm does not call for it.

d) Purchase or sale of illiquid securities which either do not have a market price, cannot or can hardly be obtained from public sources and the transaction or series of transactions do not fit the customer’s profile. 

e) Order for derivative deals which generate either profits or losses only for the same customer against the same set of business counterparts on an ongoing basis.

f) Initiation of a complex transaction which involves multiple accounts and companies and where the series of transactions include a securities-related order as well.

g) Regular transaction orders for loss-making deals, especially if the customer relationship manager explicitly points it out to the customer.

h) Transaction orders of extraordinary value initiated with cash payments.

i) Submission of a series of linked transaction orders and cross transactions by multiple, related customers (usually businesses).

j) Multiple securities accounts held by the customer without reason, where the turnover on each individual account is not extraordinary, yet the total invested amount is significant.

k) A customer who possesses a large quantity and high value of physical securities without reason although he could store them electronically.

l) Withdrawal or transfer of revenues after sales then placing of a similar or even larger transaction order after another payment to the account.

5.) Money laundering through credit deals

a) Customers who suddenly pay back their problematic loans.

b) Application of a loan against a pledge where the source of the pledge is unknown or where it does not harmonise with the financial position of the customer.

c) Request for funding from a financial institution when the source of the customer’s financial contribution is unknown.

d) Application for a loan when significant freely disposable amounts are kept on other accounts of the customer.

e) Use of borrowed amounts in a way that conflicts with the declared purpose of the loan.

f) Application for loans for an off-shore company or a loan application secured by the promissory notes of an off-shore bank.

g) The purpose which a customer indicates for a loan does not make sense financially or the customer offers a cash collateral for the loan while refusing to disclose the purpose of the loan.

h) The customer purchases deposit receipts and uses them as collaterals for a loan.

i) The customer pledges the loan with a cash deposit.

j) The customer uses cash collateral placed with an off-shore financial institution to obtain a loan.

k) Borrowed cash is unexpectedly transferred to an off-shore area.

l) The customer unexpectedly reimburses a loan or a large portion thereof without any preceding financial development visible to the bank.

m) The loan is paid back by a person who has no financial links to the customer.

6.) Money laundering through international activities

a) Companies headquartered in a country that is linked to drug trafficking show up with large amounts of money.

b) Keeping of large amounts of money that are inconsistent with the customer’s usual business and then transfer of these amounts to abroad.

c) A customer whose foreign trade practices regularly differ from the usual payment methods in that country.

d) A customer is considered suspicious if he has significant cash transactions with countries that are linked to drug production or trafficking, especially if the customer’s business profile differs from the financial and commercial structure of those countries.

e) Transactions that involve off-shore or shell banks with names that are very similar to that of a large and legal financial institution.

f) Frequent or high-value payment orders where the beneficiary or the obligor is an off-shore institution and the orders are inconsistent with the known businesses of the customer. 

g) The customer transfers amounts to and receives money transfers (from countries qualified as tax havens) especially if the transfers have no visible reason or if they are inconsistent with the customer’s enterprises or history. One typical example of this scenario is when an off-shore re-insurer transfers a major amount to a natural person under the title “agent’s commission”.

h) Regularly repeated money transfers from a natural person’s bank account(s) to tax haven countries.

i) The customer receives or sends money transfers with amounts that are right below the reportable threshold or the transfers involve several banks, yet the transactions cannot be linked to his activity and history.

7.) Insufficient or suspicious information

a) A company that is reluctant to provide comprehensive information on the purpose of its business, former bank relationships, executives, directors or the place of its activities.

b) A customer who is not willing to provide information when opening an account or buying cash equivalents in excess of a certain threshold value.

c) A customer who wishes to open an account without references, local address or personal identification (passport, driving licence or social security card) or refuses to provide any other information which the bank may request for the opening of an account.

d) The potential borrower is reluctant or refuses to specify the purpose of the loan or the source of repayment or specifies a questionable purpose and/or source.

e) A customer who provides information that appears to be minimal or fake or information which the bank cannot easily verify, especially about his personal identity.

f) The potential customer is reluctant or refuses to provide references or the references cannot be verified or contacted.

g) A person who fails to state his past or current employment on the loan application.

8.)  Unusual features or activities

a) An account held by a customer whose address is far away from the bank or the branch office, especially if a nearer branch office is also available and there is no logical explanation for the customer choice of using a remote branch office.

b) An account or customer which often has large cash deposits wrapped in a banknote ribbon stamped other banks.

c) The account holder customer rarely ever comes to the financial institution yet he uses several couriers who places money on the account.

d) Unexplained material departure from traditional banking methods.

e) The customer’s risk appetite grows suddenly and in a way that is inconsistent with his former habits.

9.) Attempts to bypass reporting or record keeping obligations

a) The customer attempts to engage in a financial transaction in excess of a certain value but he takes back a part of the money when being informed of the record keeping and reporting obligation in order to keep the value of the transaction just below the set threshold.

b) A person brings cash to the financial institution and insists that the required record keeping and reporting forms should not be filled in.

c) The customer places many deposits below the identification limit on a single account within short intervals or splits a large amount between multiple accounts in order to dodge mandatory reporting. 

d) A customer who is reluctant to provide information for his identification or who refuses to proceed with the transaction once he is informed that he has to prove his identity.

e) A customer who forces or attempts to force a bank employee not to submit the required the required record keeping or reporting forms.

10.) Money laundering through life insurance

a) Sudden increase of extraordinary payments / withdrawals either by a natural person or by a legal entity. 

b) A significant cash payment to an account in the case of a unit-linked life insurance where the amount paid is inconsistent with the customer’s profile.

c) Regular conclusion of transactions right below the identification limit.

d) Payments and withdrawals that do not harmonise with the customer’s profile.

e) Use of services in an unusual way.

f) A company that is reluctant to provide comprehensive information on the purpose of its business, former bank relationships, executives, directors or the place of its activities.

g) A customer who is not willing to provide information when opening an account.

h) A customer who wishes to open an account without references, local address or personal identification (passport, driving licence or social security card) or refuses to provide any other information which the insurance company may request for contract signing.

i) A customer who provides information that appears to be minimal or fake or information which the insurance company cannot easily verify, especially about his personal identity.

j) Unexplained material departure from the methods of providing traditional insurance services.

k) The customer attempts to engage in a financial transaction in excess of a certain value but he takes back a part of the money when being informed of the record keeping and reporting obligation in order to keep the value of the transaction just below the set threshold.

l) The customer intends to pay up money and insists that the required record keeping and reporting forms should not be filled in.

m) The customer concludes several contracts below the identification limit.

n) A customer who is reluctant to provide information for his identification or who refuses to proceed with the transaction once he is informed that he has to prove his identity.

o) A customer who forces or attempts to force an employee not to submit the required the required record keeping or reporting forms.

11.) Money laundering through currency exchange
a) Possession of an unusually high amount of money if it does not harmonise with the appearance or behaviour of the customer.

b) Regular exchange of large currency amounts.

c) Customers who arrive together and change large currency amounts simultaneously.

d) Sequential transactions where each transaction is slightly below the identification limit.

e) Regular change of large amounts of rarely used currencies.

f) Customer who is reluctant to verify his identity.

g) The customer attempts to initiate a currency exchange deal in excess of a certain value but he takes back a part of the money when being informed of the due diligence obligation in order to keep the value of the transaction just below the set threshold.

h) Change of small denomination of foreign currency notes to larger denomination notes or the sale thereof, potentially with the simultaneous purchase of another currency.

12.) Money laundering through pledging 

a) Customers who suddenly pay back their pledged loan.

b) Customers who regularly pledge a large quantity of objects which represent a low value individually but represent a high value combined and the objects are typically not taken out of pledge.

c) Customers whose appearance suggest that the pledged objects are not their property.

d) The customer is very nervous and his behaviour raises the suspicion that he may have been involved in potential money laundering.

e) The clothes or behaviour of the customer does not harmonise with the quality of the pledged object.

f) When hearing about identification, the customer chooses to back out from the transaction.

g) The purpose which a customer indicates for a loan does not make sense financially or the customer refuses to disclose the purpose of the loan.

h) The customer purchases deposit receipts and uses them as collaterals for a loan.

i) The customer is seated in a country listed in Annex 4 or lives in one of those countries.

j) A different person is trying to take out a high-value pledged object and there is no acceptable explanation to it.

13.) Transactions that raise the suspicion of terrorist financing 
Terrorists are typically cautious to stay away from drawing attention either with their lifestyle or dressing, or create suspicion in their environment regarding their contact network or finances. Therefore, it is difficult if at all possible to specify typical transactions. 

Terrorists collect both illegal and apparently legal funds: besides drawing revenues from protection money, blackmailing, drugs and arms trafficking, they also raise money from legal foundations, non-profit organisations, collect membership fees and sell publications.

a) E.g. it may be suspicious if a foreign citizen customer requests not only one or two, but more charge cards upon opening an account. A long time (even months) pass after account-opening until a transfer or cash payment is made to the account. Then this amount is withdrawn in cash through ATMs using the bank cards. After this there is no transaction on the account for a long time again before the whole cycle is repeated.

b) It may also be suspicious if several persons cancel their life insurance policies and request that the receivable amounts be paid to the same person.
Annex 2

DATA SHEET FOR IDENTIFICATION – TO BE FILLED IN EXCLUSIVELY BY THE SERVICE PROVIDER!

For fulfilling obligations set out in Article 7 of Act CXXXVI of 2007

 Data of natural persons (write X in boxes as appropriate, fields printed in italics are optional): 

	Last and first name:
	

	Name at birth:
	

	Citizenship:
	Hungarian:
	
	Other:
	

	Address:
	

	Type of photo ID
	Personal identity card
	
	Address certificate
	
	Driving license
	
	Passport
	
	Official photo ID that verifies Personal Identifier
	
	Other
	

	Descr. of other doc.
	

	Doc. no.’s in order:
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Place/date of birth:
	
	
	
	
	
	Yr
	
	
	Mt
	
	
	Day

	Mother’s name:
	


1: Previous name, maiden name

Data of legal entity or organisation without legal personality (also to be filled in for personal entrepreneurs)

	Name, short name:
	

	Registered Office / Address of Branch Office in Hungary:1
	

	Court of registration / resolution no.:
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Core business:
	

	Name /  position of authorised repr.:
	

	Data of Agent for Service of Process:
	


1: Address of the branch office in Hungary for enterprises registered in a foreign country:

Data entered by:

Statement by customer with a foreign residence

	I declare that I am not a politically exposed person (mark with X)
	

	I declare that I am a politically exposed person (Please state category number from below)
	


	2a)
	Heads of State, heads of government, ministers and deputy or assistant ministers;

	2b)
	Members of parliament;

	2c)
	Members of supreme courts, of constitutional courts or of other high-level judicial bodies whose decisions are not subject to further appeal;

	2d)
	Chairmen of the state audit office, members of its board or members of the central bank’s board of directors;

	2e)
	Ambassadors, chargés d'affaires and high-ranking professional officers (flag officers or generals) in the armed forces;

	2f)
	Members of the administrative, management or supervisory bodies of enterprises in majority state ownership;

	3)
	Immediate family members of persons mentioned in sections 1), i.e., close relatives as specified under Point b) of Article 685 of the Civil Code and partners considered by national law as equivalent to the spouse;

	4a)
	Any natural person who is known to have joint beneficial ownership of legal entities or organisation without legal personalities, or any other close business relations, with a person referred to in Points 2);

	4b)
	Any natural person who has sole beneficial ownership of a legal entity or organisation without legal personality which is known to have been set up for the benefit de facto of the person referred to in paragraph (2).


Date:










………….……………………………………………….












    signature
DECLARATION OF CUSTOMER AS BENEFICIAL OWNER (Article 8) – TO BE FILLED IN BY CUSTOMER!

I the undersigned …….………….……………………………………………… (as the representative of ……..……..…………………………………….)* hereby declare in full understanding of my liability under criminal law that

1.) I act as a natural person on my behalf.*

2.) I act as a natural person on behalf of the person(s) stated below:*

3.) the legal entity or the organisation without legal personality acts on its own behalf.**

4.) the legal entity or the organisation without legal personality acts on behalf of the person(s) stated below.**

	1:
	
	1:
	

	2:
	
	2:
	

	3:
	
	3:
	

	4:
	5:
	
	6:
	
	4:
	5:
	
	6:
	

	7:
	
	7:
	

	8:
	
	8:
	

	9:
	
	9:
	

	10:
	
	
	
	
	
	
	
	
	
	10:
	
	
	
	
	
	
	
	
	

	11:
	
	11:
	

	1:
	
	1:
	

	2
	
	2:
	

	3:
	
	3:
	

	4:
	5:
	
	6:
	
	4:
	5:
	
	6:
	

	7:
	
	7:
	

	8:
	
	8:
	

	9:
	
	9:
	

	10:
	
	
	
	
	
	
	
	
	
	10:
	
	
	
	
	
	
	
	
	

	11:
	
	11:
	


*: Please underline the appropriate section or cross out the section not needed. 

**: For legal entities the statement should be signed using the corporate signature as the statement is made by the legal entity.

1: Family name and first name 

2: Name at birth if different 

3: Address

4: Citizenship 

5: Hungarian – mark with X, do not fill in field 6

6: Other (state citizenship if customer is not a Hungarian citizen):

=====================

7: Type of photo ID

8: Number of photo ID

9: Place of stay in Hungary (only for non-Hungarian citizens)

10: Place and date of birth

11: Mother’s maiden name

Text printed in italics refer to data pursuant to paragraph (3) in Article 8 of the AML

I am aware that I am required to report to the service provider within 5 (five) working days any changes in the data stated above or in my personal data and I accept liability for all damages deriving from my failure to fulfil this obligation.

Date:










………….……………………………………………….












     signature
Report of circumstance that raises the suspicion of money laundering and terrorist financing

1.   Name address and direct phone number of reporting service provider: <official company name, address, phone number>

1.1. Name and address of branch office (unit) detecting the transaction (If different from “1”):

Names, addresses and telephone numbers of other branches and units involved in the transaction;

1.3. Date and time of detection by the service provider;

1.4. Date and time of reporting by the service provider;

1.5. Filing numbers and dates of previous reports (if any) concerning the same matter (customer);

1.6. Name, (work) address and telephone number of the designated individual: <name, zip code, city, street address, phone number>

2.   Identification data of the customer conducting the transaction with the service provider (details listed under points a) and b) of paragraph (2) and if available, under paragraph (3) of Article 7 of the AML).

2.1. Are all identification data available for the customer: Yes / No

2.2. Is another financial organisation involved in the matter? If yes, data of that financial organisation: 

Please also indicate here the person – if any – for whom the transaction was carried out.

3.    Description of the transaction

3.1. Type(s) and data of insurance policies involved in the transaction (customer and payee)
3.2. Insurance amount(s) involved in the transaction and their aggregate value if several amounts are involved
3.3. Description of the transaction(s) (request for insurance, payment, etc.)
3.4. Description of data, fact or circumstance that refers to money laundering.

<Please describe why the customer or the transaction were suspicious, why the customer’s actions were reported!>

4.    Other circumstances indicative of money laundering not mentioned above.

5.    Actions taken by the service provider.

If necessary, it may be useful to attach the entire insurance history of the customers involved (data of insurances taken out and amounts paid to payee to date), copies of policies and offers, other detailed descriptions, remarks, notes if available to the service provider.

Annex 4

The authority functioning as the financial intelligence unit:

Hungarian Customs and Finance Guard

Central Law Enforcement Directorate

Department of Financial Intelligence

Address: 1122 Budapest, Hajnóczy u. 7 – 9. 

Phone: 06 -1- 4568 – 111

Fax: 06 – 1- 4568 - 154

E – mail: vpkbp.fiu@mail.vpop.hu , fiu@mail.vpop.hu
Availability of relevant lists regarding the prevention and blocking of terrorist financing

The European Union’s list of sanctions is available at:

http://europa.eu.int/comm/external_relations/cfsp/sanctions/list/version4/global/e_ctlview.html
The United Nations Organisation’s lists of sanctions are available at the following web sites:

   Security Council Committee established pursuant to resolution 1591 (2005) concerning the Sudan:

   http://www.un.org/sc/committees/1591
   List of individuals and entities subject to the measures contained in paragraph 1 of security council resolution 1532 (2004) concerning Liberia (the assets freeze list): http://www.un.org/Docs/sc/committees/Liberia3/1532_afl.htm
   The new consolidated list of individuals and entities belonging to or associated with the Taliban and Al-qaida organisation as established and maintained by the 1267 committee: 

   http://www.un.org/Docs/sc/committees/1267/1267ListEng.htm
   Security Council Committee established by resolution 661 (1990) concerning the situation between Iraq and Kuwait (Terminated pursuant to resolution 1483 (2003) of 22 May 2003):

   http://www.un.org/Docs/sc/committees/IraqKuwait/IraqSanctionsCommEng.htm
   The lists of sanctions of the Office of Foreign Assets Control (OFAC) of the United States of America are available at:

   http://www.ustreas.gov/offices/enforcement/ofac/
Annex 5
Data of individuals designated at <company name> service provider to submit reports to the authority functioning as the financial intelligence unit and his/her deputy.

Name:


<name>

Name of deputy: 
<name>
Position:

<position>

Position: 

<position>
Phone no.:

<direct number>
Phone no.: 

<direct number>
Person in charge with verifying compliance with legal provisions on the prevention of money laundering and terrorist financing:

Name: 


<name>
Position: 

<position>
Phone no.:

<direct number>

Person in charge with updating the Rules:

Name: 


<name>
Position: 

<position>
Phone no.:

<direct number>
Annex 6

Report due to financial restrictive measures and the freezing of assets

1.1 Name, address and telephone number of service provider subject to the reporting obligation:

1.2 Date and time of detection of the financial assets or economic resources:

1.3 Date and time of reporting:

1.4 Name, address, position and telephone number of the designated individual:

2. Identification information of the subject of financial or asset restrictive measures

Customer data

	Family name at birth:
	

	First name at birth: 
	

	Married name:
	

	Place of birth:
	

	Date of birth:
	

	Permanent address:
	

	Place of stay:
	

	Other identification data published by a community legal action imposing financial or asset restrictive measures:
	


3. Data of natural person with title to the financial assets or economic resources subject to financial or asset restrictive measures:

Data of natural person with right of disposal:

	Family name at birth:
	

	First name at birth: 
	

	Married name:
	

	Place of birth:
	

	Date of birth:
	

	Place of residence:
	

	Current address:
	


4. Data of legal entity or organisation without legal personality subject to financial or asset restrictive measures

Data of company

	Name:
	

	Registered office:
	

	Branch office in Hungary:
	


5. All other data, facts or circumstances that indicate that the subject of the financial and asset restrictive measures enjoys benefits from the transaction concerned.

6. Description of the financial assets or economic resources subject to financial or asset restrictive measures:

	Value of financial assets:
	

	Type of financial assets:
	

	Way placement of the financial assets:
	

	Data of economic resources
	

	- subject:
	

	- other data suitable for identification:
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