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Guidelines

for the drafting of the Sample Rules of insurance companies, insurance intermediaries and employment pension service providers
Preparation of Rules

To assist their drafting of Rules, the Hungarian Financial Supervisory Authority (hereinafter the HFSA) provides insurance companies, insurance intermediaries and employment pension service providers (hereinafter service providers) with a Sample Rules approved by the Ministry of Finance and prepared with a view to the comments of the organisation in the role of the financial intelligence unit, the Financial Information Department of the Hungarian Customs and Finance Guard’s Central Law Enforcement Directorate (hereinafter the authority functioning as the Financial Intelligence Unit). 
In the Sample Rules, sections printed in bold italics contain items which service providers must design with a view to their own practices. 

Sections printed in regular italics refer to rights and obligations deriving from Directive 2005/60/EC, HFSA recommendations, in particular the Recommendations on the prevention of money laundering and terrorist financing and on internal safeguards and from international standards. 

Sections printed in other font types can be adopted without modification for the drafting of the Rules.

Newly established service providers are required to prepare their own Rules based on the sample rules and submit it along with other approval documentation. 

Already licensed service providers are required to revise their Rules in their own discretion and without delay based on the Sample Rules and upon the modification of Act CXXXVI of 2007 on the Prevention of Money Laundering and Terrorist Financing (hereinafter AML). The revised Rules of already operating service providers will be reviewed by the HFSA as part of regular supervisory investigations thus they do not have to be submitted separately. 

The following businesses are not required to prepare internal Rules:

· Tied insurance brokers as defined in paragraph (4) in Article 33 of Act LX of 2003 on insurers and insurance services (hereinafter AIIS);
· Independent insurance brokers as defined in paragraph (4) in Article 33 of the AIIS in respect of their activities that relate to non-life policies as defined in Part A of Annex 1 to the AIIS;
· insurance companies solely licensed to provide non-life insurance services as defined in Part A of Annex 1 to the AIIS;
· composite insurers that are licensed to provide both non-life and life insurance as defined in Annex 1 and 2 to the AIIS respectively regarding their non-life services.
Due diligence obligation
The due diligence procedure is one practical effort to prevent money laundering and terrorist financing. Throughout the process the principles of “Know your customer” and “Customer Due Diligence” must be observed.
The due diligence procedure is a complex set of measures designed to enable the service provider to know accurately at all times with whom they enter into a business relationship and for whom they fulfil a transaction order.
If any data, fact, or circumstance that refer to money laundering or terrorist funding arise upon the establishment of a business relationship, if the annual insurance premium exceeds HUF two hundred and sixty thousand or upon the fulfilment of a transaction order reaching or exceeding the value of HUF three million, six hundred thousand (taking into consideration multiple de facto related transactions), if no customer due diligence has taken place yet or if the authenticity or compliance of formerly recorded customer identification data are doubted, the service provider is required to identify and verify the identity of the customer, the customer’s proxy or authorised representative and, if doubts arise regarding his identity, the beneficial owner. The service provider must record the data of the business relationship and the transaction order and monitors the transaction relationship on an ongoing basis.
A new element in the procedure is the service providers’ option to set the scope of customer due diligence measures on a risk-sensitivity basis. The law defines minimum and maximum data sets /paragraphs (2)-(3) in Article 7 of the AML/. In the course of customer due diligence, the service provider may set the number of recordable data based on the nature and value of the business relationship or transaction order, the circumstances of the customer (taking into consideration the cases specified in the internal rules) and assessing the risk of money laundering and terrorist financing.
In the sample Rules, service providers must explicitly specify the cases when the maximum data set is to be recorded based on risk sensitivity.
Also in the case of the beneficial owner, the service provider can decide on the number of recordable data on a risk sensitivity basis, i.e. on the minimum and maximum data sets. The regulations of the former AML only required two data to be recorded in writing (name, address/seat) thus the minimum recordable data set is now extended in respect of the beneficial owner.

As a new legal instrument, simplified and enhanced customer due diligence have been added to the law. In line with the risk-based approach, simplified due diligence can be applied in the case of customers and transactions that represent a low risk in respect of money laundering and terrorist financing. When simplified due diligence is applied, due diligence measures are only required if a piece of data, fact or circumstance arises which refers to money laundering and terrorist financing (thus it is not compulsory upon the establishment of a new business relationship, etc.). Apart from this, however, the ongoing monitoring of the business relationship is mandatory in all cases. 
The AML requires enhanced due diligence in the case of customers and transactions that represent a high risk in respect of money laundering and terrorist funding. When enhanced due diligence is applied, all customer due diligence measures are mandatory, i.e. the service provider is required to record the maximum data set.

Service providers must require enhanced customer due diligence in case the customer failed to show up in person for identification and in the case of business relationships to be established with politically exposed persons residing in another member state or in a third country. 

This way, service providers are required to apply enhanced customer due diligence in the two scenarios described above and, on a risk-sensitivity basis, they have the option to specify further cases in their Rules which are highly exposed to money laundering and terrorist financing and thus require enhanced customer due diligence for those.

The service provider is also allowed to accept the results of customer identification performed by another service provider. 

Customer due diligence scenarios
Customer due diligence is mandatory upon the establishment of a business relationship if the annual premium of a life insurance exceeds the value of HUF two hundred and fifty thousand or the one-off insurance premium exceeds HUF six hundred and fifty thousand.

Due diligence is also mandatory in the case of transaction orders reaching or exceeding HUF 3.6 million, provided due diligence has not taken place yet. This rule also applies to interrelated transactions. If the customer orders transactions of a value below HUF 3.6 million each but the transactions are interrelated, due diligence must be performed upon the receipt of the transaction order with which the aggregate value of orders reaches HUF 3.6 million.

Furthermore, identification is also required when the service provider has doubts about the true identity of the customer, suspects that the customer’s data have changed or that the customer supplied wrong or false data earlier. 

The last case is the suspicion of money laundering. Here due diligence is only required if the customer is entirely unknown. 

Announcement
The service provider must place an announcement in the rooms where they receive customers. We recommend that the following text be used for the announcement:

“Pursuant to Act CXXXVI of 2007 on the Prevention of Money Laundering and Terrorist Financing the due diligence of customers is mandatory in the cases specified in the law, in particular upon the establishment of a customer relationship and upon transactions reaching or exceeding the value of HUF 3.6 million. Please have your personal identification documents ready to facilitate data verification. Thank you!”

Record keeping

Records may be kept electronically and, in exceptional case, on paper.

The requirements concerning the maintenance of a searchable and controllable database partly derive from the regulations of the AML and also ensure and serve the purposes of mandatory data reporting and internal and external auditing. 

Internal procedures of due diligence

The internal Rules must include process descriptions for customer identification, for the verification of the customer’s identity, the identification of the beneficial owner and the verification of his identity if doubts arise about it, the revealing of the purpose and planned nature of the business relationship and for the ongoing monitoring of the business relationship. These process descriptions must also address the management of data obtained by the service provider and other service providers during customer due diligence.
When preparing the internal procedures of customer due diligence, the service provider must specify the form (in a contract, data sheet, IT system, dedicated form, etc.), place (customer documents file, IT system, etc.) and way (in ABC order, sorted by customer number or date, etc.) of storing the data recorded during due diligence. Individuals who have access to the data must be specified (authorised administrators, CEO, customer relationship manager, internal auditor, compliance manager, designated individual, etc.)

Regarding the due diligence of the beneficial owner, the Rules must specify in what form, where and how his statement will be placed. The internal procedures must set out who and how will check on the part of the service provider the personal identification information of the beneficial owner in publicly available and other records specified in the law should doubts arise about the beneficial owner’s identity
Customer due diligence information can be put on the contract or stored in a different (electronic) form. Data can be recorded both on a hard copy or electronic identification form (set out in the annex), signature card, contract or on other media that can be attached to the customer file, or identification data forms can also be kept in a separate file system (in the case of hard copy documents).
The Rules must address cases when the service provider is also to record the maximum data set. Thus the service provider must specify transactions, cases, circumstances and transaction amounts which are increasingly exposed to money laundering and terrorist financing and where prevention calls for the recording of the maximum data set.
In case the service provider has already screened the customer and thus the data are available, there is no need to record the data again. 
The Rules must declare that due diligence must be performed before the establishment of the business relationship or the completion of the transaction and that both of these should be refused and existing business relationships must be terminated in case due diligence cannot be duly executed. 
In the case of life insurances belonging to the class defined in Annex 2 to the AIIS, the insurer is authorised to carry out identity verification also after the establishment of the business relationship in respect of payees and service beneficiaries listed in the policy provided their person was unknown when the policy was taken out. If so, the verification of identity must take place upon or before any payment is made to the beneficiaries and upon or before a beneficiary exercises his/her rights deriving from the contract (policy).

In exceptional cases, due diligence can also be performed during the establishment of the business relationship provided it is necessary in order to avoid interruptions to the usual course of business and if the likelihood of money laundering or terrorist financing is low. In this case, the verification of identity must be completed by the fulfilment of the first transaction order.  The designated individual must monitor the exceptional cases.
Internal procedures of simplified customer due diligence

In the case of customers and clients specified in Articles 12 and 13 of the AML which represent a low risk in terms of money laundering or terrorist financing, the service provider can apply simplified due diligence.

In this case, the service provider only has to keep an eye on the business relationship and customer due diligence is only necessary upon the occurrence of any fact, data or circumstance that refers to money laundering or terrorist financing. Cases subject to simplified due diligence must be monitored by the designated individual.

The internal Rules must specify who and how should notify the HFSA on third countries that meet the requirements of simplified due diligence.

Internal procedures of enhanced customer due diligence

The service provider must require enhanced customer due diligence and thus the recording of the maximum data set during customer due diligence in the following cases:
Due diligence in the absence of the customer

The way and place of storing authenticated documents submitted for due diligence by the customer must be specified.
Internal procedures regarding due diligence performed by other service providers

When accepting the results of customer due diligence performed by another service provider, liability lies with the acceptor service provider yet this circumstance does not impact the liability of the transferor of due diligence results. 

The acceptance of customer due diligence results supplied by another service provider is subject to the customer’s consent, thus regulations must be provided on the form, place and way of storing the declaration of consent of the customer concerned. 

In case the customer was screened by a service provider operating in a third country, it has to be determined who should check and how (e.g. by sending out a compliance questionnaire) whether the service provider concerned is listed in the mandatory trade registry and whether they apply customer due diligence requirements that comply with or are equivalent to those set out in the law, if they are under equivalent supervision or if they are seated in a third country where the requirements are equivalent to those set out in this law.

It has to be specified who and how must notify the HFSA on third countries that comply with the aforementioned requirements. 
Customer due diligence performed by an agent of the service provider should not be regarded as due diligence by another service provider as the agent is considered a part of the service provider as per the law. The Rules must specify the way the agent has to deliver the data along with the personnel who have access to and check the information. 
Internal procedure for reporting as defined in Act CLXXX of 2007 on the implementation of financial and asset restrictive measures ordered by the European Union
The Rules must specify the employee of the service provider in charge with reporting to the authority functioning as the financial intelligence unit all data, facts and circumstances which suggest that the subject of the financial and asset restrictive measure possesses in the Republic of Hungary cash or cash equivalents or economic resources that are subject to financial or asset restrictive measures.

After submitting the report, for one working day in the case of domestic transactions and for two days in the case of non-domestic transactions, the service provider must not execute the transaction that may involve financial assets or economic resources that may be subject to financial or asset restrictive measures based on the data, facts or transactions that the report is based on. The transaction can also be fulfilled if the service provider is notified within the aforementioned timeframes that the customer concerned is not a subject of financial or asset restrictive measures.

After the submission of the report, domestic transactions have to be executed within one working day and non-domestic transactions within two working days except if the service provider is notified within these timeframes that the customer concerned is a subject of financial or asset restrictive measures.

The Rules must declare that the service provider shall apply the AML-related regulations concerning the reporting obligation, prohibition of disclosure, screening system, record keeping, document retention and training.

Standards of employee conduct

The Rules must specify aspects that employees should pay special attention to, how they are supposed to behave when encountering something unusual and what they have to consider when deciding whether a transaction is suspicious or not. The behaviour of employees must harmonise with the service provider’s code of ethics. When any data, fact or circumstance is perceived that may refer to money laundering or terrorist financing, the customer must not suspect in any way that the employee has detected anything. The employee should behave as usual and decide based on his or her knowledge whether the transaction concerned suits the customer profile, if it is rational and economically reasonable, if the customer may justifiably perform such transaction and if it represents a sudden departure from his account history. 
It has to be declared that upon detecting any data, fact or circumstance that may refer to money laundering or terrorist financing, the employee should check if customer due diligence has been performed. If yes, the contract can be accepted from the customer. If customer due diligence did not take place, the customer has to be identified and asked for a statement in accordance with the legal provisions on customer due diligence. 
Customers without address
Pursuant to the briefing by the Ministry of Finance of 2 April 2004, in order to ensure equal opportunities, the service provider may provide services to people without a home. Yet providers must act with utmost care concerning customers without address. In case the customer takes out a large insurance or any other suspicious circumstance arises, reporting should be considered.

Reporting obligation

As the success of efforts to prevent and combat money laundering and terrorist financing largely depends on the fulfilment of the reporting obligation, the Rules must emphasize and be as through as possible about the responsibilities, obligations and rights of employees, managers and designated individuals.

Designated individual

The service provider must designate an individual (and a deputy) from its staff to be in charge with the prevention of money laundering and terrorist financing. The primary responsibility of the designated individual is to forward reports (in relation to counter-money laundering, counter-terrorist financing and asset-restrictive measures) to the authority functioning as the financial intelligence unit. Responsibilities of key significance include the organisation of training and the leading of actions against money laundering and terrorist financing.

If possible, the designated individual should be a member of the service provider’s senior management or a direct report to a top executive. In the case of small service providers, the CEO should take care of chores to prevent money laundering. Service providers should pick a duly qualified person with several years of experience as the designated individual. If necessary, the designated individual can give directions to the department heads of organisational units in relation to money laundering and terrorist financing, he or she may approve or disapprove contract signing with risky customers, may propose or prohibit the termination of contracts and may issue directions to employees and prohibitive lists. 

The designated individual must take care of training of the subject, reporting to top management on training both regularly and uniquely, monitoring of international lists, events and legal provisions and contact keeping with financial organisations on this matter.

The designated individual must analyse the data and cases identified under the service provider’s monitoring activities as the service provider is required to monitor the business relationship on an ongoing basis (including the analysis of transaction orders completed during the lifetime of the business relationship) in order to find out whether the transaction order concerned harmonises with the data which the service provider has of the customer pursuant to legal provisions.
This legal obligation must be segregated from the service provider’s liability to operate an internal control system, i.e. that in order to prevent business relationships and transaction orders that enable or constitute money laundering or terrorist financing, the service provider must operate an internal control and information system that supports the due diligence of customers, reporting and record keeping. 

The designated individual will receive information from the following sources:

· front-line employees who detect unusual money transfers or cash transactions;
· IT network which screens transactions based on pre-defined criteria when the customer takes out an insurance electronically or in some other way; 
· practically from any manager or employee in the case of data, facts or circumstances that refer to money laundering or terrorist financing. 
The designated individual must analyse the information received from these channels and submit a report to the authority functioning as the financial intelligence unit in the case of data, facts or circumstances that refer to money laundering or terrorist financing.

It serves the safety of the employee that the report includes no information whatsoever on his or her person or on the fact that he or she submitted the report. Only the employee’s superior and the designated individual should know about it.

The report must be based on a suspicious cause. Suspicion in this respect is not interpreted in the sense as in Act XIX of 1998 on Criminal proceedings but as a fact, piece of data or circumstance which suggests money laundering or terrorist financing as defined in the AML. According to an assessment by the authority functioning as the financial intelligence unit, several reports were submitted recently where the circumstances could not possibly refer to money laundering (e.g. takeout of a similar insurance upon the expiry of an insurance that just reached or exceeded the value limit, reporting of transactions which are entirely common in the industry concerned, reports submitted on grounds that reports are generated “automatically” if the value limit of HUF 3.6 million is reached, etc.). It is the designated individual’s responsibility to hold or arrange for training which helps employees in reliably detecting data, facts and circumstances which indeed refer to money laundering and terrorist financing and only submit reports accordingly.

Furthermore, the designated individual shall make efforts to ensure that the reports submitted to the authority functioning as the financial intelligence unit contain all related and underlying information to sufficient detail.

The Rules must set out the internal procedures for reporting. The procedures must describe how many copies of the report form should be filled in by the employee in charge and to whom, in what way the form is to be delivered and how it will reach the authority functioning as the financial intelligence unit. The designated individual must not overrule the employee’s intention to report a case but he is entitled to oblige the employee to submit a report and he can submit one as well (e.g. based on the screening system).
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