GUIDELINES TO SAMPLE REGULATIONS FOR PROVIDERS OF FINANCIAL SERVICES AND SUPPLEMENTARY FINANCIAL SERVICES

Guidelines to Sample Regulations for Providers of Financial Services and Supplementary Financial Services

Preparation of Regulations

The Hungarian Financial Supervision Authority (hereinafter the HFSA) provides credit institutions and financial enterprises with Sample Regulations approved by the Ministry of Finance and drawn up with consideration to the remarks received from the Financial Intelligence Department of the Central Law Enforcement Directorate of the Hungarian Customs and Finance Guard performing the roles of the Financial Intelligence Unit (subsequently: the Authority acting as the Financial Intelligence Unit).
Sections of the Sample Regulations printed in bold-italics contain mandatory sections that service providers must develop with consideration to their own practices.

Sections printed in regular italics refer to rights and obligations that derive from Directive 2005/60/EC, from the recommendations of the HFSA and in particular the recommendations on the prevention and deterrence of money laundering and terrorist financing and on internal safeguards, as well as from international standards.
Sections printed in other font types may be adopted without modification in drafting the regulations.

Newly established financial service providers shall prepare their own internal regulations on the basis of the sample regulations and shall submit their internal regulations together with their other licensing documents. 

Already licensed financial service providers shall revise their regulations without delay within their own competence on the basis of the sample regulations or in line with the amendment of Act CXXXVI of 2007 on the prevention and deterrence of money laundering and terrorist financing (hereinafter the MLA). Amended regulations of already active financial service providers shall be examined by the HFSA within the framework of an audit and need not be submitted for authorisation.

Agents discussed under Subsection b) of Section 12 of Part I of Annex No. 2 of Act CXII of 1996 on Credit Institutions and Financial Enterprises (hereinafter the Credit Market Act – CMA) need not draft regulations, because pursuant to Section a) of Paragraph (4) of Article 1 of the MLA they are not subject to that Act. The activities of Type b) agents are to be considered as if conducted by the financial service provider itself.
Institutions not providing or not using correspondence banking services may delete the sections related to correspondence banking services.
There are separate dedicated sample regulations for money changers and pawnbrokers.

Due Diligence Obligation
Due diligence procedures are instruments for the practical manifestation of anti money laundering and counter terrorist financing activities. Throughout the procedure service providers should always observe the principles of “Know your customer” and “Be Prudent with your Customer”.

The due diligence procedure is a complex series of measures designed to enable financial service providers to know accurately at all times with whom they enter into a business relationship, for whom they fulfil a transaction order.

When establishing a business relationship and when executing transaction orders for an amount equal to or exceeding three million six hundred thousand Hungarian Forints, considering also several de-facto related transaction orders, or if some data, facts or circumstances emerge that indicate money laundering or terrorist financing and if the customer was previously not subjected to due diligence measures and if there are doubts as to the veracity and adequacy of previously obtained customer identification data, service providers shall record in writing the personal identity details of the customer, of the person with disposal powers, of the proxy, or of the representative and shall verify the personal identity of such persons, and shall also record the personal identity details of the beneficial owner and shall verify the personal identity if there are any doubts as to the personal identity of the beneficial owner. Service providers shall also record the details of business relationships and of transaction orders and shall perform continuous monitoring of the business relationship.

A new element in the procedure is the option allowed for service providers to set the scope of their customer due diligence measures on a risk-sensitive basis. The law specifies minimum and maximum data sets. /Paragraphs (2)-(3) of Article 7 of the MLA/. In the course of customer due diligence service providers may specify the number of data items to be recorded on the basis of the nature and amount of the business relationship or of the transaction order, the circumstances of the customer (with consideration to the cases specified in the internal regulations) and assessing the risk of money laundering and terrorist financing.

Service providers shall explicitly specify within the sample regulations the cases where, on a risk-sensitive basis the maximum data set must be recorded.

With regard to due diligence measures concerning the beneficial owner the law specifies the obligation to provide a written statement and specifies the extent of the data to be recorded. Financial service providers must record the personal identity details of the beneficial owner, but shall only verify the identity of the beneficial owner if there are doubts arising as to the personal identity of the beneficial owner. Financial service providers may also decide on a risk-sensitive basis on the number of data items to be recorded for the beneficial owner, i.e. they may choose between the minimum or maximum data set. The provisions of the former MLA required only two data items (name, residence address / registered seat) to be recorded so the minimum set of data to be recorded with regard to the beneficial owner has now been extended.
As a new legal instrument, simplified and enhanced customer due diligence measures have been added to the law. In line with the risk-based approach, simplified due diligence may be applied for customers and transactions that represent a low risk of money laundering and terrorist financing. In the application of simplified due diligence, due diligence measures are to be carried out only if some data, facts or circumstances emerge that indicate money laundering or terrorist financing (and are therefore not mandatory when establishing a new business relationship, etc.). In addition to this, it is always mandatory to perform continuous monitoring of the business relationship.
Enhanced customer due diligence is mandatory for customers and transactions that represent a high risk of money laundering or terrorist financing. In the application of enhanced customer due diligence all customer due diligence measures are mandatory, i.e., financial service providers are required to record the maximum data set.

Financial Service providers must mandate the application of enhanced customer due diligence measures if a customer fails to show up in person for identification, for cross-border correspondence banking relationships conducted with institutions from third countries and for business relationships to be established with politically exposed persons residing in another member state or in a third country and when changing money.

Thus, pursuant to this, financial service providers are required to apply enhanced customer due diligence in the four mentioned cases and may, on a risk-sensitivity basis, specify within their regulations other cases with greater exposures to money laundering or terrorist financing, mandating the application of enhanced customer due diligence measures.

Service providers may also opt to accept that the customer has already been identified by another service provider.

Customer Due Diligence Scenarios

Service providers must carry out customer due diligence measures when establishing a relationship with a customer, regardless of the value threshold.
Due diligence is also mandatory for transaction orders reaching or exceeding HUF 3.6 million, if it has not yet occurred earlier. This also applies to de-facto related transaction orders, if a customer issues transaction orders for amounts less than HUF 3.6 million and if those are related, whereas due diligence is to be carried out upon the receipt of the order by which the total estimated value of the orders reaches HUF 3.6 million.

The due diligence threshold amount for changing money is HUF 500,000. This means that customers must be indentified only if the amount of the money changed reaches or exceeds HUF 500,000.
Furthermore, identification is also required if the service provider has doubts as to the true identity of the customer or suspects that the customer’s details have changed, or that the customer has supplied incorrect or false data earlier.

The last scenario is the emergence of data, facts or circumstances that indicate money laundering or terrorist financing, where due diligence is required only if the customer is entirely unknown.

Notice

Financial service providers shall display a notice in the premises where they normally receive customers. We recommend the use of the following text for the notice:

“Pursuant to the provisions of Act CXXXVI of 2007 on the Prevention and Deterrence of Money Laundering and Terrorist Financing customer due diligence is mandatory in the cases specified in the law, and in particular when establishing a business relationship with a customer and for cash-based transactions for amounts reaching or exceeding HUF 3.6 million, as well as when changing money in an amount exceeding HUF 500,000. Please have your personal identification documents ready to facilitate the transaction. Thank you!”

Record keeping

Records may be kept electronically and, in exceptional cases, on paper.

The requirements to maintain searchable and auditable records derive from the provisions of the MLA on the one part and serve to ensure mandatory data reporting and external audits on the other part.

Internal Procedures for Due Diligence

The Internal Regulations must define process descriptions for the identification of customers, for the verification of the personal identity of customers, for the identification of the beneficial owner and for the verification of the personal identity of such if there are doubts as to the personal identity of the beneficial owner, and for the activity to reveal the purpose and planned nature of business relationships and for the continuous monitoring of the business relationship. The internal procedures must also address the management of data obtained in the course of customer due diligence measures performed by the financial service provider and by other service providers.

In drawing up the internal procedures for customer due diligence, the service provider must specify the form (contract, data sheet, computerised system, dedicated form, etc.), location (customer file, computerised system, etc.) and method (in alphabetical order, filed by customer or filed by date, etc.) for the storage of the data recorded in due diligence. The service provider must indicate the persons that will have access to the data (authorised administrators, CEO, client relationship officer, internal auditor, compliance manager, designated person, etc.).

With regard to due diligence on the beneficial owner, the Regulations must specify in what form, where and how his/her declaration will be stored. The internal procedures must specify the Service provider’s responsible person and the means for verifying the personal identity details of beneficial owners in records available for this purpose pursuant to legal statutes or in records accessible to the public, if there are doubts as to the personal identity of the beneficial owner.

Customer due diligence information may be indicated on the contract or may be recorded on separate (electronic) forms. Data may be recorded on both paper-based and electronic identification forms (as set out in the annex), on signature cards, in the contract or on other media that can be appended to the customer file, or identification forms may be filed in a separate registry (for paper-based documents). The recording of the data may not be omitted if the person conducting the transaction or the third person that he/she represents are not customers of the financial service provider.

The Regulations must provide for the cases where the service provider will also record the maximum data set. In this sense, the Service provider must specify the transactions, cases, circumstances and transaction amounts with heightened exposures to the risk of money laundering and terrorist financing that justify recording the maximum data set in the interest of prevention.
The financial service provider must continuously monitor the business relationship and analyse the transaction orders executed throughout the existence of the business relationship, and must develop a customer profile in the process. Development of the customer profile is indispensable in order to determine whether or not a specific transaction order is consistent with the data available on the customer, i.e., whether or not it qualifies as unusual. The Regulations must specify who should perform the analysis.
In case the Service provider has already carried out due diligence measures on the customer and thus the details are available, there is no need to record the data again.
If no transaction orders were debited or credited to an account associated with the customer over a period of two calendar years, the financial service provider shall call upon the customer within 30 days in writing or with the next regular balance statement sent to the customer, to disclose any changes that may have occurred in his/her details. The Regulations must specify the procedures and the persons responsible for such notifications. In other cases the customer must notify the financial service provider of changes within five working days of learning of the change.
The Regulations must specify that due diligence measures are to be carried out before the business relationship is established or before the transaction is executed, and if the service provider is unable to carry out the due diligence measures the establishment of the business relationship and the execution of the transaction order is to be refused, or an existing business relationship is to be terminated. In exceptional cases due diligence measures may also be carried out concurrently with establishing the business relationship, but even in such cases only prior to the execution of the first transaction, provided that this is necessary in order to avoid an interruption of regular business and if there is a low probability of money laundering or terrorist financing. Exceptional cases shall be monitored by the designated person.
Internal Procedures for Simplified Customer Due Diligence

The financial service provider may apply simplified customer due diligence measures on customers and transactions specified in Article 12 of the AML that represent a low risk with regard to money laundering or terrorist financing. In this case the customer due diligence measures are to be carried out only if some facts, data or circumstances emerge that indicate money laundering or terrorist financing. The designated person must monitor cases subject to simplified due diligence.
The Internal Regulations must specify who should notify the HFSA and how, on third countries that meet the requirements of simplified due diligence.

Internal Procedures for Enhanced Customer Due Diligence

For the following cases the Service provider must mandate the application of enhanced customer due diligence measures, i.e., to record of the maximum data set when identifying the customer.

Due Diligence in the Absence of the Customer

The Regulations must specify where and how the financial service provider must store the certified documents submitted for due diligence.
Cross-border correspondence banking relationships with institutions in third countries
Orders issued in the framework of a correspondence banking relationship by service providers with registered offices in third countries will only be accepted if the financial service provider has carried out due diligence measures on the service provider prior to establishing the correspondence banking relationship and has analysed the service provider to reveal its system of anti money laundering and counter terrorist financing instruments. In addition to this, the financial service provider must have satisfied itself that the service provider with its registered office in the third country has verified the identity of the customer with direct access to the correspondence account and that it performs continuous monitoring of the business relationship, and can provide the relevant customer due diligence information if requested.
The organisational regulations must specify the name of the manager responsible for approving the establishment of correspondence banking relationships.
The Regulations must specify whose responsibility it is to examine, before establishing a relationship, whether or not the specific service provider or the country where it has its registered office are included on the list of “non cooperative” or “not sufficiently cooperative” countries as published by the FATF and/or on the sanctions list of the European Union or on the sanctions list of the UNO.

The Regulations must specify whose responsibility it is to verify, if the affected correspondent bank has its registered office in the territory of the European Union or in a third country subject to legal regulations equivalent to those in Hungary and if it is subject to supervision with regard to compliance with those statutes, and if the correspondent bank is a corporation whose securities have been introduced to a regulated market in one or more member states or is a corporation in a third country subject to disclosure requirements consistent with community law, because in such cases the financial service provider will apply simplified due diligence measures.
The Regulations must specify who will inform the HFSA and how about third countries that meet the mentioned conditions.
The internal regulations must set forth who and in what form will request the documents required for customer due diligence before establishing a correspondence banking relationship with a service provider having its registered office in a third country, and who and in what form will request the correspondent bank to complete a risk evaluation document (such as the compliance questionnaire) and the declaration of the beneficial owner, and to return those signed using its corporate signature.
The designated person must investigate if the documents returned by the correspondent bank are well founded and must take into consideration the feedback received from market players relevant to the involved correspondent bank.
Due Diligence on Politically Exposed Persons with Residence in another Member State or in a Third Country
The Regulations must specify where and how the service provider must store written declarations provided by politically exposed persons with residence in a foreign country. The service provider must prepare foreign-language versions of the declaration text with consideration to its clientele and the text of the Directive.

The Regulations must provide for a responsible manager to be specified in the organisational regulations, to approve the establishment of business relationships and the execution of transactions for politically exposed persons with residence in a foreign country.

If the Service provider has doubts as to the veracity of the declaration, it must take measures to verify the declaration in records available for this purpose pursuant to legal statutes or in records accessible to the public. Lists and records maintained by international service providers provide grounds for taking such verification measures.
Money Changing
The internal Regulations must specify in what form, where and how the financial service provider must store the data collected in due diligence and what persons will have access to those.
Internal Procedures for Customer Due Diligence Measures 
Carried Out by Other Service Providers

When accepting the results of customer due diligence measures carried out by other service providers, liability rests with the financial service provider that accepts the results of customer due diligence measures carried out by the other service provider, which however does not affect the liability of the party providing the information.

The acceptance of the results of customer due diligence measures carried out by another service provider requires customer consent, thus the Regulations must provide for the format as well as for the storage location and the means of storage for affected customers’ declarations of consent.

Where customer due diligence measures were carried out by a service provider operating in a third country, the Regulations must specify who will investigate and how (e.g., compliance by sending out a questionnaire) whether or not the affected service provider is registered in a mandatory professional registration and whether or not it applies customer due diligence and registration requirements as specified in the law or requirements equivalent to those, and whether or not it is subject to supervision pursuant to equivalent requirements, or whether or not it has its registered office in a third country that imposes requirements that are equivalent to those laid down in this Act.

The Regulations must specify who should notify the HFSA and how, on third countries that meet the mentioned requirements.

Customer due diligence measures carried out by agents of financial service providers shall not qualify as customer due diligence measures carried out by another service provider, because pursuant to the law agents are considered as parts of the financial service providers. The Regulations must specify how the agent will hand over the data, who will have access to those, and who will audit those.
Internal Procedures in Connection with Payer Information Accompanying Transfers of Funds, for the Identification of the Payer, for the Audit, Record-Keeping and Forwarding of Payer Information, and for the Detection and Handling of Funds Transfers received with Incomplete or Missing Payer Information
Pursuant to Regulation 1781/2006/EC of the European Parliament and of the Council (hereinafter the Regulation), when sending funds transfers financial service providers shall ensure that transfers of funds are accompanied by complete information on the payer. This information shall consist of the name, address (or the address may be substituted with the date and place of birth, customer identification number or national identity number) and account number (or the account number may be substituted with a unique identifier where the payer does not have an account number).
When receiving transfers of funds the financial service provider shall either reject funds transfers received from a payment service provider that fails to transfer the specified payment information, or shall ask for complete information on the payer. Where a payment service provider regularly fails to supply the required information on the payer, the service provider shall take steps. These may initially include the issuing of warnings and setting of deadlines, before either rejecting any future transfers of funds from that payment service provider or deciding whether or not to restrict or terminate its business relationship with that payment service provider. The financial service provider shall report the restriction of the business relationship to the Authority acting as the Financial Intelligence Unit.
Pursuant to Paragraph (5) of Article 13 the intermediary payment service provider shall for five years keep records of all information received for the following cases:
· Unless the intermediary payment service provider becomes aware, when receiving a transfer of funds, that information on the payer required under this Regulation is missing or incomplete, it may use a payment system with technical limitations to send transfers of funds to the payment service provider of the payee.
· Where the intermediary payment service provider becomes aware, when receiving a transfer of funds, that information on the payer is missing or incomplete, it shall only use a payment system with technical limitations if it is able to inform the payment service provider of the payee of the fact that information is missing.
Where both the payment service provider of the payer and the payment service provider of the payee are situated in the Community, transfers of funds shall only be required to be accompanied only by the account number of the payer or a unique identifier allowing the transaction to be traced back to the payer.
The payment service provider of the payee shall ensure that all received information on the payer accompanying transfers of funds is kept together with the transfer.
The payment service provider of the payee shall consider missing or incomplete information on the payer as a factor in assessing whether the transfer of funds, or any related transaction, is suspicious, and whether it must be reported to the Authority acting as the Financial Intelligence Unit.
The Regulations must specify who should audit received transfers and how, how transfers received with incomplete information should be handled, and who should request the missing information and how and setting what deadline.
Internal Procedures for Reporting as defined in Act CLXXX of 2007 
on the Implementation of Financial Restrictive Measures and the Freezing of Assets
ordered by the European Union 

The Regulations must provide for an employee of the Service provider to be responsible for reporting to the Authority acting as the Financial Intelligence Unit all data, facts and circumstances that indicate that the subject of the financial restrictive measures or the freezing of assets has financial assets or economic resources in the territory of the Republic of Hungary that are subject to the financial restrictive measures or the freezing of assets.

The service provider shall refrain from executing a transaction that may involve financial assets or economic resources subject to financial restrictive measures or the freezing of assets on the basis of the data, facts or circumstances underlying the reporting, for one working day following the reporting for domestic transaction or for two working days following the reporting for non domestic transactions. The transaction may be executed if the Service provider receives information within the above deadline that the person concerned is not subjected to financial restrictive measures or the freezing of assets.

After reporting the transaction must be executed following one working day for a domestic transaction or following two working days for a non domestic transaction, except if the service provider receives information within the mentioned deadline that the person concerned is subjected to financial restrictive measures or the freezing of assets

The Regulations must specify that the Service provider applies the general provisions of the MLA on the reporting obligation, on the prohibition of disclosure, on the screening system, on record-keeping, on the obligation to retain documents and on training.

Codes of Conduct for Employees

The Regulations must specify what employees should pay attention to and how they should behave when encountering something unusual, what they should consider in order to be able to decide whether a transaction is regular or unusual. Employee conduct must be consistent with the Service provider’s ethical standards. In cases associated with data, facts or circumstances that indicate money laundering or terrorist financing, customers should not in any way suspect that the employee has detected the circumstance and the employee must continue to behave as normal. The employee must decide on the basis of the information available whether or not the transaction is consistent with the customer profile, whether or not it makes economic sense, and relying on his/her understanding – if any – of the circumstances of the customer whether or not the customer may conduct such a transaction, whether or not the specific transaction represents a sudden change to the customer’s pawning history.
The Regulations must specify that employees, when encountering a case associated with data, facts or circumstances that indicate money laundering or terrorist financing, must verify whether or not the customer has previously been subjected to due diligence measures. If yes, the transaction may be accepted from the customer. If the customer has not previously been subjected to due diligence measures, the employee must identify the customer with reference to the statutory provisions on due diligence, and must take a customer declaration.
Customers without a Residence Address

In order to ensure equal opportunities – pursuant to the briefing by the Ministry of Finance dated April 2, 2004 – the Service provider may also provide services to homeless persons. However, special care is required when dealing with customers without a residence. If a customer larger funds movements on his/her account, or if the customer has a large number of investments, or if some other unusual circumstances emerge, the employee should consider making a report.

Reporting Obligation

As compliance with the reporting obligation greatly influences success in the efforts to combat money laundering and terrorist financing, the Regulations must highlight and must specify to the lowest possible level of detail the responsibilities, obligations and rights of employees, managers and designated persons.

Designated Person

The Service provider must appoint a member of its staff as the designated person (and another as a deputy) with the primary responsibility to forward reports (anti money laundering, counter terrorist financing or related to the freezing of assets) to the Authority acting as the Financial Intelligence Unit. The designated person has responsibilities of key significance to organise training and to lead the efforts to combat money laundering and terrorist financing.

If possible, the designated person should be a member of the service provider’s senior management or a direct report to a top executive. In the case of small service providers the CEO should fulfil the responsibilities of the designated person in the prevention and deterrence of money laundering. Larger service providers should appoint a duly qualified person with several years of experience as the designated person. If necessary, the designated person may issue instructions to the department heads of the organisational units in relation to money laundering and terrorist financing, may overrule to approve or disapprove transactions with risky customers, may propose that contracts be terminated or may prohibit those, and may issue instructions or lists of prohibitions to employees.
The designated person must provide or organise training on the subject matter, ensure regular and ad-hoc reporting to top management, ensure the monitoring of international lists, events and statutes and must liaise with financial organisations with regard to the subject matter.

The designated person must analyse the data and cases screened during the monitoring activities of the service provider, as the service provider must perform continuous monitoring of the business relationship – including the analysis of transaction orders executed throughout the existence of the business relationship – in order to determine whether or not any specific transaction order is consistent with the data available to the service provider pursuant to legal statutes about the customer.
This statutory obligation must be segregated from the obligation of the service provider to operate a system of internal audit, pursuant to which the service provider must operate an internal audit and information system to facilitate customer due diligence, reporting and the maintenance of records in order to deter business relationships and transaction orders that may enable or implement money laundering or terrorist financing.

The designated person will receive information from the following sources:

· From front-office employees who detect unusual transfers and cash transactions;

· From the computer network that screens transactions based on pre-defined criteria when the customer issues orders electronically or otherwise to conduct wire transfers, transfers between accounts, or other transactions;

· Practically from any manager or employee in case some data, fact or circumstance indicates money laundering or terrorist financing.

The designated person must analyse the information received through these channels and must notify the Authority acting as the Financial Intelligence Unit if some data, facts or circumstances emerge that indicate money laundering or terrorist financing.

In order to protect employees, sent reports contain no information on the employee that has made the report. Only direct superiors or the designated person may be informed of who has made a report.

Reporting must be based on cause for suspicion, where suspicion is not to be interpreted as the term used in Act XIX of 1998 on Criminal Proceedings, but rather as some data, fact or circumstance that indicates money laundering or terrorist financing. In the opinion of the Authority acting as the Financial Intelligence Unit, there have been many reports received recently where the circumstances were found not to indicate money laundering (such as the extension upon expiry of a deposit that was collected over a longer period of time in a value just reaching or exceeding the value threshold, transfers made to authorities, reporting on entirely regular transactions for certain industry sectors, reporting due to a value of three million six hundred thousand Hungarian Forints on the grounds that the value threshold is an “automatic” threshold, etc.). It is the responsibility of the designated person to provide or organise training to employees to facilitate, if possible, that reporting takes place only if data, facts or circumstances indeed indicate money laundering or terrorist financing.
Furthermore, the designated person must strive to ensure that reports sent to the Authority acting as the Financial Intelligence Unit contain the related and underlying information to an appropriate level of detail.

The Regulations must specify the internal procedures for reporting. These must specify the number of copies of the reporting form to be completed by the administrators, to whom and how the forms should be forwarded, and how the forms should be sent to the Authority acting as the Financial Intelligence Unit. The designated person may not overrule the intention of an employee to make a report, but may mandate an employee to make a report and may also make reports himself or herself (such as on the basis of the screening system among others).
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